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Linux BR$ 54 TAETMEFTFRE, FIPHRERZ.

1A % (RedHatEnterpriseLinux,RHEL.)
AHF AW ERLAT B, 2HRNER K ZH Linux X7 EH,
R 5 e MR BE Linux B4 R HHF A TEWLRHERLH.

HEXAWEE RS (Centos)
BAEEAEA NV RE “EHREF/RAT AR AEERATZEA,
YA ER NN A B 4k Stk % % (M RHEL E 37 £330,

i H £ (Fedora [Linux])
RBHLHEAAARNETARRALENY (EWEETRTEER,
BP T R RERR B R RARTE, Tl ék R #JE A 2| RHEL ¥,

B br 4L 4 T R tE R 4 (Debian)
AT 37500 A F B B ER M ERAREWATE,

MTARABREIFERSE, REK, R2MEBER L FNIAIR.
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Ubuntu & — 2 & T Debian ik & B 7= &, X 37 208 1 B A A58 B FE 5 86 .
£ 1A % Ubuntu 5 Fedora #BZ A 2 €8 LINUX £ £ 4.

0.6 AR AIE

Linux R%EA LEMFRWALR, A8, AL LA HFRKEAR, EPOEAREN—FRANRERL)
BB EMW Linux RAF T EHKEMRS, 4N linux £4 (RedHat Enterprise Linux, RHEL) #7737 & # &
A, ATEEEE .

SHAEHE T AW AR R b LS F R R E TR

Bl FARE T M, A% (Linux RZXA%) EE - HFENIEREFMI%ES.
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% 1% WFEURIELE linux R 4.

FEA:

REFHAEENO LM T MENNEG WAL, TENERTE VM L KVM F 23 2048 RHEL7 £ %8 7 .
BRI A Y RSB Linux 2 A E root BA, EMALT IR, VNC ZEEH RS EAH WA LR L,
MR T M HRE, T A%% RPM HH4EHEE YUM B84 BHEE 4N E & 5 300 %~

1.1 AEHWTE

B TaEHELRANAE, EAGE - EFERHANERE N RELS T LR AN RHELT R 505, B
FREEATRELRMEMGE — G BN, TEHHNTFLHLCMET “EPN" RERY “WERE”,
EMIERBILA FE— AN NN S 6 BERRHRE, —RRIFL T RGERE AR L F AN,
AR EE KA G A — B E VKL RHELT & R 4%, SN WTHAEELR KK

AR IR 5 78 X B T # http://www.linuxprobe.com/tools/
VmwareWorkStation 11.0——E# % #F (%F):

Th TR KB T E BT AL, RBILA P AR — AR BEEAT S AR E W RE R K.

B Bt S RSB bR R, LRI, HAESCHE LK PXE SRR 3h 6k,
RedHatEnterpriseLinux [RHEL]7.0——41 ¥ # R4 (#45%):

HARKERLKBSERAA X TLE AT E S, TR EHEW Linux #1F £ 4.
WRENRAN, HEREFFHRAF I Linux AWKV, e ERLTERE, FAAZERARAFEE LA,
AR B Y linux RAE D FE 6 #obA (CD-Rom ZE N 7T00M), ZREH¥ T LAH—HM4E, BAEREHFT,
AEEFRHETEHE T XEbE, FRALEREKITHERNER, ERZFREKLEH "SR T, FREBHK
HaEEEZE, AHRREE, RN, BRATUELERFHEF Linux RET, FUXERRER: “BEFTHR
F—REBRTEHR" .
Hash1.04—X#H&BTHE (FH4#):

ZHLF N EERN IR X HHEREY, AR T ES SN, RAFRPXHREBHERIEEL, #R

i # Hash £ 8 &4 % MD5 5 SHA1 8 5 3t % B E AR Bt — S .

1.2 REFEE N

Vmware WorkStation & —#t £ E T ENE NS, B LA AL —ENLRREFEANAFRANERL L. 51
EMBERGWFEE QR BEREADRM LY, BEXTUKS & EUNEEY —DNRER, EMA Linux REE
KRG TERE, FAUEHNENRALERES -6, RELSRTATUAEYNEE, TEH VM EXHE
BB, R, HAR SR PXE & 7 (8 52 R 3 dks

PAT B ALK % 5% 1l 7
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1 FBATE WA %25 BmE R,
® 3 EaBRE, B4 HBREIANER.
%5 S R EHMR. % 6 %W B B ALK

7 EEE LA RAR (k#EF A,
% 8 —AEA AT .
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FIOFEFRET, % 10 FaFE 5 F AR E k.

% 11 %% A 5% B, Good Job!

BB HTZERHEL7T I HBERAGHEHEE.
% 1 ¥: EAT"Vmware WorkStation", & | £ W &. % 2% RIEFHEN.



20 7T
{Linux FL1ZIX 4 %)  HTTP://www.linuxprobe.com

3% FEEUNE: ——2E (FE).
FA4¥: BEMEREREERR.
% 5% & XJRAKN Red Hat Enterprise Linux 7 64 fiL',
6% RBREINAKE ZREE,

ET7TH RBEREN 20GBHT(RET). %

8¥: RERMREIEAE “HEEHT,

% 9% ®#F “REAE", %#FF RHELT? 5tk 105 HFEHENEERE"H RENEA",
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F 11 F 2WRERRIELT TR

1.3 VM %% RHEL7 2%

T EEANFEEEEDANEE 2, HAETFERZELW RHELT & 44,
% 1 %8 5 RHEL7 ¥ £ A8,

key to begin the installation process.

Red Hat Enterprise Linux 7.8

Install Red Hat Er se Linux 7.8

-

Test this nedia & Red Hat Ewterprise Linux 7.8

Troub leshoot ing

EE S S E
%3 AT, %45 HBTERANNITE,

% 5% WMEREAE B “Installation Destination”,
%6 P BN FRBFHEEF EEALA “Done”,
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7 HREETHEEHE B “Software
Selection” J&##%"Server With GUI",

% 8 ¥R E £ T @ & B & 'Network & Hostname' & #% & £ 414 "linuxprobe.com”s
FOF WML FERE ETEH RF “Begin Installation”, % 10 #: K “Root Password”,
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% 11 #:#% & Root fl Py %4 (32 %515 X Done) %12 B 555 R KE Ed “Reboot”,

% 13 ¥ #E B E## “License Instormation”s & 14 ¥:# ¥ “laccept the license agreement” /& # & “Done”,

% 15 ¥:## “Finish Configuration”, % 16 F:HAH EEWHEH “Kdump” Z W B (BA).
% 17 %34 “Nol prefer to register at later time.”. % 18 FuBERRIET, R4 0 AR SR T K.

% 19 FHBEMATIR, BIAHT, %
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20 F A E—AAWA P (WIRE Root /A, {EEm%s),

%21 FRERGHE (LgFED, % 22 % ## “Start using Red Hat Enterprise Linux Server”,

% 23 % 4=E, GEEMAWEET 2l RHELT #1454,

14 £ KVM R % R 4

VmwareWorkstation 7 & # — 45 SE I AL Bk, R 200 % 33T Linux R 4308 — € W9 647 2 A,
FHERRE linux REFZEAMRSE, AERBALCREFT S, FFEHEARTXANMDFE~

KVM (Kernel Virtual Module) it 4% 32 % Vmware —# 82 E Mo fb——LE PR R R E S WA —#—#.
%3 KVM Z 37 EATE A #1504y 38 L2 76 S 0 BLAL oh ke

[root@linuxprobe ~]# grep vmx /proc/cpuinfo

flags: fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush dts mmx fxsr sse sse2 ss
syscall nx rdtscp Im constant_tsc arch_perfmon pebs bts nopl xtopology tsc_reliable nonstop_tsc aperfmperf pni
pclmulgdq vmx ssse3 cx16 pcid sse4_1 sse4_2 x2apic popcnt aes xsave avx f16¢ rdrand hypervisor lahf_Im ida
arat epb pln pts dtherm tpr_shadow vnmi ept vpid fsgsbase smep
R PAT Z 4 S5 %A Hr il vx 2K svn {8, 184 8 B BRI LA Lok 8y, A8 AR T fE R R4 BIOS #ERA XA T,
HEFBRRE!

Inter 40 32 25 B9 MBARAFE N vmx.
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AMD &3 2 8 M AARE A svm,
3 KVM BUBAR 5 B 483k P -
[root@linuxprobe ~]# yum -y groupinstall "Virtualization Host"
[root@linuxprobe ~]# yum -y groupinstall "Virtualization Host"

Loaded plugins: langpacks, product-id, subscription-manager

Complete!
[root@linuxprobe ~]# yum -y install virt-{install,viewer,manager}

Loaded plugins: langpacks, product-id, subscription-manager

Complete!
K T ik KVM o R 0L A 46 T AR 3% 37 i, 3 o0 7 T B O SE AL WY 4%
ik &G Fripvd W R T dk:
[root@linuxprobe ~]# echo "net.ipv4.ip_forward = 1" > /etc/sysctl.d/99-ipforward.conf
k%% & o b SLED A
[root@linuxprobe ~]# sysctl -p /etc/sysctl.d/99-ipforward.conf
net.ipv4.ip_forward = 1
FFEEMEEE, Wrwk:
W RELRA ¥ I Linux %4, Vim %8 5 W B E 7 %0 EiF L kAN
6 P F B SO P B TP ik, F 48 4 {5 & 2 B J5 38 in 5 4 BRIDGE=virbrO (3% & F £ 4 A 8K X)) :
[root@linuxprobe ~]# vim /etc/sysconfig/network-scripts/ifcfg-eno16777736
DEVICE="eno16777736"
ONBOOT=yes
#IPADDR="192.168.10.10"
#NETMASK="255.255.255.0"
#GATEWAY="192.168.10.1"
HWADDR="F| -~ 8 MAC Hz4t"
#DNS1="192.168.10.1"
BRIDGE=virbrQ
REATHENFWERECH (5 LR E SCHERAGD -
[root@linuxprobe ~]# vim /etc/sysconfig/network-scripts/ifcfg-virbrO
DEVICE="virbr0"
TYPE=BRIDGE
ONBOOT=yes
BOOTPROTO=static
IPADDR="192.168.10.10"
NETMASK="255.255.255.0"
GATEWAY="192.168.10.1"
DNS1="192.168.10.1"
% KVM %3 52 %I WK Bt B % 3% J& i # 8 (reboot) J& Fr 4T T W A0 2 4R 1F -
& kvm ERE TR AR UK S E# W ER CPU EMfshie:
[root@linuxprobe ~]# Ismod | grep kvm
kvm_intel 138567 O
kvm 441119 1 kvm_intel
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te BB N FRERTE A K:

[root@linuxprobe ~]# ip show virbrO

3: virbrO: <BROADCAST MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state UP
link/ether 00:0c:29:9¢:63:73 brd ff:Af:ffAf:ff:ff

inet 192.168.10.10/24 brd 192.168.10.255 scope global virbr0O
valid_Ift forever preferred_lft forever

inet6 fe80:20c:29ff:fe9c:6373/64 scope link

valid_Ift forever preferred_lft forever

REEMALTIZ (BRANZREFH) !

[root@linuxprobe ~]# virsh -c gemu:///system list

Id Name State

AT RAREEE NS HE:

[root@linuxprobe ~]# virt-manager

1 ¥ HE RN LA HRPEELEER, % 2% % RHEL7T B4R B ARG XA,
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#3%: RBAHFES CPUEH, E 4% BIBEHEE,

5% REREEITEENN.

1.5 BEE VNC RBER

VNC & 8 B %1t F L (Virtual Network Computing) £ — # i BA M 5L 36 £ AT&T #F & th m A2 = %12 )7, VNC IR 442 7
HNEATES Unix HEA R K2 b, WABAWZEEREY, BRELELA.

WRER Linux ¥ H AL FERRBEF Y, FABMIARNT, F%5% Linux #4 T HER¥E-~

A LIE RHEL7 R4 % VNC # 4% ¢ & *1 #4 tigervnc-server:

[root@linuxprobe ~]# yum install tigervnc-server

Loaded plugins: langpacks, product-id, subscription-manager

Installing:
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tigervnc-server  x86_64 1.2.80-0.30.20130314svn5065.el7 rhel7 199 k

Completel!

2 — 1 vne AR 8 L B DCHF (X4 893 Rk 5903 3t 1)

[root@linuxprobe ~]# cp /lib/systemd/system/vncserver@.service /etc/systemd/system/vncserver@:3.service
Y% vne % B E X, KPR BB B A linuxprobe A

[root@linuxprobe ~]# vim /etc/systemd/system/vncserver@:3.service

[Unit]

Description=Remote desktop service (VNC)

After=syslog.target network.target

[Service]

Type=forking

# Clean any existing files in /tmp/.X1 1-unix environment
ExecStartPre=/bin/sh -c '/usr/bin/vncserver -kill %i > /dev/null 2>&1 ||’
ExecStart=/sbin/runuser -1 <USER> -c "/usr/bin/vncserver %i"
PIDFile=/home/<USER>/.vnc/%H%i.pid

ExecStop=/bin/sh -c '/usr/bin/vncserver -kill %i > /dev/null 2>&1 ||
[Install]

WantedBy=multi-user.target

BB 7 KA

[root@linuxprobe ~]# firewall-cmd --permanent --zone=public --add-port=5903/tcp
success

[root@linuxprobe ~]# firewall-cmd --reload

success

f# A linuxprobe A F 1% B H 8 5 4 :

[linuxprobe®@linuxprobe ~]$ vncserver

You will require a password to access your desktops.

Password: 4 fir N\ 2 8 5 4

Verify: b 4& F K i\ 54

New 'linuxprobe.com:1 (linuxprobe)’ desktop is linuxprobe.com:1
Creating default startup script /linuxprobe/.vnc/xstartup

Starting applications specified in /linuxprobe/.vnc/xstartup

Log file is /linuxprobe/.vnc/linuxprobe.com:1.log

¥ vneserver 412 7 B 34 3 AN B FF AL B TUH

[root@linuxprobe ~]# systemctl start vncserver@:3.service

[root@linuxprobe ~]# systemctl enable vncserver@:3.service

sk WA T DAGE L vne B P 3 TR el
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B R AR A M I T XA 4

xauth: (stdin):1: bad display name "linuxprobe.com:1" in "add" command
K& & B £/ 4 (hostname) T B ping H, HHSTRHATH4A:

echo "127.0.0.1 linuxprobe.com" > /etc/hosts

1.6 & Root A P &

THELEERRLANERAST, BAEFEGEETLTAR, EEFEHREHLELY, —FEFLR! 4
RHELG # % 5 4118 RHEL7 % a7 4 %4 77 i 5 % MChttp://www.linuxprobe.com/reset-root-password/
WRERNRBEFT — 6 Linux R4, EEFAXEREEF R RHELT R R F#AT TH B EER:

[root@linuxprobe ~]# cat /etc/redhat-release

Red Hat Enterprise Linux Server release 7.0 (Maipo)

1% FNEEAZLERE “e”

Red Hat Enterprise Linux Server, wWith Linux 3.18.8-123.e17.x86_64
Red Hat Enterprise Linux Server, with Linux B-rescue-11Z2e8cB6ed55941b2974»

Use the * and 4 keys to change the selection.
Press 'e’ to edit the selected item, or 'c’ for a comMand prompt.
The selected entry will be started automatically in 5s.

# 2 % f linux16 XATH E@HN “rdbreak” 3# & “ctrl+x


http://www.linuxprobe.com/reset-root-password/
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#5300

insmod xfs
set root="hdB, msdosl’
if [ x$feature_platform_search_hint = xy 1; then
gearch ——no-floppy ——f=-uuid --set=root —-hint-bios=hdB,msdosl —-hin™
—efi=hdB,mMsdosl --hint-baremetal=ahcif,msdosl —-hint="hdA,msdosl’ 5fdb8cBBA-BA~
Ja-4647-87ee-b225adBf5a54
else
search ——no-floppy ——fs-uuid --set=root 5fdbBc8B-Ha3a-4647-87ee-b225
dBf5a54
fi
linuxls <vmMlinuz-3.18.8-123.e17.x86_64 root=UUID=839848c2-4663-4223-a7
b2-eld7bf143e52d ro rd. lvm. lv=rhel-root crashkernel=auto rd.lvm.lv=rhel/suap w-
onsole. font=latarcyrheb-sunlb6 vconsole.keymap=us rhgb guiet LANG=en_US.UTF-8 ~

initrd16 Ainitramfs-3.10.8-123.e17.x86_64. img
Press Ctrl-x to start, Cirl-c for a command prompt or Escape to

discard edits and return to the menu. Pressing Tab lists
possible completions.

35 HNBTRAAHFLRFHEA,

F 4% RRAAUT 4
mount -0 remount,rw /sysroot
chroot /sysroot
echo "linuxprobe" | passwd --stdin root
touch /.autorelabel
exit

reboot

%5¥: BRI, WOEFHT,
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1.7 Z%EUAH D

VMware Tools & VMware E AL F & W8 B T LA, FATHEENIE F5EAEE. B ENIE EHH0H a4
R, R E EH R DR R MALE EALX R B XA

(Linux $t %% 24 %) W% —F4 2 EXEM Linux 4, FIALAECHTHETN THH LKL E T2 M,

%1 A ERRAEPER “LE/FHLE VMware Tools(T)” :

% 2 ¥ %% VMwareTools 3 3% mfs. GEA root AP B MR %)
£ #/media/cdrom H 3%:

[root@linuxprobe ~]# mkdir -p /media/cdrom

KRB AEREZE T L

[root@linuxprobe ~]# mount /dev/cdrom /media/cdrom
HANBZERE X!

[root@linuxprobe ~]# cd /media/cdrom

¥ #3491 4 4] 2| /home B E ¥ :

[root@linuxprobe cdrom]# cp VMwareTools-9.9.0-2304977 tar.gz /home
# A\ %|/home B F ¥ :

[root@linuxprobe cdrom]# cd /home

M Th e R

root@linuxprobe homel# tar xzvf VMwareTo0ls-9.9.0-2304977 .tar.gz

vmware-tools-distrib/

vmware-tools-distrib/FILES
vmware-tools-distrib/doc/
vmware-tools-distrib/doc/open_source_licenses.txt
vmware-tools-distrib/doc/INSTALL
vmware-tools-distrib/doc/README
vmware-tools-distrib/installer/
vmware-tools-distrib/installer/services.sh
vmware-tools-distrib/installer/guestproxy-ssl.conf
vmware-tools-distrib/installer/thinprint.sh

vmware-tools-distrib/installer/upstart-job.conf

N SO S

[root@linuxprobe homel]# cd vmware-tools-distrib/
BATRF WA 0 L5 H-d, RERBAZR:

[root@linuxprobe vmware-tools-distrib]# ./vmware-install.pl -d

The installer has detected an existing installation of open-vm-tools on this
system and will not attempt to remove and replace these user-space

applications. It is recommended to use the open-vm-tools packages provided by
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the operating system. If you do not want to use the existing installation of
open-vm-tools and attempt to install VMware Tools, you must uninstall the
open-vm-tools packages and re-run this installer.

The installer will next check if there are any missing kernel drivers. Type yes

if you want to do this, otherwise type no [yes]

LBEERANFHE, EREHTEFFERA VmwareTools 4.

Creating a new initrd boot image for the kernel.

Starting Virtual Printing daemon: done

Starting vmware-tools (via systemctl): [ OK |

The configuration of VMware Tools 9.9.0 build-2304977 for Linux for this
running kernel completed successfully.

Enjoy,

--the VMware team

F3¥: EFRARRE AR

[root@linuxprobe ~]# reboot

18 EEMFHFHE

G — 6 EAZRE Linux REBRTUTET —aEEZ A FHAN/ITE/ M/ FEERTE S, ZRHR
RERHHBH BN TR, WA - LRALARSFEHLSHR PN o E#8) S A P iEx (i
AR £,

FH##E (Daemon) BHLMALE I MAENFMALRAMEL, —HERLE & FREAA P REKS

F R4 AR R4t

crond TXIES

dhepd 52 IP Mt 2B R % (DHCP)
httpd 7 35 fi 4

Ipd ITE R 428

named B4 AT R % (DNS)

nfs XH#*Z RS (NFS)

smb XH#F H4TH RS (SAMBA)
syslog ARG

gpm BAr A2
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19 Al S HaEEE

ALK HEEESE (RPM) M Z i EHE Linux AR T ZERGRERR “FELE” thy AL¥E, FHA Linux
ARPREETFR-MEFHEE, RERONERE, BAXSHIRSBFRARERFRY, FEEZEARETH
BREFMIFZNEKMAR, FOZEFEEEARARS IR, BHENEE, EERFOR O R RF—N
By, MAERE, A4 ARNTELEALME T, FOHRBXR, FMUEERELRR, £X R £#H. 7
GEL S S N E
T RPM A4 M 4 e ix e | B T 4% 1T 49, RPM JE#&% “Redhat Package Manager” , K3 £ i iy th $R B A &
W, HWEAGECE T RIRELHE AL T T, RPM SE L 55— W IR E X1, FANILIRERE L ks as
AMRIK F, A “REEH TR R,

2% 3 A rpm -ivh filename.rpm

F %% #:rpm -Uvh filename.rpm

#1843 #F:rpm -e filename.rpm

2 4 3 A 3R £5 K:rpm -qpi filename.rpm

5\ 2% B X5 &:rpm -qpl filename.rpm

218 X B T 784 RPMirpm -gf filename
B4 RPM st BI A P &R AR KR R, EEALEZE S TR, AEABRHFEHA T MOBELET
/N A

1.10 Yum % #4& &

Yum & B & 3 — % # b RPM &3 B TR IH 8, Yum RE45ARIE A 7 B0 B KA B AT % 3 pF L B AR R K
MK R, BHAREBETHRGEHZRARE, TRRRCERATL?

yum B4 i A R 4 4 B
P REFRRIEE Yum & E 5 R ERBRMHE, MRERFNLAXRRANT TR, NEXRFI TREN T %,
P Yum 6 8 B B SUHF 4 7 D.repo 4 Bt 7 i /etc/yum.repos.d/ B 5 #,
[rhel-media]: yum R & £ %, &8 & X,
baseurl=file:///media/cdrom 3 % R &4 FTP (ftp://.). HTTP (http://.). AH# (file:///.)
enabled=1: % BEWFZETH, 1 ATH, 0 HZEH.,
gpgcheck=1: & B WIFZ BRI XH, 1 AKE, 04 TR,
gpgkey=file:///media/cdrom/RPM-GPG-KEY-redhat-release :# 4 1% %1% 45 & 2\ 47 S Hu k.
Yum € B 8 RPM @7 LR B AW E 7 KA, WA URE = FALRAY, SRH P 0T UEE 0~
AERPUFEEEANCEEET RENTHRPM a8, HEERENEREFVTFINRRKETHTEA.

PN 3
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yum repolist all

yum list all

yum info # 4@ 4 ¢

yum install # ¥ 4 #
yum reinstall #4 #
yum update # ¥4
yum remove ¥

yum clean alla

yum check-update

yum grouplist

yum groupinstall ###.41
yum groupremove X ¥ 41

yum groupinfo %k #4841

I A S

FIH & BT R

Bl

FBRIHCEZR

0BT EHNRAEL

EERGYEERENRHEU

ST SR

BT R a4

TN R EARE R
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% 2% HFLFEEMN Linux 4

£ AR

AETHARLAY, Bash MBHEK KR GER, b3z T EHHRAT Linux & URE LH4 7 %,
ZRFFNEEARTUGLINAEH455%, £ Linux FH &L E ey RE BB H# R KT,
BAKFET LEMRE AW Linux o4, EPHEHTAGAUHET FEHET, 2| MEE1ER-AMZE-

2.1 #ok4F A8 SHELL

THNE M Z R EHE, BHE RS WA TR F RS 4K, TG EIAEN AR E S s LRATER
W —REA K. AERATEAEY. TEEH LR/ CEFHETE, whRXREA BT ENRFTERZ
AEET, A ERREELA P #E.

EHRFFREEEHEF LT R EERENY, TREFREAT "AARAED" FRAUNEF/RERERA P
H¥EITHET.

FatEmEN
Az

wET

B EANA LN RHELT 8 LB i 5 E & (LVM) WEM T AEEEHR, wmDd TEEAREE L
B, ERHE E-EUkLinux BEARESHHETHAT AR, B EBAKTRELRETHA X
VI o ¥ HE R G2 % IR

HEREEH TAMZ A MAR TR, By @8 T, Bz T REYE, FAUNAFLEEAREEHNTS
% Linux RARREVRE, FEIETEZLRERT X, TRIEIFHENER R,


http://www.linuxprobe.com/chapter-02/
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“Shell “— TN “%”, UWERALTHNEZ (EH)
WRIEE, AP —ad “EF" Shell, Bt s AL
WA A PAT TR, R FC-~AECELHEAZEN
¥ % #17 Linux & 4 £ % Bk A 7 4F Shell & Bash(Bourne-
Again SHell),
B E W A bash B4 K £ # linux 2 48 BOA FA MBS,
b IR S6 R S AR FHF ! Bash BUAL %
LBARE R & a4 CTRALTREE)
2. A TN UL LA tab #2442 (RHEL7 E 41
‘5 AN 2)
3.5 K B AL T2 AR
4ERAEATEE

22 PFARAEEFHH

BRAR T g Al “MiBE" , MLABETARALEFEFI TOTEGRN e hET ~

RRERW, BRHZRIE, TRBLEGLSLY, TRNZRELFEAXRL LM LR EFRGLSH
wAELEK (w25 K] (A K]

EEHLER, #LF5H HANEZIEFEREBEL R,

BT EBHE G AR, AR RRBRELAEW AR CER X/ HX XU/ P %%), TiadsEudTin

FRUIBIR, BEAEAER M4 LB ARG EILN TR TR, FrAES S FHE LR ERK N 28R

B LA

WAMSHT R A KB (ZENETER) W EAERR (ENFEWES), 258" —“57 - “Ha4.
K4 A #man - help
%A% R 4r:man -h

Y& F| T — AN AR A JE A foilE v AP R S H? X B A man #4 T

AFHH man AR E—NEFH Linuk #AZEACRERAFEFRA—T R TEAER RO EKTHS K G A

FHREE.

EAT R WAL W RHEL7 %, HERE LB E&A#E LE “Open in Terminal”, B KA WITF T — M43,

WANFEH “man man” % man AT E B H R A,
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H37 W

man & 8 # By 5 & R &

man - B ¥ # By XA KA

R REAZE

1 B By

2 AERANEHE TR
3 HILW B H S BB E
4 B AT 8 I UA

5 e B

6 Vi3

7 157 6] 5 X
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538 0

9

—HRHF B XHEBRER S, WREEBEWIE, REEM W B AN BN G Rk

4 AR

NAME

SYNOPSYS

DESCRIPTION

EXAMPLES

OVERVIEW

DEFAULTS

OPTIONS

ENVIRONMENT

FILES

SEE ALSO

HISTORY

man -4 B A

sk

R
[Page Down]
[Page Upl
[HOME]
[END]
/R

PR

ek

P A AR K B S
REREX
WA 4 AR
5By R BB 07
IR

o (M 290

Bt

LS NR

AT RER (FN48)

FHE

i B 8 U

AH % B YR

By hE HHRAF R

i

TR

W T .

WL

HEAEE A,

HEAERT,

M EE TR EAN K "/ linux’s

AT E E# & EA KR A"?linux’s

RALE| T —ME R B k.
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N RALE| b — MR B KR
q 3B By A,

23 HRARI S

RIRI %2 T —MNEBRE man &4, BRERFHEE? BT RREF AN GO0, REFIETR LRLAFTERX
EHFH U, echo A A THELMERFHAEREE, BRAH: “echo [F#H | XE]" .

H echo 4 By 7 4F 8 i i 2| Lo -

[root@linuxprobe ~]# echo Linuxprobe.Com

Linuxprobe.Com

Fl echo #r4 %% SHELL Z BEWHE (MEHSAF):

[root@linuxprobe ~]# echo $SHELL

/bin/bash

EERNENA

[root@linuxprobe ~]# echo $HOSTNAME

Linuxprobe.Com

date QA TR A/HERGWMFEI XK EH, R h: 7 date [HH] [+ W] .

AW date A RBILBEEBAETRAENHEREH, REFERN" +7 SHAXNFHERCHEA, FHER
W

¥ e A

9%t B [TAB 4]

%H /B (00-23)

%I ANEF(01-12)

%M 44(00-59)

%S # (00-60)

%X 8 % F%H:%M:%S

%Z £ B X

%p £ R AH AM & PM

%A E#JL (Sunday-Saturday)

%a EHJL (Sun-Sat)
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40T

%B % #¥ At (January-December)
%b %5 Afr (Jan-Dec)
%d H(01-31)
%j —4 W% JLR(001-366)
%m A (01-12)
%Y W

EEH LN R LA

[root@linuxprobe ~]# date

Mon Aug 24 16:11:23 CST 2015

WR” F-A-8 AT W
[root@linuxprobe ~]# date "+%Y-%m-%d %H:%M:%S"
2015-08-24 16:29:12

WERGEE N 201549 A1 B8 K$:
[root@linuxprobe ~]# date -s "20150901 8:30:00"
Tue Sep 1 08:30:00 CST 2015

EHEUW AL

[root@linuxprobe ~]# date

Tue Sep 1 08:30:01 CST 2015
EEAMR LK

[root@linuxprobe ~]# date "+%Z"

CST

EHEZHI:

[root@linuxprobe ~]# date "+%A"

Tuesday

MANSWELFLRETF:
[root@linuxprobe Desktop]# date "+%p"
AM

HEAHRE—FFHE LR
[root@linuxprobe ~]# date "+%;"

244

reboot @AM FTEE R L (X root A P AT UEH), #RA: 7 reboot” »
ERITHEMN:

[root@linuxprobe ~]# reboot

wget @A A THEAGATTRNE X, R h: “wget [BH] THMU” .
53 1 H

'b =4 é—l:ﬁﬁ%i‘o
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-0 T#E € B X,

-t &R FRKE

-C W7 B Stk

P TEREN AR CEE R W%,
it % TR

HBAFRERBELW Linux RARBEFTENLERFN, AEHEH wget @4 TRE (Linux #iZiX 4 %) REWLHE
RHEL7 % %5tk

[root@linuxprobe ~]# wget http://www.linuxprobe.com/Tools/RHEL-server-7.0-x86_64-LinuxProbe.Com.iso
--2015-09-01 18:25:24-- http://www linuxprobe.com/Tools/RHEL-server-7.0-x86_64-LinuxProbe.Com.iso
Resolving www.linuxprobe.com... 106.185.25.197

Connecting to www.linuxprobe.com|106.185.25.197:80... connected.

Saving to: 'RHEL-server-7.0-x86_64-LinuxProbe.Com.iso’

100%] &gt;] 3,743,416,320 1.82M/s in 32m 27s

2015-09-01 18:57:51 (1.83 MB/s) - RHEL-server-7.0-x86_64-

LinuxProbe.Com.iso’ saved [3743416320/3743416320]

HPTH (Linuxk BREX2%¥) WESTAESFAARN, TEZREL2ELIWEIYRERA

4" www.linuxprobe.com “# B3k

[root@linuxprobe ~]# wget -r -p http://www.linuxprobe.com
--2015-09-01 18:31:41-- http://www linuxprobe.com/

Resolving www.linuxprobe.com... 106.185.25.197

Connecting to www.linuxprobe.com|106.185.25.197]:80... connected.
HTTP request sent, awaiting response... 200 OK

Length: unspecified [text/html]

Saving to: ‘www.linuxprobe.com/index.html’

elinks i T A —AME AR w3 W&, #AK: “elinks [ZH] W™ .
%34 elinks 46 XUAR | Y575 -

[root@linuxprobe ~]# yum install elinks

£ elinks 717 (Linux #tZX 4 %) :

[root@linuxprobe ~]# elinks www.linuxprobe.com

Jroot/www.linuxprobe.com/

nt

»-includes

ml

24 RGERERWEA

AN EEANRLEELATREERZFRANES, U BadZRNRERAR!
ifconfig i THBH KHE S5 HERIER BN ifconfig [N L& [BH]” .
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EEANLMHNFRES MARSERE L.

[root@linuxprobe ~]# ifconfig

eno16777728: flags=4163<UP,BROADCAST,RUNNING MULTICAST> mtu 1500
inet 192.168.10.10 netmask 255.255.255.0 broadcast 192.168.10.255

inet6 fe80:20c:29ff:fe9c:6373 prefixlen 64 scopeid 0x20<link>

ether 00:0¢:29:9¢:63:73 txqueuelen 1000 (Ethernet)

RX packets 61 bytes 6612 (6.4 KiB)

RX errors O dropped O overruns O frame O

TX packets 32 bytes 4511 (4.4 KiB)

TX errors O dropped O overruns O carrier O collisions O

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0

inet6 ::1 prefixlen 128 scopeid Ox10<host>

loop txqueuelen O (Local Loopback)

RX packets 2 bytes 140 (140.0 B)

RX errors O dropped O overruns O frame O

TX packets 2 bytes 140 (140.0 B)

TX errors O dropped O overruns O carrier O collisions O

uname # H TEHEREWRBRASERFE L, BRAK: “uname [a]” .

EERARNNBAR. ABREATIR. ABEIRAR. R4, BHhek, E4T6. LEELE, BERAAFER
[root@linuxprobe ~]# uname -a

Linux linuxprobe.com 3.10.0-123.e17.x86_64 #1 SMP Mon May 5 11:16:57 EDT 2014 x86_64 x86_64 x86_64
GNU/Linux

IRERT, wREEEFRLIFAMAR &5 F redhatrelease X1F:

[root@linuxprobe ~]# cat /etc/redhat-release

Red Hat Enterprise Linux Server release 7.0 (Maipo)

uptime ® A TEERAH HREN, BAK: “uptime” ,

KAWZE % A" watch -n 1 uptime “kEDRHF—ARBLAMNRAAKERL, AEANELIH N ZLYMEE. 24
BEATHE, SHELHA P UKFH GRE TFHARD N RIE 1 24, 508, 1508 HARAREI, AR
BAREE (DT 1 ZEH),

RELMAERSE L

[root@linuxprobe ~]# uptime

22:49:55 up 10 min, 2 users, load average: 0.01, 0.19,0.18

free ®AHTERLYWALT W EREREEN, B KN: “free [m/-g]”

PAm BB R AT R G A R B O

[root@linuxprobe ~]# free -m

BitwEE EHE THAE HEAFNAFE HMEZENATE ZHEHNEE

total used free shared buffers cached

Mem: 1483 885 598 9 0 255
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-/+ buffers/cache: 628 855
Swap: 2047 0 2047
who #A H TEHLWEANEZNHA FHEXN, #X8: ” who [BH#]” .
EEHEYMBENENA A ER:
[root@linuxprobe ~]# who
KW P 4 Kk & K E| R AN B
root 0 2015-08-24 17:52 (:0)
root pts/0 2015-08-24 17:52 (:0)
last A H TEFHAREHRENLE, BAN: 7 last [BXK]” .
EEH RGN RENTE:

[root@linuxprobe ~]# last

root pts/0 :0 Mon Aug 24 17:52 still logged in
root :0 :0 Mon Aug 24 17:52 still logged in
(unknown :0 :0 Mon Aug 24 17:50 - 17:52 (00:02)
reboot system boot 3.10.0-123.el7.x Tue Aug 25 01:49 - 18:17 (-7:-32)
root pts/0 :0 Mon Aug 24 15:40 - 08:54 (7+17:14)
root pts/0 :0 Fri Jul 10 10:49 - 15:37 (45+04:47)
history 4 AT B &I £ P AT A4, #RA K. “history [c]” »
EELHMAFERL P RATIH AL
[root@linuxprobe ~]# history

1 tar xzvf VMwareTools-9.9.0-2304977 tar.gz

2 cd vmware-tools-distrib/

31ls

4 ./vmware-install.pl -d

5 reboot

6 df -h

7 cd /run/media/

8ls

9 cd root/

101s

11 cd VMware\ Tools/

121s

13 cp VMwareTools-9.9.0-2304977 tar.gz /home
14 cd /home

151s

16 tar xzvf VMwareTools-9.9.0-2304977 tar.gz

17 cd vmware-tools-distrib/

181s

19 ./vmware-install.pl -d

20 reboot
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21 history

iAW REE R PR B ¥ " bash_history “>C##. Linux R4 F MR () FF L8 XHEHRE BB, —
MaRREX M.

[root@linuxprobe ~]# cat ~/.bash_history

RV P AR FRATL LW IR

[root@linuxprobe ~]# history -c

history BA2%#F 1000 #HATIT B 4, #FZB K T H %% /etc/profile X ## HISTSIZE fE.

sosreport A THERZRAEZREH PWiE R EMB LR XA, #RAK: “sosreport” .

LRMWOWARE AT EFERALE) B REMEAR XN, AFHFADTFEREER 2 4,

K& R GEARNMTE R &I LW

[root@linuxprobe ~]# sosreport

2.5 T HFWHH4S

ERFENENS 2% I8 linux HEEEME “BR" MR, ERAXAR, NECLREE TENERE.
pwd #AATEF LMK TAER, HRX . “pwd [&EH]” .

%% 1ER
-P BrREEEA, (B Pedsd 20 )
HEHE YR TR
[root@linuxprobe etc]# pwd
/etc
cd A AT WHRTHHEE, HAK: “cd [EXLHK] .
%% 1ER
Y E E—keyEE, W “cd-”
~ Wiz “KREFX”, fw'cd -~
~username Wik 2| L F PR B R, 4'cd ~teak”

s LR EF, #'cd .

¥t /etc HEF:
[root@linuxprobe ~]# cd /etc
Y #dt/bin BFF:
[root@linuxprobe etc]# cd /bin
RELEZEF (B/etc EF):
[root@linuxprobe bin]# cd -
/etc

REHFECHREX:
[root@linuxprobe etc]# cd ~

[root@linuxprobe ~]#
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Is A HTEAEIPABEXH, BN “Is EH] [XH " .
EEYMEFTHALEM (KA

[root@linuxprobe etc]# Is -al

8 (!

-a EHELWXH (BFEREXH
d EBFAS

-h ZEHXHEE (Wkmg)

1 B3 X E R

EF/etc B TP H AP LM
[root@linuxprobe ~]# Is /etc
abrt gss printcap

adjtime gssproxy profile
aliases gtk-2.0 profile.d
aliases.db gtk-3.0 protocols
alsa hba.conf pulse
alternatives host.conf purple
anacrontab hostname gemu-ga
asound.conf hosts gemu-kvm

at.deny hosts.allow radvd.conf

FE/etc HFHWRRE B .

[root@linuxprobe ~]# Is -1d /etc

drwxr-xr-x. 132 root root 8192 Jul 10 10:48 /etc
#Em-h 8, UK/M/GHEMEREE:
[root@linuxprobe ~]# Is -Idh /etc

drwxr-xr-x. 132 root root 8.0K Jul 10 10:48 /etc

2.6 KX P4 36

RACEFL T ITHRERENIHREES, BARKKEA TEH— RFREE, FHEA,
cat R T EAMLIAXE (BEH), HRAy: “cat [BH] [XH]” .

EH R

[root@linuxprobe ~|# cat X ¥4
¥ e
n BRATE

o
fa
)
e
N
@
i
b
2
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%46 T

-A Bl A" BT, A, tab HESF

more 4 H T EFEAXH (KM, X KA: “more [BT] X#H” .
EH R
[root@linuxprobe ~|# more X%

8 (!
-H MAERTHTH (BRI —TO
d BRRTIER 5 WAERE

head @& T E B XA XK E NAT, %R A: “head [HH] [XH#H]” .
B R XHRT 20 47
[root@linuxprobe ~]# head -n 20 X4

ZH (3
-n 10 2% 1047
-n-10 E#MH (Wcat ®4), EXETR&KEWN 1047

tail @A A TEFEXAXKEY E N AT, HRAN: “tail [EBH] [XH]” .
T H XA X E 20 1T
[root@linuxprobe ~]# tail -n 20 X4

¥ 1

n 10 LREER 1047

£ RGBT B 0 A
od R T EARAB AN X, HRAK: “od [BH] [XH]” .
¥ R

ta BOA T4
tc ASCII F4f
to il
td +
tx R
tf FR#

tr QA T HRYOSORXHF 7, B4 “or [REFH] [BERTH] .
B R AR S B SO, T RO traxt

¥ trixt XHBAEHERAT (EEIGAFEN|TD? IMNEERLAF, FEDATLFIEN)

[root@linuxprobe ~]# cat tr.txt | tr [a-z] [A-Z]


http://www.linuxprobe.com/wp-content/uploads/2015/02/tr.txt
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WELCOME TO LINUXPROBE.COM

RED HAT CERTIFIED
FREE LINUX LESSONS
PROFESSIONAL GUIDANCE
LINUX COURSE
we @AM T RIT A XARNATHR. FH FVH BRE “we [FH] XK” .
SH TER
1 REFTAH
w RE 7B %
- REFFHHK
ST LA AR TR P A

[root@linuxprobe ~]# wc -1 /etc/passwd
38 /etc/passwd
cut A A THEIFIRBIRXAZH, BRAN: “cut [BEH] XK .

¥ (!

-d o4 o2 a0 WA, BAK Tab,
f 18 2 57 H9 7 &

-C BB KA FH

RELL A RGP BTA P8 A AR

SHER: A" " REARF, fSHREREFE - FIHHE.
[root@linuxprobe ~]# cut -d: -f1 /etc/passwd

KA root A 7 # Bk SHELL A 25

[root@linuxprobe ~|# grep “root /etc/passwd | cut -d: -f 7

/bin/bash

diff & H FRES A XA ER, BN 7 dff [5H] XH#H” .
B R A B S P R U, T T B OUH diff Atxt 5 diff Botxt.

S8 e

-b g =R G R £ R
-B R =ATH R £ R,
~-brief =-q &R EFEEF.
-C B £ S A R

PPN B9 2 57


http://www.linuxprobe.com/wp-content/uploads/2015/02/diff_A.txt
http://www.linuxprobe.com/wp-content/uploads/2015/02/diff_B.txt

48 T
{Linux FL1ZIX 4 %)  HTTP://www.linuxprobe.com

[root@linuxprobe ~]# diff diff_A.txt diff_B.txt

Icl,2

> Welcome to linuxprobe.com

> Welcome tooo linuxprobe.com

>

3c4,5

> Free Linux Lessons

> Free Linux LeSSonS

>/1111177..11117177

RETHBEENER, HAHRRTHE:
[root@linuxprobe ~]# diff --brief diff_A.txt diff_B.txt
Files diff_A.txt and diff_B.txt differ

BER BT U B AR R

[root@linuxprobe ~]# diff -c diff_A.txt diff_B.txt

*x diff_A.txt 2015-08-30 18:07:45.230864626 +0800
--- diff_B.txt 2015-08-30 18:08:52.203860389 +0800

koo ok ok ok ok ok ok ok ok sk ok ok ok >k

s

! Welcome to linuxprobe.com
Red Hat certified

! Free Linux Lessons
Professional guidance

Linux Course

17—

! Welcome tooo linuxprobe.com
!

Red Hat certified

! Free Linux LeSSonS
V/1717717...01111717
Professional guidance

Linux Course

2.7 X ERERGL

touch w4 A TRIRZ A X 5B R XHME, #RAK: “touch [EH] [XH]” .
HATT LA “touch test” BB OIZH —ME FH test B2 | 5XH, B Ay i R AN 4o
X F4E Linux W8 SCHA = A it
¥ AHE (mtime): A B R B E CR @R IRE)
FHAR (ctime): EZ AR IR 5 B oy Bf ]
B B ] (atime) BB SCHE 7y 2 B BT
R EEHATT touch-d “2 days ago” test, @K GHEEMHEBEAT 2 Ral (HET B CRAFHTZXHRBELR).
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BH 1E Fl
-a K “EEET (atime)
-m HBK “EREHE" (mtime)
-d i % atime & mtime
-t B Bk By B 18] [YYMMDDhhmm]
mkdir A TRIZEZ AN XX, #RA4: “mkdir [EH] BF” .
S &t
[root@linuxprobe ~]# mkdir X134
ZH 1E Bl
-m=MODE RN S B SEACPR, n'-m 755"
P HSRESEEHF (B Xk OHFAEN A
v bl E= 3V Euk

Bl #— 44 F ) linuxprobe # B 5 :

[root@linuxprobe ~]# mkdir linuxprobe

R s A EFZERNRREEEE L

[root@linuxprobe ~]# Is -1d linuxprobe/

drwxr-xr-x. 2 root root 6 Aug 24 19:25 linuxprobe/

ZABAFRIR A cd &4 # A linuxprobe B & 5? X B ZANNET, REISH(BEHLH)REL—FH405%,
[root@linuxprobe ~]# cd !$

cd linuxprobe

pwd A EZRR ¥ 38, AT BT S8 TEBRE,
[root@linuxprobe linuxprobe]# pwd
/root/Desktop/linuxprobe
— kGl 5 4N H % a/b/c/d/e:
[root@linuxprobe linuxprobe]# mkdir -p a/b/c/d/e
EEERMENE, BIERT R
[root@linuxprobe linuxprobel# Is -1d a/b/c/d/e/
drwxr-xr-x. 2 root root 6 Aug 29 10:16 a/b/c/d/e/
cp M THMXHREFR, BRAN: “cp [BH BEXH HAEXH .
B H AW Z A I
ERXHR—NEE, 2WBRXHEREZE XY,
BAR X — AN, SRR SO 3% X
R XHTHEE, JF2BRBREXHABEN ERXHHER (ER4L).

¥ &
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P R R e SR

d EXEN R, WRE LRI
T #PEFEAH (ATFEFR)

- # AR XA A g 2 B R

-a A% F-pdr (pdr b LB 550

fl#— A4 % installlog # X4

[root@linuxprobe ~]# touch install.log

# installlog Z #] & xlog:

[root@linuxprobe ~]# cp install.log x.log

#5305 5 B AT X xlog

[root@linuxprobe ~]# Is

installlog x.log

mv @A R THHXHREL, BRN: “mv [EFA] X4 [BFREE| HEXHL]D .
¥ Xt aaa A4 4 bbb:

[root@linuxprobe ~]# mv aaa bbb

rm A A FTHMBRXHERER, XA “m [BH] XH” .
Ml B & BB RO & tm XA

M B B P2k B S XM, F R “rmrf XPFRE AT

%% A

f BELERER
1 ] e 4 2t 47 1]
T T e S P S
EE LW EF TR

[root@linuxprobe ~]# 1s

install.log x.log

Ml Bk installlog SC#F, #A" y™ Ei#HIA:

[root@linuxprobe ~]# rm install.log

rm: remove regular empty file ‘installlog’ ?y

M Bk xlog XM K AN

[root@linuxprobe ~]# rm -rf x.log

Linux 4 %A — rmdir %4, €F BT rm-f 42 Mbk—0, WRMM = B, &2 B %A U e 4.
dd w4 T3 & K /N DU S R e e e te, BAK: “dd [B#]”7 .

% % e A
if PN

of B SO A AR
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bs TEEN R HAA,
count TEEHIN R HA
conv=ucase WFFNNEEBRAKE,
conv=lcase EFHAKRE BRI NE,
IR B4 7 DUk BE 1

[root@linuxprobe ~]# dd if=/dev/cdrom of=RHEL-server-7.0-x86_64-LinuxProbe.Com.iso
7311360+0 records in

7311360+0 records out

3743416320 bytes (3.7 GB) copied, 370.758 s, 10.1 MB/s

4 Rk —A 560m B &= & X

[root@linuxprobe ~]# dd if=/dev/zero of=560_file count=1 bs=560M
1+0 records in

1+0 records out

587202560 bytes (587 MB) copied, 27.1755 s, 21.6 MB/s

H#E A0 MBR f2 &4 U &

[root@linuxprobe ~]# dd if=/dev/sda of=sda_image count=1 bs=512K
1+0 records in

1+0 records out

524288 bytes (524 kB) copied, 0.0449481 s, 11.7 MB/s

28 F P ENEEGA

useradd #4 H TRIZEFWH /, ¥R K: “useradd [T HF4” .

5% 1A

d 1R P8 F B (BA % /home/username)
D B BOAE

-e T HMAREDH, #X YYYY-MM-DD.

-g RN A (RAEFE)

-G BE—ANRENYTRAF A
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H52 W

N TREE R P REAWR P4
-s 6 € BA B Shell
-u 82 A 7 #y UID

Al# 4 K linuxprobe 8 P, & XK BHRBE, UID UREHMAES (FRFEH):
[root@linuxprobe ~]# useradd -d /home/linux -u 8888 -s /sbin/nologin linuxprobe

# % linuxprobe il F B 34 fE &

[root@linuxprobe ~]# id linuxprobe

uid=8888(linuxprobe) gid=8888 (linuxprobe) groups=8888 (linuxprobe)

passwd 4 M THHH P E®, %R h: “passwd [EH] (AP 4] .

B LA PR ES: “passwd”

Bk HAMA P EA: “passwd HAWH 47

%% (i

1 Bl R P A E B

-u fRBlE, VPR P B,

—stdin RV IAR NGB A P E, 4u(echo "NewPassWord" | passwd -stdin Username)
d ik 5 % 5

€ BE P T RE SR E

S B P B R A

userdel #4 B F MG F itik#k, R A: “userdel [EHH] HF4” .
MER P EREREF:
[root@linuxprobe ~]# userdel -d H # 4

¥ 1
£ s MR A P, K EHFLHHAM XX
T R R P, R OB G AR X

usermod A H THE A FWEM, BRX N “usermod [HH] H 4" .
5% e A

- AT EERE L


http://www.linuxprobe.com/wp-admin/admin.php?page=tablepress
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-d-m mE-dEA, TEHCH WK E K 850G BFEHEBTE,
€ P 2 M EE, R “YYYY-MM-DD”

o KEFBR P4

-G REY RAF 4

-L YR PR RS

U WO P, ATEEERL

s R E BRI

u BB R P #y UID

groupadd #4 M TRIZ#A, #EAN: ” groupadd [HT] #HA4L” .
R 4 #F 4 linuxprobe &9 22 41 :
[root@linuxprobe ~]# groupadd linuxprobe

29 ARGt

tar A T XHTRE 4 S, #R K “tar [T [XH]” .
AT RS XM “tar -czvf B4 4 targz X4
MR R FFE AL “tar xzvf E4 4 targz”

5% 3

{ IR 45 X M

X T 4 X

t B JE S A
2 F Gzip [ 4% S

j i brip2 [ 2% S &

v B R SR
f AR X4
P R A AR IR JB

-P R 4% B 42 K JE 46
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54 70

- 1w B B\ H
¥ /etc B F W XHATR IR T gzip R ES:

[root@linuxprobe ~]# tar czvf etc.tar.gz /etc
tar: Removing leading */* from member names
/etc/

/etc/fstab

/etc/crypttab

/etc/mtab

/etc/fonts/

/etc/fonts/conf.d/
/etc/fonts/conf.d/65-0-madan.conf
/etc/fonts/conf.d/59-liberation-sans.conf
/etc/fonts/conf.d/90-ttf-arphic-uming-embolden.conf
/etc/fonts/conf.d/59-liberation-mono.conf

/etc/fonts/conf.d/66-sil-nuosu.conf

# etc.tar.gz f# /& 2| /root/etc HF W :
[root@linuxprobe ost ~]# mkdir /root/etc
TR JE etc.tar.gz XPF:

[root@linuxprobe ~]# tar xzvf etc.tar.gz -C /root/etc

2.10 XHEHE EHS

grep @AM T X XAHATEER, #RN: “grep [HF] [XH#]” .
#REAN KB “grep FEF XAXHE”

%% 1 H

b 57 AT XA (binary) 1E XA X (text) k¥ %
-C T E ok H

- R KNG

-n ETATE

v RE##E—RFIMER "B W4T,

¥ % 4 /etc/passwd W7 /sbin/nologin” HAWAT, WHRAAFFAFEGEHA P,

[root@linuxprobe ~]# grep /sbin/nologin /etc/passwd
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbhin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin

lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin
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mail:x:8:12:mail:/var/spool/mail:/sbin/nologin

operator:x:11:0:operator:/root:/sbin/nologin

F il X “/usr/share/gedit/plugins/snippets/docbook.xml” ¥ fif & 4.4 entry #1473 4 tH 2|/root/lines:
% 4% K.grep entry /usr/share/gedit/plugins/snippets/docbook.xml >> /root/lines

find 4 A FERXHE, HRXAKh: “find [ERER] FEREH B4E .

ZEFEEET find # 4 FFRERESHFFREE, XEFERAKILE, ARKENT,

MTERERBEAILADET: " REAPHEXES, 7 RRIWTER, /7 ARREF
¥ &R
-name IS e, 4 Fr
-perm TR (mode X %4 EE, -mode &4 B )

-user

-group

-mtime -n +n

-atime -n +n

-ctime -n +n

-nouser

-nogroup

-newer f1 f2

--type b/d/c/p/1/f

--size

-prune

—exec {} \;

I e B A

o BT R 4

EREKAAWEE (ndEn KUK, +ndEn KUHED

VO 7 [E] SO B9 BE I -n 48 n RUAA, +n 38 n RUART

I e 45 AR R B B E]-n 48 n RBAA, +n 38 n RDART

VT 7 B AT B X

I W 7 P A 41 SO

VG b SCHF 1 #r30 L £2 1F 8 SO

EECHER GRkg, BR. FHIEE, FE, B8 XHEXH)

o B PRy AN (+50k Z R A1 50k By ¢, T-50k M RxZ &R /AT 50k By X H)

B HAHF

FEIEAERAERAE—FLEN L (THLHET)

¥ &4 /etc/ ¥ B A W host FF k8 X :
H P host*” %% AT A A host FF 3k B9 X4 :

[root@linuxprobe ~]# find /etc -name "host*" -print

/etc/avahi/hosts
/etc/host.conf
/etc/hosts
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/etc/hosts.allow

/etc/hosts.deny
/etc/selinux/targeted/modules/active/modules/hostname.pp
/etc/hostname

BWERENZ GV A RA SUID WX (B SUIDD W FRrk R4, MRERFRERLSHT),
[root@linuxprobe ~]# find / -perm -4000 -print
/usr/bin/fusermount

/usr/bin/su

/usr/bin/umount

/usr/bin/passwd

/usr/sbin/userhelper

/usr/sbin/usernetctl

LM A P linuxprobe By X 3 & #l 2| /root/findresults B %.

FER -exec I \” EFHIRE find 44 ZHE X, RELERLAR\

[root@linuxprobe ~]# find / -user linuxprobe -exec cp -arf {} /root/findresults/ \;

BEAN, FFT~RNARAALR Linux F8 “H4" ARRRFE? TEPRLEANEAL BN, B EEEE
SARRHILF BT FiA Linux R4 ¥ HE A SNG4, EXREBITHEAM, HTAEREMGHRNEE I, 1F
— R E 3] JE K Shell WARE,

AFLER, KTUARE TEIR:
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F3E FHi. EXHEIREE,

FEVBEA

Don’ tbesoexcited BA WA G L% 2T LEAME A Linux 4, B4 @ “EHAAKGF T BT I ,
TAZF K3 Shell BIABEF 7k, FTARFZEFERLEA LB THER, EibhiRESKRS, EHREA,
YigpFEI 2t ad s hARHELR., ARAUATELTESETUEGL AN EMmBE S, BHE,

3.1 B ALK

FHRLR | WEAREN MW RE SRR - MadliREiN, SR "2 A#4B" .

1 4o T A2 X B grep fr A (XA R & 4), BT L A" /sbin/nologin “HKH T Fr A 4 IR #] & [ £ 4ty A
P, WRBNFLZRITHAFARFEERAGR P, ZE ABIAINT R —%&4)?

e N

B IR ) B [ P B &4 grep  “/sbin/nologin”  /etc/passwd

GV SURAT #tly a4 U iwe -1

AAEZHWERERE RGO MBEFEL RIS, ALRARLEERXEFTRRTUT.

[root@linuxprobe ~]# grep "/sbin/nologin" /etc/passwd | wc -1

33

RFEH S REIRNEEARRETERERLOR P EEFIRLS” wel “RAMTH—FH T, HEAAFET!
BT R EH/etc B F A M XA

[root@linuxprobe ~]# Is -1 /etc/ | more

total 1400

] linuxprobe M }* & 3% — & w4 :

[root@linuxprobe ~|# echo "Content" | mail -s "Subject" linuxprobe
1¥ £ linuxprobe A /7 :

[root@linuxprobe ~]# su - linuxprobex

Last login: Fri Jul 10 09:44:07 CST 2015 on :0

BEUA, RAH—H R

[linuxprobe@linuxprobe ~]$ mail

Heirloom Mail version 12.5 7/5/10. Type ? for help.
'/var/spool/mail/linuxprobe": 1 message 1 new

>N 1 root Sun Aug 30 17:33 18/578 "Subject"
FERAEXEREER P D, ¥ root W &AM B KK linuxprobe,
[root@linuxprobe ~]# echo "linuxprobe" | passwd --stdin root
Changing password for user root.

passwd: all authentication tokens updated successfully.

GRBEHNT L ERBELGOFRRA KK, T2TURHA: "L A[®#4 Bl#4C”
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3ZHMAMHER®R

AFIERNEB ER A, ROEF—AMTERETE:

# % linuxprobe H % H 1 &.:

[root@linuxprobe ~]# Is linuxprobe/

FE xxxxxx HEHE L.

[root@linuxprobe ~]# Is xxxxxx/

Is: cannot access xxxxxx: No such file or directory

ARl #A1EEE T — A% 4 linuxprobe H R AW XM, BEXEREFLH” xooxxx” HF AW X, BrZEFHATHFE
BRFREALMPATRI T, BEHELHFZR, THFATERENEERE, TWEZFPTRREERZERAN.
FREFANSTDIN, XA A 0): BAMNBERMN, A O MRF AN A M ST a2 Bl

PRt (STDOUT, X R4 N 1): BoAMb 2 B%, 1 BERFE X

1% % W (STDERR, XH#RAFN 2): BOAMM A FR, b 2 HRF 2

x4 F A A X L
G e
W > X Birde i e m 2 — AU OF 2R A O 508D
W 2> X BER A E e 8 — At OF 2 A SO 208)
A >> X Wit Eem e — Xty GEmEEANENEE)
A 2>> X BareimbEem s — M Xy GEmEEARANEE)
WA >> X 2>81 Bird it 5H R AR ENE XY GEmElEARANEE)
X AN T A X SO
G 1A
W < X XA A 2 AN
B << ARHF AFRREANF AN, HEEL “2 74" F#L
W < X 1> XH2 S 1A A 2 AT SO IRAEAT i B O 2

T 2 KA IUA i ) e N S 1 B SE R VE

¥ man 4 & # By XRS5 A 2| /root/man.txt ¥ :

[root@linuxprobe ~]# man bash > /root/man.txt

1] readme.txt X # 5\ —4T X F:

[root@linuxprobe ~]# echo "Welcome to LinuxProbe.Com" > readme.txt

1 readme.txt ¥ 3 1 —4T X F:

[root@linuxprobe ~]# echo "Quality linux learning materials" >> readme.txt
# % readme.txt F B K5

[root@linuxprobe ~|# cat readme.txt

Welcome to LinuxProbe.Com

Quality linux learning materials
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#€ readme.txt X H BN E € % we -l G4 kITEATH, &4 %F T “cat readme.txt | we 1”7 .

[root@linuxprobe ~]# wc -1 < readme.txt

2

A echo. mail Fo4 3 44 (|) & % linuxprobe A P — 3 Ei ¢, B4 2% R
[root@linuxprobe ~]# echo "Content" | mail -s "Subject" linuxprobe

HH—

WREBREE—HLEE, RARNELRRRE, Wi EERE—Hi#, AN Readme, WAZATHA,
H AP over WHH AW, BRAFHEXMN, YRFEIAXNMREHSATBAERK.

[root@linuxprobe ~]# mail -s "Readme" root@linuxprobe.com << over

> | think linux is very practical

> 1 hope to learn more

> can you teach me ?

> over

EFBHEATRANSFHE SR MANREF LR, T2HRER L.

[root@linuxprobe ~]#

ERHMERA" 1s” R4 EEXHRE L, XL HA R R &4l 2 /root/stderr.txt W :

[root@linuxprobe ~]# Is linuxprobe 2> /root/stderr.txt

-rw-r--r--. 1 root root O Mar 1 13:30 linuxprobe

XHHE, RELE®SHFEAMRE:

[root@linuxprobe ~]# cat /root/stderr.txt

BEF xooxxx B F a4 4IRS &4 d 2|/root/stderr.txt SXH#
[root@linuxprobe ~]# Is xxxxxx 2> /root/stderr.txt

B & % stderrtxt XHFREH Is 2 MAE L
[root@linuxprobe ~]# cat /root/stderr.txt

Is: cannot access xxxxxx: No such file or directory

B %" linuxprobe” 8y XfH#h LHAE, FARAREREER, 127 xooxx” XHETFAES, BT AN HR 4 845 2

T 482 W XM

3.3 WAATHEE A

P RATEX — R XM ERE, AR EEEEEXHREYE, BLAEFHL2E:

[root@linuxprobe ~]# Is /dev/sda

[root@linuxprobe ~]# Is /dev/sdal

[root@linuxprobe ~]# Is /dev/sda2

[root@linuxprobe ~]# Is /dev/sda3

B A B R A S2F Rl A RGNk K5, X rHE R 2R 2| BB AF k47

i e AF B X

. ERENMRS N F A

T, Bash B &ty X £ ff XA BB AL
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? ERAEREANFH.
[0-9] IS B 5% B B 3
[abc] e Bl & F 4
& sda kB BT A X & I

[root@linuxprobe ~]# Is /dev/sda*
/dev/sda /dev/sdal /dev/sda2

B & sda FHA —/MFHAERA M
[root@linuxprobe ~]# Is /dev/sda?
/dev/sdal /dev/sda2

T sda FHEE 0-9 HF kA& X H:
[root@linuxprobe ~]# Is /dev/sda[0-9]
/dev/sdal /dev/sda2

T sda FEA 1 3 3 25 i A X
[root@linuxprobe ~]# Is /dev/sda[135]

/dev/sdal

%4 bash BEELXFR SO RHRFHT E:

FAF 1E H

\(R 4}H41) X EmBEANFR
") R W
"R F) BERAR &K
“(R5lF) PAT A5 H

X 4K PRICE W E &% 5:

[root@linuxprobe ~]# PRICE=5

REHE” MHEEL" .

[root@linuxprobe ~]# echo "Price is $PRICE"

Price is 5

HEHE" MHERSS" , BEENETHTERRZERENSHATHRT, HURET:
[root@linuxprobe ~]# echo "Price is $$PRICE"

Price is 3767PRICE

=R AL, B E—ANSFTH L

[root@linuxprobe ~]# echo "Price is \$ $PRICE"

Price is $5

BRET S, RERFEHIE:

[root@linuxprobe ~]# echo 'Price is \$ $PRICE’

Price is \$$PRICE

AT uname -a JFH U EF | ANAEERA SRR L (K55 E@NAHA2HIAT)
[root@linuxprobe ~]# echo ‘uname -a’

Linux linuxprobe.com 3.10.0-123.el7.x86_64 #1 SMP Mon May 5 11:16:57 EDT 2014 x86_64 x86_64 x86_64
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GNU/Linux

3.4 S H PATH £ &

alias A TREGALWMNAL, HAN: “alias M AL&=R2L" .
Bl 8 & ] SO BHE N O A &, AP A AT alias cp=" cp-i” MEXEEHLHIA P,
unalias A4 TRHH4L WA 4, #KXh: “unalias # 47 .
WE cp #AWH 4 :
[root@linuxprobe ~]# alias cp="cp -i"
BOH cp AW A4
[root@linuxprobe ~]# unalias cp
e F R E i ——7 Linux ¥R 8 — 4R X, 4 XHaRAS. BLAFHTT 4" s “@4ELE
THAER?
FR— R R DX/ A B AN A N EEHAT (eAT/bin/ls).
FR_AmERTE A alias 7 4 4,
S i bash AW HE “AHHL” L& “HEaL"
WA BT MBS AN
ShES a4 BhSL TR B SNy A S
SR : @ITSPATH & & F & X B EHTHLERK,
# F$PATH & & 8 J7 % echo $PATH
/usr/local/bin:/usr/local/sbin:/usr/bin:/usr/sbin:/bin:/sbin
IR ERmE EANGAR “WHHL” TR “SBHL” ? FTRAT “type #RAF" , MEEREFRU-~
$PATH R & & “MBHENBF" , ©HFTER bash A P ERTH &L T FMAEMNE, A5 bash s FRMAEX
BHFEFH.
ERESPATHH EFZHAES “" HRFT, YRG0 EX— oA FHEF, thiw/root/bin,
& F YA By SPATH & & i &
[root@linuxprobe ~]# echo $PATH
/usr/local/bin:/usr/local/sbin:/usr/bin:/usr/sbin:/bin:/sbin
N R BB AT
[root@linuxprobe ~]# PATH=$PATH:/root/bin
A b BB SPATH & 8 i 2
[root@linuxprobe ~]# echo $PATH
/usr/local/bin:/usr/local/sbin:/usr/bin:/usr/sbin:/bin:/sbin:/root/bin

ERMALZRNEEAREHEF — 6 Linx RAF—ELEITHLMWESL TSPATH R EFZEH TS B X,

35 EEWINELE

L ¥ 5 8y $PATH E X RREA? £ Linux RAAF XA FSEZNTREE, RATTUA env #AEF 2 B,
RERGEEEH “REA" GHPRAKREN “REE" FHSIARE, WRAFXKTEHB K~

T EAK A
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HOME APHEEX “K7 .,
SHELL YATH shell BHNEF
HISTSIZE i ¥ AT AR
MAIL P2 4 X

LANG R 5

RANDOM ML B F

PS1 bash # 7 4
HISTFILESIZE history &4 % fit # &
PATH BRI B R ERPAT XM
EDITOR BRIA A G 3 25

HOME RpPEHEF

W RMA TR ERESTLUWH /K HFZRBANE,
B 7= A root A P B M, BT UL R A /root:
[root@linuxprobe ~]# echo $HOME

/root

13 2| linuxprobe Al 7 :

[root@linuxprobe ~]# su - linuxprobe

Last login: Fri Feb 27 19:49:57 CST 2015 on pts/0
Y13 A linuxprobe A P&, FEl#H#” $SHOME” R EH BRI T AR MBNE:
[linuxprobe@linuxprobe ~|$ echo $HOME
/home/linuxprobe

B FERE - ZE" WORKDIR “, L&A F#47" cd $WORKDIR “#% [ £|/home/workdir H %, %4
T A?

X Tk REAR=HE

EEHF % echo $Z &4

BlEZE X

[root@linuxprobe ~]# mkdir /home/workdir

WA EFAN B HTERELE:

[root@linuxprobe ~]# WORKDIR=/home/workdir
R,

[root@linuxprobe ~]# cd $WORKDIR
[root@linuxprobe workdir]# pwd

/home/workdir

Y1#: 3| linuxprobe A F

[root@linuxprobe workdir]# su - linuxprobe
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Last login: Fri Mar 20 20:52:10 CST 2015 on pts/0

WHE, N4 RA 2] /home/workdir B % :

[linuxprobe@linuxprobe ~]$ cd $WORKDIR

F echo &R ZE BN ZHE:

[linuxprobe@linuxprobe ~]$ echo $WORKDIR

A FREAR A AR P R ERIREREL PSR PR RESE TR ENERGE.
export @A H TR RBRERANAREE, BRAN: “export TEAL[=-ZXEH]” .
# WORKDIR & &% & % & B % &

[root@linuxprobe ~]# export WORKDIR

Y#: ¥ linuxprobe A F

[root@linuxprobe workdir]# su linuxprobe

Last login: Fri Mar 20 21:52:10 CST 2015 on pts/0

WA~ B3 T B X

[linuxprobe@linuxprobe ~]$ cd $WORKDIR

[linuxprobe@linuxprobe workdir]$pwd

/home/workdir
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% 4% Vim %% 45 Shell &4 A,

EY R

AEFWHLECWTER Vim FHEBEE RS X BEEVNL K. HESHUK yum & & , #GEREMER Fodr 4 tettid,
FAVH LA L Vim 458 84 Linux 44 BN A B Z 8 NRKE4 (f. for. while. case)/& &% 5 H & # 5 K & Shell BiA,
FA AR at 4 R E Crontab iTXIEHMAL AL B hikm T, LB W THEEm SR AL, —FKEK~

4.1 T # Vim XK %4 &

# Linux AW REN RS, XELREZABKCHREXH REXHTRASN, HPaaTRH 54,

WEE® TP — T T HE XN EREE, xR BRI UK S i 8 R 2R

T Linux B 16 R % 7 AR BOAZ K —FEE R 8 AR ESE—4F ™ “vim” , vim & vi %% & 8 7t SR

Vim % &2 X A5 W5 AP EAT, REREEVImEHEEF A MR —a 2B KTEATGHER,
AN SZHAR Ak A e, RAKRE T TEXE, AIRELEREFHINF. ZRAEARERE P
FRE, RAL T EFE Vim 4848 0 = FAE X0 R 101 R 5 0807 .

MR BHAAHS, TAORETMER. AR, HEF T,

WMAMER T E® B UREN,

RATHEX: R, BE 5REREIN.

WEEKET vim HEEEFHRAL “@ERX", FEAHENE "RAMA" FHBTHET Y TE, TEX
HiETKTRREE AR FEEN RABER" UK R A SR .

RERARZEAEN T REAGRERSS, BEREIL—T, TETRERTU, EF “AER” NEAFHRET.
vim % # 25 By BE R b oy P

e 1A

dd Tl B (3 40) AT B A 24T

5dd T B (3 50) A AT AL TT 48 8y 5 4T
yy B AT P A B AT

5yy EHAAFL T 88 5 1T
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p Wz (dd) HEH (yy) B E AT E.
/FH EXARY N EETERZFHE,

el EXAPNATE LR ERFHE,

n BB ERGAEME N T—ANFHE,

N ETREERAS TN E—ANFHE,

u B L — Pt

vim % H 4% 0 R AT R o 1 R a2

sy (!

W "E

q B

q! BB (A AR BE N
wq! 98 | R 77 4R i

'set nu ETATH

'set nonu FEFATT

S PATZ A4

M B4 2|47
FEBHEEWH K

1LEGABEREG RTERF, FANRERSEHR2ANE.
QEATERY AR ERSHAHA—NE S 0 %

4.1.1 %5 28X
NEHFRE NP XA, BRETEEFENF BRI RERENTEN X, R4S ETEA LB AN Y EHEH T2
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%15 Al

%5%: BE ‘o wq”, REHFEN,

2% WETFH a7, AR,

% 4 % BFH[ESCIR E 5|44 R,

6% BEXHNAL.
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F T ¥ HE . 8% W FH o7, HAHMAER,
% 9% MA—TFM F10¥: RE#AMREER “ " BEFHRSE.

F11 ¥ RIWFCHBR, FRBH, g 12 wdE 0 q" FERHIEE A RA.
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% 13%: BHEXH, RAE AR LERE,

4.1.2 WE EN4 K

4148 RHEL7 % %8 £ /4 Fr k7 £ /etc/hostname X #, RATEREHBH A" linuxprobe.com “, BHAZWT:
% 1 FfEH vim A% %" /etc/hostname “E L4 R X1,

%2 P RIeENL MM EEA” linuxprobe.com

% 3 % %R 3 A hostname %41 E £ HB K K.

A vim A Y 8 E AL B OUH B RATEARATwql BB TR FR W

[root@linuxprobe ~]# vim /etc/hostname

linuxprobe.com

f# A hostname #4& & 3 1 ) HL4 K

[root@linuxprobe ~]# hostname

linuxprobe.com

413 REMERER
BRACLELH vim HHEA T, FRRARERY Linuk LM K8, FTEAFEAREZ Y3 F i 5 NB RN,
74148 RHELG A4 W FHE XM IMTAA” eth” , % 1 3H A" eth0” , # 23RH A" ethl” R EH
#4148 RHEL7 A% % P RRE XM AT RN 4" ifcfgeno “, #l4r” ifcfgenol6777736"
M -k B B X7 i E “/etc/sysconfig/network-scripts” B 5 ¥,
EBHEE XA, FkFEXBAARED:

W & 2% & -TYPE=Ethernet

Hu 3k 2 WeAE R :BOOTPROTO=static

M -k 4 #:NAME=eno 16777736

&% B 3:ONBOOT=yes

IP 313 IPADDR=192.168.10.10

F W ##:NETMASK=255.255.255.0

M % Hu ik :GATEWAY=192.168.10.1

DNS #u3H:DNS1=192.168.10.1
TEHAFREE XHEREE TR -AUKFKIEE, AN enol6777736" EFYLESESH, P HHEEEFHATEE" .
W& P 5 Tk R 2 L

% 1 FH L RNEWHEE” /etc/sysconfig/network-scripts “H F ¥ (% B FHkE N KB EH).

% 2 ¥ EH vim A B % X" ifcfg-enol6777736 .
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IV BAEANRESH, HhERE,
% 4 B EHE W Ea4" systemctl restart network “.
% 5 @1t ping A MRKF R EEE EH.
14 3| P WL B SUHF B A oy B3R
[root@linuxprobe ~]# cd /etc/sysconfig/network-scripts/
GENFREXHHFAANTEHNEE:
[root@linuxprobe network-scripts]# vim ifcfg-eno16777736
TYPE=Ethernet
BOOTPROTO=static
NAME=eno 16777736
ONBOOT=yes
IPADDR=192.168.10.10
NETMASK=255.255.255.0
GATEWAY=192.168.10.1
DNS1=192.168.10.1
EHEHHF, EFHATLRTEL:

[root@linuxprobe network-scripts]# systemctl restart network

TR, MIHE ping WAL W FERE EFHFENT :
[root@linuxprobe network-scripts]# ping 192.168.10.10

PING 192.168.10.10 (192.168.10.10) 56(84) bytes of data.

64 bytes from 192.168.10.10: icmp_seq=1 ttl=64 time=0.081 ms
64 bytes from 192.168.10.10: icmp_seq=2 ttl=64 time=0.083 ms
64 bytes from 192.168.10.10: icmp_seq=3 ttl=64 time=0.059 ms
64 bytes from 192.168.10.10: icmp_seq=4 ttl=64 time=0.097 ms
~C

- 192.168.10.10 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 2999ms
rtt min/avg/max/mdev = 0.059/0.080/0.097/0.013 ms

4.1.4 W¥E Yum &

BT vim A E N B A F AL, AERKSFRET Yum & 5B~ K2 % B3
%1 FE RRNEW#H#E” /etc/yumreposd/ “HFF (HN % HFFRE yum & FREE )

% 2 H R vim S B H 4T — N4 b rhel7.repo W # X, AT U E X, EEHLFEH repo.

¥ 3P RAEANRES Y, HKRFERY,
FASHRES BN BERLEE R,
% 5 F AR 85N F /etc/fstab X,
% 6 %:{# " yum install httpd -y “# 44 % & % & F 5.
Y #: 3| /etc/yum.repos.d B F !
[root@linuxprobe ~]# cd /etc/yum.repos.d/
T Vim REEwE" a7 #ANBFHAER:
% ¥ 52 A G B [ESClHF A RATHE A owq R 7 R .
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[root@linuxprobe yum.repos.d]# vim rhel7.repo

[rhel7]

name=rhel7

baseurl=file:///media/cdrom

enabled=1

gpgcheck=0
Al HOL A B X
[root@linuxprobe yum.repos.d]# mkdir -p /media/cdrom
ARG XA, BT LT B & 4 2 /media/cdrom
[root@linuxprobe yum.repos.d]# mount /dev/cdrom /media/cdrom
mount: /dev/sr0 is write-protected, mounting read-only
BB E SR
[root@linuxprobe yum.repos.d]# vim /etc/fstab
/dev/cdrom /media/cdrom is09660 defaults O O
X% %" httpd” M4, HIA “Complete” WK% Yum & FER B E#:
[root@linuxprobe yum.repos.d]# yum install httpd
Loaded plugins: langpacks, product-id, subscription-manager
rhel7 | 4.1 kB 00:00
(1/2): rhel7/group_gz | 134 kB 00:00
(2/2): rhel7/primary_db | 3.4 MB 00:00
Resolving Dependencies

Complete!

4.2 T ## Shell By

H Y 24 Shell BERAGIHENFEE “BiFE" , Shell tEAA F 5 Linux & Z& M EAN,

HHEEXT &M

RESSH, HARETHWEL 2 XEFGRET A ANEH MR, 20T 50 R xR, Ed TR

LR/RANEE,
Shell # THEH R 2 W #
A E A (Interactive): Al P #y N — &&4, Shell f#EH AT — %

#4022 (Batch): A % % 4 5 — A Shell B (Script), H ¥ &4# % &4, Shell &— KT A 4

AR RAEMEH Linux @46, KBEREBETRERT, Shell MA 244 M a4 133 % #1544 46 ook 1

Ko Shell WAFERERS M Linux @ UR S XM F I AWM EN KA E, FHHLUREEREE HFIEEN

T K 52 P 48 R A S
EHRGW A B Shell % 5
[root@linuxprobe ~]# cat /etc/shells
/bin/sh
/bin/bash
/shin/nologin
/usr/bin/sh
/usr/bin/bash

/usr/sbin/nologin
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/bin/tcsh

/bin/csh
H& LU W Shell 85
[root@linuxprobe ~]# echo $SHELL
/bin/bash

4.2.1 G0 W BA
Shell BiAH % 5 Z A 2| Vim XAEKESH, HRELSHPTNFRASEE, 175 % Linux #d. FE—PTE
) Shell AN MiZ @ “MAFAN" . "BEBER" F “WHLTEA" .
BA 7 B (#1): 4 %0 R 58 R FT A shell SR AR,
EBAE R TRTIEGHRFHRUNE, TUFE,
W PATE A HAT BB 4
k45 — M Shell AR, zhék R Bom LATH THBAEI A M LA B KT 8 ATH X5 B .
[root@linuxprobe ~]# vim Example.sh
#!/bin/bash

#For Example BY linuxprobe.com

pwd
Is -al
B k%5 Shell Bz ity 6 2~ HAT ARH =M 77 ik
JHA X A ¥ 4% ./ Example.sh
sh B A X # % 42 :sh Example.sh
source JHA XX # % 42:source Example.sh
REMAX B ERA G4, sh 3 source oA AT M EBRATZIIAR, 18 EE7 P BAKEN 7 XA RHFHK.
B BB F] AR B 42 8 O R R H IR, MIRTR:
[root@linuxprobe ~]# ./Example.sh

bash: ./Example.sh: Permission denied

TE N AR B PATARE A A 24T
[root@linuxprobe ~]# chmod u+x Example.sh
FREARBAFAT :

[root@linuxprobe ~]# ./Example.sh
/root/Desktop

total 8

drwxr-xr-x. 2 root root 23 Jul 23 17:31 .
dr-xr-x---. 14 root root 4096 Jul 23 17:31 ..
-rwxr--r--. 1 root root 55 Jul 23 17:31 Example.sh

422 HRH P HEK

Shell AN Tt LA P EREM TR TETR, RZAFEEKAPFRANSHK, RETHHANSZEANRETRE,

CEITHEHNEERTRGEHER: "4 SR 15525537, IUATETHIIXHFEERR
THEKAFSHENEER &,
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T, EA XL E PR XHFH Shell Fg L E:

$0 B AT Shell BAWE 74,

$1-9.${10},8{1 1}~ SHNMLER &,

$# —*HEINEH

$* et ER BN,

$? At E—Sam A RBPATRS, 0 h KA, 0K LK.

B~k 3 F 5K — AT LB BUR P £ 2By Shell AR
[root@linuxprobe ~]# vim Example.sh

#1/bin/bash

echo "4 A A 4 #¢ 4 $0”

echo "R EHS#NEH, 2RI RS "

echo "% 1 M5 HAS$1, #5485, "

L sh & RPATHA, FHHH 6 Mok
[root@linuxprobe ~]# sh Example.sh one two three four five six
% H B A4 ¢ Example.sh

%A 6 M5H, 24 £ one two three four five six.

% 1 M5 N one, % 54K five,

423 AW H P S K
Shell BiAH WL EH WA P @A S5, Flinth mkdir 4 —#, BEFAEENGZE, HCL2E4ENME, 4
P RIEA) B R W R REERIL, YLK REE AN 0, TN & E i H i,

AR [ FFERAS ]
PR T

MR A IR, EE IR, ERELE. S,
XA BAERH X EFA4]

B 3

d S P E-ES

e RR X H TR

f 72T H X

B R 3 PR B R R
W TR LA P RBAREEN,
x R L A PR BB

MR /etc/fstab £ & K B F
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[root@linuxprobe ~]# [ -d /etc/fstab ]
Erb—fAHAWEEE, FOMIKK, BFREEX:
[root@linuxprobe ~]# echo $?

1

MR /etc/fstab & & K XAF:

[root@linuxprobe ~]# [ -f /etc/fstab |

B E—&AAWEEEN O, B fstab & Xf#F:
[root@linuxprobe ~]# echo $?

0

FE&&ARKREH LW § “, SWEHHAPATRST 2PATE@N &4, ABi/dev/cdrom REREHFE, FF
N Hr i Exist:

[root@linuxprobe ~]# [ -e /dev/cdrom ] && echo "Exist"

Exist

TRHEMRK] kAR 1] B5EL [ XER2]

BAEH 1E

&& FHWE, "WEHEE

Il BHRER, "REWEE.

! B,

USER & & & 5 f 5 [ 89 A P 4

[root@linuxprobe ~]# echo $USER

root

FUWRMESN A P AE root, WM user, $ATREERN =

[root@linuxprobe ~]# [ $USER != root | && echo "user”

HENH P linuxprobe, HERMREHH T user FH:

[root@linuxprobe ~]# su linuxprobe -

[linuxprobe@linuxprobe root]$ [ $USER !=root | && echo "user"

user

¥ root A P& Fl BB R & AT 4], 3 root Al P Ut user, # A& root N H#:H i root:
[root@linuxprobe ~]# [ $USER !=root | && echo "user" || echo "root"

root

XEFEHEE TS ||WEHS X, EHWNENK&TRIL, FIAEEN||F2H4T.
BRI R BER 2% 2]

HtEf fe A
eq A REST
ne HBREFET

-gt HerREAT
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B 74T

It HrRENT
e HBREETRAT
-ge AW EEATFTRET

fb# 10 & AT 10:

[root@linuxprobe ~]# [ 10 -gt 10 ]

BT E—FHARATAK, 10 FAT 10:
[root@linuxprobe ~]# echo $?

1

I# 10 £ % T 10:

[root@linuxprobe ~]# [ 10 -eq 10 |

BT E—&HAHAT R, 10 % T 10:
[root@linuxprobe ~]# echo $?

0

RELGWT RN FE, N ERES L E FreeMem, ZFMEE T8~

445l free -m & & LA m 4 B AL i R 1L, 28 grep cache:it i il 4 i 7 94T, % 5 A awk  “{print $3}’

wWRAEKEF =5, T FreeMem="#4 N &7 HATE @I EH 5 REL L E,
[root@linuxprobe ~]# FreeMem='free -m | grep cache: | awk {print $3}"
BRIEXEZCCERRITAARE:

[root@linuxprobe ~]# echo $FreeMem

609

RSN G 1024 LR M), EATURTAFEFL:
[root@linuxprobe ~]# [ $FreeMem -It 1024 ] && echo "Insufficient Memory"

Insufficient Memory

FHRELB[THE 1 BERF FHE 2
BN &

= P 4 8 0 B R B AL
= 7 e N EEE TR,

-z HBTFHBEABREN R,

F W7 String ZE R T N =MH:

[root@linuxprobe ~]# [ -z $String |

b= %@ APAT R, YR E String XN BH:
[root@linuxprobe ~]# echo $?

0

MESHMW RAES:

[root@linuxprobe ~]# echo $LANG

en_US.UTF-8

AW LMW ARIETREAR, TNHE “FTREE .
[root@linuxprobe ~]# [ $LANG != "en.US" | && echo "Not en.US"
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Not en.US

4.3 £HNRES

FAE MR E A Bk 1L Shell BAARYE L e THE RERE THENE, Bl 2 A0RASEIATI W TIE, Sel2H

EHEEWAF, REGCHA P EG, XA DAL Shell BACE T 44 MXE 4 7 Ko

if &FEH

if % PIER DN B I EM. R I M. 50 I M, BERERFZ EF, EHF AL Shell WAE fnth R &,
HhERE S XM, WA I then, fi X84 K, RAELMEKLERAT.

BAX I EAAM EREERFAE, EXFENEHAUR,
%5 Shell BIA 5N\ T W #8154
[root@linuxprobe ~]# vim Example.sh

#!/bin/bash

DIR="/media/cdrom"

if [1-e $DIR ]

then

mkdir -p $DIR

fi
PATEBRNRAE R, #F 750 FHmecho 150 Bl g4
[root@linuxprobe ~]# sh Example.sh
EEZHRXEBTWAIRE:

[root@linuxprobe ~]# Is -d /media/cdrom

/media/cdrom

MM E if. then. else. fi X4 41)%, B4 1F R ST 304 1F R & S0 09 7,
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WX if A H W 462 EHEE T ping #, RW|RELERLHNS FTREBELE,
H TR R P EFE, FEY ping ®AEm-c ZHERRRXEZHFELHANEK, I KERE02VX—IMEE, W
WH 3#HE e, WS AR FAANNE NS H (AP H3b), $7h E—FaAWIATER, AW 25 FT OB Kh).
[root@linuxprobe ~]# vim Example.sh

#!/bin/bash

ping -¢ 3-10.2-W 3 $1 &> /dev/null

if [$7-eq O]

then

echo "Host $1 is up."

else

echo "Host $1 is down."

fi
% BART HATHIR, & N3E A sh 2 source #4#4T:
[root@linuxprobe ~]# chmod u+x Example.sh
ZHON BN AP Hdk, ARIERE AW H up:
[root@linuxprobe ~]# ./Example.sh 192.168.10.10
Host 192.168.10.10 is up.
AT ping A B PHAT 45 R A BT £ AL LM 458k
[root@linuxprobe ~]# ./Example.sh 192.168.10.20
Host 192.168.10.20 is down.
SHXEMEMNRILBRELT, Ziif. then. else. elif. fi KEWE 4K, RIS AERLE T RERTTEH

Bk,

S > if AWM AP MAN L BEBNREN, REHRNGRE, &HBEL %K.
read w4 H THA P HIMAS BB L L E, BRA K. 7 read p [RFFEH] REAL” .
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$77

il

{# il read 4L P % GRADE Z &WR(EH, H Wi EFmHE AT 85 H/ANF 100 4 #i i Excellent, #| i &

ShFEEE R AT 70 HANT 84 F i Pass, HAFAHWFERHSHE Fail,
[root@linuxprobe ~]# vim Example.sh

#1/bin/bash

read -p "Enter your score (0-100): " GRADE

if [ $GRADE -ge 85] && [ $GRADE -le 100 ] ; then

echo "$GRADE is Excellent"

elif [ $GRADE -ge 70 | && [ $GRADE -le 84 | ; then

echo "$GRADE is Pass"

else echo "$GRADE is Fail"

fi
% BART HATHIR, & N3E A sh 2 source #4#4T:
[root@linuxprobe ~]# chmod u+x Example.sh
WA 884, WhEE—HUEH, FrUAHH Excellent:
[root@linuxprobe ~]# ./Example.sh
Enter your score (0-100): 88
88 is Excellent
W80 4, R ZHUHER, Bl Pass:
[root@linuxprobe ~]# ./Example.sh Enter your score (0-100): 80
80 is Pass
A\ 30 5 200 2-#0 & TR ML, BTl Fail:
[root@linuxprobe ~]# ./Example.sh Enter your score (0-100): 30
30 is Fail
[root@linuxprobe ~]# ./Example.sh Enter your score (0-100): 200
200 is Fail

WS FA LE Shell WA F AW EE, KHANT 0 2RAT 100 2BHWAMT UE &,

for &1FiE4
for A HiEA 4 R ERENMTRNEREME, REZE—PTER— 4.

for FAFE AT R XM FBRIA P4, ENCRMPFHAREDRE,

BV R P 4R & X
[root@linuxprobe ~]# vim users.txt

andy

#
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barry
carl
duke
eric

george

Shell B TR A NE% B 5803 1% PASSWD & &, M usersitxt X F AR A 4 R {E% UNAME &

&, MEFH P HEEMELEHE/dev/null X, 75 FH#.

[root@linuxprobe ~]# vim Example.sh
#1/bin/bash

read -p "Enter The Users Password : " PASSWD
for UNAME in ‘cat users.txt’

do

id SUNAME &> /dev/null

if[$7-eqO]

then

echo "Already exists"

else

useradd $UNAME &> /dev/null

echo "$PASSWD" | passwd --stdin $UNAME &> /dev/null
if[$7-eqO]

then

echo "Create success"

else

echo "Create failure"

fi

fi

done

PATHEGIZ A Py Shell AR, WANA P REHEFDE A,

[root@linuxprobe ~]# source Example.sh
Enter The Users Password : linuxprobe
Create success

Create success

Create success

Create success

Create success

Create success

[root@linuxprobe ~]# tail -6 /etc/passwd
andy:x:1001:1001::/home/andy:/bin/bash
barry:x:1002:1002::/home/barry:/bin/bash
carl:x:1003:1003::/home/carl:/bin/bash
duke:x:1004:1004::/home/duke:/bin/bash
eric:x:1005:1005::/home/eric:/bin/bash

& AR T EATE RAIZ A P sy
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george:x:1006:1006::/home/george:/bin/bash
XA Shell AL FA—AMDNERIE, CRO\U KT ORI REK, EEARRAZAMET, X o liFE
HFARMT, BFEEFSUNAME & &4,
for FHEA TR I F R ENMAE, BMNRKEFTE X,
BRI EENMIT K
[root@localhost ~]# vim ipadds.txt
192.168.10.10
192.168.10.11
192.168.10.12
WA BATE DA S A R X if 1A
EAIP AR E AT T ALK
[root@localhost ~]# vim Example.sh
#!/bin/bash
HLIST=$(cat ~/ipadds.txt)
for IP in $HLIST
do
ping -¢ 3 -1 0.2 -W 3 $IP &> /dev/null
if [$7-eq O] ; then
echo "Host $IP is up."

M ipadds.txt % 5B E A HAEE B E % HLIST & & 5 & ping 7% 7 8

else

echo "Host $IP is down."

fi

done

[root@linuxprobe ~]# ./Example.sh
Host 192.168.10.10 is up.

Host 192.168.10.11 is down.
Host 192.168.10.12 is down.

while £&#&4
while & 1E4 B FELZMREANLE, B A0 RN 2% 5 FLHAT.

while &35 LA &R — 0-999 WY, AW FRTAFMANEIBRIK, RALYH P ERETF.
A B SRANDOM 2 —AMEHLE &, A TAE%1000 5E2HFE —MAT 0-999 #3315 M (E% PRICE &L &, while
JaE T H true KR ZE LKA FRAAT:

#!/bin/bash
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5580 TH

PRICE=$(expr $SRANDOM % 1000)

TIMES=0

echo "B SR {H4 2 0-999 2, WHERSH? "
while true

do

read -p "EEANE M A NS S E " INT
let TIMES++

if [ $INT -eq $PRICE | ; then

echo "HREHREXRT, ERMERE $SPRICE
echo "R & #EM T $TIMES K"

exit O

elif [ $INT -gt $PRICE ] ; then
echo"X&T! "

else

echo "AfKT! "

fi

done

2y FRWKIEAT Shell AL, 4K RANDOM % & By {4 =2 H LB :

[root@linuxprobe ~]# chmod u+x Example.sh
[root@linuxprobe ~]# ./Example.sh
B dm IR A 0-999 2 18, BHEERSD?
TR N B8 3 E 500
AET !
ERANRE N B &2 E 0 800
A& T!
ERMANRE N B M2 E 650
AET !
ERMANRE NN E S 720
A& T!
ERANRE N M2 E 690
AET !
ERMANRE N B M E SR 700
A& T!
ERMANRE M BN &S 695
A& T!
ERMANRE M RN &SR 692
A& T!
ERMANRE MM SE 691
REMEXT, EEhszZ 691
REFEMNT 9 K

case & HiEA

case & HHiEH T KR B A RIBUE, 25 $ATF R &L 51k,
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case A HFARTH PN T, HBAFARTE HFIIATE,

R P AN AL RES TR KEY, HIFE R KEY AR EAR AT R, HFTRLMT
[root@linuxprobe ~]# vim Example.sh

#!/bin/bash

read -p "EMAN— A, ¥ Enter ##IN: " KEY

case "$KEY" in

la-z] [[A-Z])

echo "GN & FH&, "

B

[0-9])
echo "GN £ $F, "

%)
echo "GN E =M. R IALMBHTH "

esac

[root@linuxprobe ~]# chmod u+x Example.sh
[root@linuxprobe ~]# ./Example.sh
WEIMAN—NFR, ik Enter BHIA: 6
TN R BT,

[root@linuxprobe ~]# ./Example.sh
WMAN—NFAF, % Enter AN p
TN E FH/,

[root@linuxprobe ~]# ./Example.sh
EMAN—NER, % Enter BA#IA: M[15~
TN R B8, b A ¥ T4,
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4.4 XESRE

HEBHAKERETRIFRB LR K LET, EREAIRNTRRT USRS, oAl 2 Wt EBiET. 1L,
L X WRAEAE R AN RIES i TR, TWIHRESX SN “—kKE” 5 KR 24, TURMY:

— R RIES AW 11 & 30 2 FF 8 W3k g (s W 3 i A )

KMMIRIES R 1. 3. 5 KR 3 A 25 4-F/home/wwwroot H & IT& %% 4 backup.tar.gz
FRH—RKUESE, CREE atd BE/HEREZAMN, TRWEERER" at” ©4, EANTHSHET:

5 ¥ & A

at <Bf [ > ZH—REES

atq 2 at -1 EELHFI%

atc % RS 5 REHAE
atrm F% S

— M at AR RESAXERAGEREARMN 7k, EREEXEAN T %, (EmEwd Culdd RERF
R
[root@linuxprobe ~]# at 23:30
at > systemctl start httpd
at >
job 3 at Mon Apr 27 23:30:00 2015
[root@linuxprobe ~]# atq
3 Mon Apr 27 23:30:00 2015 a root
BHA echo IBHREPATH B4 HE S at 74
[root@linuxprobe ~]# echo "systemctl start httpd" | at 23:30
job 4 at Mon Apr 27 23:30:00 2015
[root@linuxprobe ~]# atq
3 Mon Apr 27 23:30:00 2015 a root
4 Mon Apr 27 23:30:00 2015 a root
M BR e B R FE A atrm 4 5 5% 5 5T Ui~
[root@linuxprobe ~]# atrm 3
[root@linuxprobe ~]# atrm 4
[root@linuxprobe ~]# atq
TRl EKITETN I RIES, WEA 2 cron R, BAEFERF T
R, 43T X S crontab -e [u F P 4]
#FiT X4 crontab -1 [.u F F 4]
il B it XI4£ %crontab r [.u A P 4]
HebEdlg, FEITXNESHAEMEEHBR, FiEH— 2 BNk,

FH WA
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iy BB A A0 B 59  [8] By ¥

/B BN O 2| 23 Z [\ ey E R

H BMEA 12 31 ZEHERESR

At BREA 12 12ZEGERER

EH BEXH OB 7 ZHMEZES,, HP 05 7HHEME
Cace FAT iy o AR 7B A

FEA cronitXEH LS 6" 48 1.3.5 WK R 3 & 25 4% /home/wwwroot B F T8 %% ¥ backup.tar.gz”
%% root Al P B T WITRIES

[root@linuxprobe ~]# crontab -e

no crontab for root - using an empty one

crontab: installing new crontab

/" crontab -1I” A EFITXESH N E:

[root@linuxprobe ~]# crontab -1

25 3 ** 1,3,5 /usr/bin/tar -czvf backup.tar.gz /home/wwwroot
WRAEEANA P RE S MERIES, WTEHEA" crontab-e “&rAK&H 4 ELRME T, T XES B EEA
I-5WRR 1 RATEME BRE B3 R/tmp B T BTA XCH
[root@linuxprobe ~]# crontab -e

crontab: installing new crontab

[root@linuxprobe ~]# crontab -1

253 ** 1,3,5 /usr/bin/tar -czvf backup.tar.gz /home/wwwroot

0 1**1-5/usr/bin/rm -rf /tmp/*

AFHER, KTUERT FEIR:
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F5F HFPAHEXHRRK,

EYHR:

BN AEFHRRT AP, APARERAEREFH IR S5 680, YA EEDE (W) HAT @) REEA.
HTURRE AT EE ¥ SUID. SGID #n SBIT B SUHH AR, SCHE P AR D& ACL 7 7] 341 71 &
o sumAfisudo 4G — B H G UEBRA FRELRKED ¥ THERNER, B LFRIET ZFAH 2%,

51 AP At 54

% Unix R LRI R R A LS A P B e TAE, B A8 £ Linux R 80 TGRS %40, £ 77 8 %% 2048 RHEL7
BERKETHEANER “%E root A EH” , Tiroot i FRELETHHKEUNIX REFH” BFAF

root l FHHME M RLIAN, RBEERGKHET e, whim/ MR P, Bah/XAH#E, FE/ERFERHR
£ERIR, BAMEA root A P THEM A& BARKER, EEEF “RAMKA, FTEREA", —ERMNEAX
MNE W root A FRUH RN SARA T RBEEENRL, ARFERET W,

MHE" root “RAEMNLF, EEILCRA “BEH " 8 UID fE:

UID (B User IDentification 84§ 5): SN WA X P UID 5, RERNKHRET D,

P A UIDO:root F A Bk O,

Ao P UID1-999: 24 % 2 54w A B A FEAT, Emks, BABIREEER L.

E®A P UIDI000~ B &3 Al AT EH LM A REERANLERA P,

EEUD —E 2T RN, FERAEN LA P UD A 1000 F46 (BEWTEH KN ER 5H)

tk 7 4 # & UID P4 /etc/passwd X9, 10K 7 &4 N 4 % 2 /etc/shadow X # #.

GID(E¥ Group IDentification #%i 5): W4 ZMH P ImANFEA AW, FEHKES KT,

HRENF R TR BEARBIINEZIOR, RITUMANE T AR, ZE£H, W5

BAF P ERAERBL0E—NRAL (L GID 5 UID MR, BHFEAL) MmNl B4, —2E0%EE,
FL P 44 % 5 GID #h# 4 /etc/group X # #.

52 XHRBEHE

Linux R4 ¥ — W42 X, XHMmEXHIESHR—kaRARAE. i, HRARE 5, $faRKR.

# (read), 5 (write), 4T e (xecute) fEH X (r,wx), 757 A% F4,2,1)%7x

BRI | % |5 |87 | & |5 |fT | =& | 5 | PuT
FiET r w X r w X r W X
S 4 2 1 4 2 1 4 2 1
R XthadE bk HAbLA P

AP RESCHERRA 7T MNRKTHE, TFH, THIT(@E+2+1). ERRY 6(4+2 UREZTH, 75,

ALRBH 55 3 WA KRET 2?7 BHAREHBAEY TAHHAR EREER)

AR MIRK 5 RETRATRAT(1). TRIRA 3 RETF Q) F T HAT (1),

Tl T B o B9 SO BT (B ) A root, BT & 41(B 41) A root, XfF4 % instsalllog, WRGE & —MES™ - “K
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R R R A
SO, diE X, LEEXH, bRk E X, cFAREXH, pFE Xt

XHERIRA twr—r - MR R A RTHAZ(BE)ABEERIR, FAHAEA)HBERR, HRABREERIEK,
EAEE AT G? T B XN ERIREATET UEM, BFERRTERE?
LRGN ERREREN Y, AATEEMGRE SRR
T BB SO Y SE B
Wi G /BT G O B SRR R
X WIAT
B XHEREAR B F S R IR:
¥ B AR R
W Bk BREMI R, FE/Mb/EeL/ YT XM/ B,
xk&H P H#HNEZEHFF

5.3 XHFH AR

BGE X SO B B rwx AR EE R B R RATX A ER T E K, FTUEAR T SUID 5 SGID & #5 7RAX RALH .
SUID: ik 34T 2 M B 38 A B £ AR (O 38 A FAT AR B9 — 90 22 5 A 20

Pehw B A R P AR ABAT R T HR P B8 8 passwd &4, (B8 P & &k F 4 /etc/shadow X H, BRIAMIRE
000 BiFr T A 7 root S BT A L P 48R A & & B4 42 U AR IR, P A%t passwd #4-fm & SUID AR RAL,
LR A PG R ERFAH N S0, B root A F B &0 E % aE 85 X\ 2 shadow X+,
SGID:

i —: AT H W AR A AR A PATAR B — SR B B

24| K t/dev/kmem & — A F AR A M, AT H6H AR F RIS HAE, RRA:

cr—r—— lrootsystem2, 1Feb 112015 kmem

BHNEFHFEATS? BT MU root &4 = system 4K R PR A ETOZXEORIR, EAPXEFEEARZA
W ps HAREFRAHBRS, FUANTLRA P RERRERZERSE R, ps &4 WARY An T SGID i :
-1-xr-sr-x 1 bin system 59346 Feb 11 2015 ps

EAEE AL T T SGIDAXIR, FrUAS A PHATT ps 4, SERARA P A% 2 system o, T = 46 U B 3L
B X~

k= EZEFVAAEN X a AN E KA P4 (R E KR E)

Potm B AT Fe AN [T 8 TR B % 7 T SGID AR IR, 3B BT ABI 2 8y SC 4 40 )3 4 5] By T 1 4, S 7 (8 DL JG oy A 3
chmod w4 A FTB A XX EZHRIK, BAK: " chmod [ZH] MR XHREFKALK

chown # @ T BEAXHREXWTBEELGHIBEA, R h: “chown [S¥] FiEEFBEA XHXEFAK .
chmod & chown 8 &4 HRHLR—H T XU T mEH, BHEXMAT-RET, BKEHFHHIAEXHNE
).

Al T B R34 F GID M IR:

[root@linuxprobe ~]# cd /tmp

[root@linuxprobe tmp]# mkdir testdir
[root@linuxprobe tmp]# Is -ald testdir/
drwxr-xr-x. 2 root root 6 Feb 11 11:50 testdir/
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[root@linuxprobe tmp]# chmod -Rf 777 testdir/
[root@linuxprobe tmp]# chmod -Rf g+s testdir/
[root@linuxprobe tmp]# Is -ald testdir/

drwxrwsrwx. 2 root root 6 Feb 11 11:50 testdir/

14 Z #48 A 7 linuxprobe, 7% B A 2 X4
[root@linuxprobe tmp]# su - linuxprobe

Last login: Wed Feb 11 11:49:16 CST 2015 on pts/0
[linuxprobe@linuxprobe ~|$ cd /tmp/testdir/
[linuxprobe@linuxprobe testdir]$ echo "linuxprobe.com" > test
[linuxprobe@linuxprobe testdir]$ Is -al

total 8

drwxrwsrwx. 2 root root 17 Feb 11 11:50 .

drwxrwxrwt. 18 root root 4096 Feb 11 11:50 ..

-rw-rw---. 1 linuxprobe root 15 Feb 11 11:50 test

SBIT (Sticky Bit): R W& 22 & T, B %4 10 A 6 M kb A S (RO B XA )
— MR AR T I BB A Bk —— B0 T B K WO T, IR B A SOy IE,
ARE L E SBIT AL T, L4840 ¥T DL BRF ZRAT IR AL 2 K Al i
MMELEA P, #ANtmp BX:

[root@linuxprobe tmp]# su - linuxprobe

Last login: Wed Feb 11 12:41:20 CST 2015 on pts/0
[linuxprobe®@linuxprobe ~]$ cd /tmp

EFHEFIRR, REW AR F R AL
[linuxprobe@linuxprobe tmp]$ Is -ald

drwxrwxrwt. 17 root root 4096 Feb 11 13:03.

BUE— XA

[linuxprobe@linuxprobe tmp]$ echo "for test " > test

[linuxprobe@linuxprobe tmp]$ chmod -Rf 777 test

% T XA S F K B AR (rwxrwxrwx, 777)
[linuxprobe@linuxprobe tmp]$ Is -al test

-rwxrwxrwx. 1 linuxprobe linuxprobe 10 Feb 11 12:59 test
k40 3% | 58 A P blackshield 23R M Br % X
[root@linuxprobe tmp]# su - blackshield

Last login: Wed Feb 11 12:41:29 CST 2015 on pts/1
[blackshield@linuxprobe ~]$ cd /tmp
[blackshield@linuxprobe tmp]$ rm test

rm: remove write-protected regular file ‘test’ ?y

rm: cannot remove  ‘test’ : Operation not permitted

M B2 U B 23R R 4R, BT A BEACIRAR TR, {2 B A5 AR A IR SBIT By 4k T AR 44 70 ok i TR 2t AL B9 ST

5.4 X REE %

XA IRER T #5475 SUID. SGID. SBIT sh& 4 — b RBACIR, 40 8 A A IRM IR A X HRE T, HF K
e FA XA AT AR WA, BEEMBR TR X, REFEZXEHRERERKRT
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chattr #- TR EXHHRBERR, RN “chattr [BH] XH” .

5% & A

i W T ik 3 OB AT 7 B SR BB AR AR 8 T SO M T 7 b 3 2 s
a RAFAAE (B A& K% %/M B (Append Only),

S XA A& E e S AR 4 (sync).

s MR AR M B, AR A (A O SR S B 4 AR 4 X 35).
A TR B A SO 9 9 S5 37 9] B T (atime).o

b TR B T 2k B 5 7 BB [

D Ao 25 48 SO B 4R

d LA dump &4 0 B AR A M/ B .

c BRI P 2 B AT R S

u B Rl X E KRR AT P B, FHEEERA.
t X HRRXFRIEI] (tail-merging).

X DA B B9 F] R 48 SCAE B A

Isattr @ T 85 X RBEARR, B Y. “lsattr [BH] XH” .
¥ (!

a LR PR X E

1 PRRER W2 (BOAEE R —NFH),

R WA, Feded HEXTHHAXHRT HF— 4 HE,
d & EARCH N B, ks,

HN—/4 A linuxprobe, § & %~ for Test” ¥ 8 X 4
[root@linuxprobe ~]# echo "for Test" > linuxprobe
ZRA m A MR, FREA:

[root@linuxprobe ~]# rm linuxprobe

rm: remove regular file ‘linuxprobe’ ?y

Pk B A linuxprobe X ff:

[root@linuxprobe ~]# echo "for Test" > linuxprobe

R ATVFE A BB IR (BEMkEHE)
[root@linuxprobe ~]# chattr +a linuxprobe

EREZAMBRACEMA:
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[root@linuxprobe ~]# rm linuxprobe

rm: remove regular file ‘linuxprobe’ ?y

rm: cannot remove  ‘linuxprobe’ : Operation not permitted
i1l 1s 4 76 3% & 2 F Bl B 3t 07

[root@linuxprobe ~]# Is -al linuxprobe

-rw-r--r--. 1 root root 9 Feb 12 11:42 linuxprobe

A lsattr A MEHEET, RAZE KA RBEARK:
[root@linuxprobe ~]# Isattr linuxprobe

_____ a--—---—-- linuxprobe

% Bt linuxprobe XU & By B EAT IR :
[root@localhost ~]# chattr -a linuxprobe

FF % & T linuxprobe X 8 EEA R (EEEHT):
[root@localhost ~]# Isattr linuxprobe

———————————————— linuxprobe

ZRMRZ X (AT RAM R T):
[root@localhost ~]# rm linuxprobe

rm: remove regular file ‘linuxprobe’ ?y

5.5 su #4 5 sudo k%

BERWEEEREBAA PO LA RBEELRIEE THE, IFQEMN TS, SPTTHERNGLEHLRD
AT R, CERAFSNAREEGLSRAREA P A UER, FIARRELA PR B E L 0K, Wl
LR P PATIR AR TR

sum AR TREEMAN S0 IHREHH), B KA. “sul] A4 .

root Al P A P iR E MRS, £RWEFLEF P linuxprobe:

[root@linuxprobe ~]# su linuxprobe

R EEETFERE:

[linuxprobe@linuxprobe root]$ echo $PATH
/usr/local/bin:/usr/local/sbin:/usr/bin:/usr/sbin:/bin:/sbin:/root/bin

LRA PSP FRERA TP EGA T

[linuxprobe@linuxprobe root]$ su root

Password:

HEREAAERERL AP0, FosH” -

[root@linuxprobe ~]# su - linuxprobe

Last login: Mon Aug 24 19:27:09 CST 2015 on pts/0

BREENGLE:

[linuxprobe@linuxprobe ~]$ echo $PATH
/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/home/linuxprobe/.local/bin:/home/linuxprobe/bin
Mosu TR P AR R

[linuxprobe@linuxprobe ~]$ exit

logout

| root Jf Pt &1
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[root@linuxprobe ~]#

sudo 4 M T4 L #H P REFARA K ZREARBEH P4 xR ES, R K. “sudo [BH] #44K”
tHsuRARTERA P RAXENBEEERWHD, EXUEELLRAHAR LWL ALHA, RAEA sudo

A2 7 o AR E W e /R FPATAUR R T 44 38 e L P, B b8 4%, 7 33 £ root B0, REAEMEE sudo

WRETUGENRARA LN LA P EENE, S3FNEN:

ERIEERA P R TR T, RA#DNETHIHRIK,

BBk sudo AF A -

LIR# R P HATIE E 4

2ABF A P AT E — a4

3ME X (Jetc/sudoers) REGEEFWERR P, RIRE ENES 4,

4 B G 5 4 (BRIME) W B A ELLF P E B, E ey E.

sudo @@ W ¥ A S HAFA:
2% 1A
-h B Bz K.
1 I 4R P A AT B
-u A p4 2 UID & bA3E B P 5 AT e
k R Z 2 E, TRHAT sudo B & EHKE DRI,
b & & PATHE R 2
P 8 [F] 5 R B 5B T T

R AR P2 LE A visudo 644 # sudo 127 B E X (/etc/sudoers), visudo 4B {E %
W7k AN P R BB B sudo B E U
X sudo 2 /7B B X IE R AR,
visudo £ Al vi BB KRB RRE X, WREEZHMEN 2404
visudo: >>> /etc/sudoers: syntax error near line 111 <<<
What now?
Options are:
(e)dit sudoers file again
(x)it without saving changes to sudoers file
(Q)uit and save changes to sudoers file (DANGER!)
WEHTURE et “RBERNE, BT x 8 "HEBHFARELTHE Q8 “"BHEHFRY (sudo BFHT
BB 1)
% K —— A linuxprobe Al P ¥ AT Fi @4
A visudo %4 %% sudo /7 WELE X, £F 99 1TH M H AW linuxprobe F P i NER ENIATEE &
CWEH.
HAGAYEM sudo BEHMEN NEREGHTHSLS BEETITHAEIIX
[root@linuxprobe ~]# visudo
linuxprobe ALL=(ALL) ALL
W b E R E SO R F R B W 2 linuxprobe A P
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[root@linuxprobe ~]# su - linuxprobe
Last login: Thu Sep 3 15:12:57 CST 2015 on pts/1

# % linuxprobe A 2 7 LA 7B & sudo ATH a4 (BLAL BT HAT A P B ) :

[linuxprobe®@linuxprobe ~]$ sudo -1
[sudo] password for linuxprobe:

Matching Defaults entries for linuxprobe on this host:

requiretty, lvisiblepw, always_set_home, env_reset, env_keep="COLORS

DISPLAY HOSTNAME HISTSIZE INPUTRC KDEDIR LS_COLORS", env_keep+="MAIL PS1
LC_IDENTIFICATION LC_MEASUREMENT LC_MESSAGES", env_keep+="LC_MONETARY
LC_NAME LC_NUMERIC LC_PAPER LC_TELEPHONE", env_keep+="LC_TIME LC_ALL

LANGUAGE LINGUAS _XKB_CHARSET XAUTHORITY",
secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

4 % linuxprobe A P B HATH & 4LH “FIA" :

User linuxprobe may run the following commands on this host:
(ALL) ALL

A Is %4 & /root B F M AR T IRIEL
[linuxprobe®@linuxprobe ~]$ Is /root

Is: cannot open directory /root: Permission denied

# sudo 4L root A P & 4 AT M IE# 3 Y
[linuxprobe®@linuxprobe ~]$ sudo Is /root

anaconda-ks.cfg Documents initial-setup-ks.cfg Pictures Templates

Desktop Downloads Music Public Videos
LRHF——AX A linuxprobe H /* ) root Hl /* % fd $uAT cat # 4

# Fl visudo 44 %8 sudo 2 7 By B B SCHE, T SE 50 8 5 Bk (8 9917). R B & % 112 473 An A3 linuxprobe

F P R AU root A P B AT cat w4 By S 4L
[root@linuxprobe ~]# visudo

linuxprobe ALL=(root) /bin/cat

]# £ linuxprobe A F:

[root@linuxprobe ~]# su - linuxprobe

Last login: Thu Sep 3 15:51:01 CST 2015 on pts/1

A cat A EH T X HERTARTR:
[linuxprobe@linuxprobe ~|$ cat /etc/shadow

cat: /etc/shadow: Permission denied

A sudo 4 KIEAT cat ®4AJ5ERF T root W IRJEEH Kb

[linuxprobe@linuxprobe ~|$ sudo cat /etc/shadow

root:$6$GV3UVtX4ZGgbygA6$J9pBuPGUSgZslj83jyol 7ThJjla9ZAULku3BcncAYFOOUwk6Sqc4E36MnD 1hLtIG9Q
linuxprobe:$6$1aqSJH8ES4KGQp.7 $NojzuWzxwKvgfufCNSCmYTaaMdiYYWDZwgoV0qgx6/K2ZSQUjby3ImkMvD

LuLlgbkuGsnVp1w.Z7S2kvWjHY6/:16626:0:99999:7:::

LR HF Y —AF linuxprobe A/ LERE H R IATHL, HERBA T L ED R,

A visudo #r4- 44 sudo B 7 W ELE M, KM E RN SHME (B 11247) BERTERTESNSH

linuxprobe ALL=NOPASSWD: ALL
Y# Z linuxprobe A F

[root@linuxprobe ~]# su - linuxprobe

T Z AR
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Last login: Thu Sep 3 15:58:31 CST 2015 on pts/1
[linuxprobe®@linuxprobe ~]$ sudo -k
PAT sudo EF B FEFHRIE:
[linuxprobe@linuxprobe ~]$ sudo ifconfig
eno16777728: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.10.10 netmask 255.255.255.0 broadcast 192.168.10.255
inet6 fe80:20c:29ff:fe9c:6373 prefixlen 64 scopeid 0x20<link>
ether 00:0¢:29:9¢:63:73 txqueuelen 1000 (Ethernet)
RX packets 264 bytes 40883 (39.9 KiB)
RX errors O dropped O overruns O frame O
TX packets 31 bytes 4381 (4.2 KiB)

TX errors O dropped O overruns O carrier O collisions O

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0

inet6 1 prefixlen 128 scopeid Ox10<host>

loop txqueuelen O (Local Loopback)

RX packets 2 bytes 140 (140.0 B)

RX errors O dropped O overruns O frame O

TX packets 2 bytes 140 (140.0 B)

TX errors O dropped O overruns O carrier O collisions O

5.6 X M7 [F =4 7 &

T oA AR KA SE LM cwx AR, FHRR, RERRAEAE—KA P REW, TRA 24 EA
W WA P AT MA IR R, AP 4 30 % 2R SO By 3 9 45 1 71 5% ok SE A,

AT VAT E 8RB R EHATRE ACL, AR ACL k2 BB 4 2 45 H P R P 4134 A XA
BERR. FHWRNENEFRET W FEH R, AT SN 4R 5 g, 8 xR E T i
SR U R FF A% AR b 2R L S g 4 ) SR g

setfacl @ A TR mRH %% ACL N, #RANy: 7 setfacl [ZH] X#” .

% % e A

R )3 (xf B R HEA)
m BE X acl AN
b Ml B& acl AL

getfacl #4 AT B/ XK ACL MW, #RXKy: 7 getfacl XH” .
[root@linuxprobe ~]# getfacl /root

linuxprobe i /* B Tt Jf B % %A 38X root K H F XA K :
[root@linuxprobe ~]# su - linuxprobe

Last login: Sat Mar 21 16:31:19 CST 2015 on pts/0

Y1#: 3| linuxprobe A F
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[linuxprobe®@linuxprobe ~]$ cd /root

-bash: cd: /root: Permission denied

RPN root Al FFE BEFAKT (HAR#FEH):
[linuxprobe@linuxprobe root]$ exit

R E F| root Fl /' JE % & linuxprobe Xf/root A rwx AR
[root@linuxprobe ~]# setfacl -Rm w:linuxprobe:rwx /root
Y1#: 3| linuxprobe A F

[root@linuxprobe ~]# su - linuxprobe

Last login: Sat Mar 21 15:45:03 CST 2015 on pts/1
RN E|/root B K

[linuxprobe®@linuxprobe ~]$ cd /root
[linuxprobe@linuxprobe root]$ Is

anaconda-ks.cfg Downloads Pictures Public

BENERRRE, A 0EEZ AL
[linuxprobe@linuxprobe root]$ cat anaconda-ks.cfg
3R B #| root Fl
[linuxprobe@linuxprobe root]$ exit
Al getfacl & 2| # 52 % T — 4 userlinuxprobe:rwx:
[linuxprobe@linuxprobe ~]# getfacl /root

# file: .

# owner: root

# group: root

user:r-x

user:linuxprobe:rwx

group:r-x

mask:rwx

other::---

AFELER, KTUART TEIR:
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% 6% FhEHGHEXL.

EY AR

AZEH N Linux RAWGEREHIIN, HREEGFHEY. FHaL AN UK AE Udev R4 EEEM S

WLEH MR RN, %KL ext3extdxfs AMFRAFIREHEREL K, BAMUAREREE AFEE
EHR,

THEE SWAP & #:4 X, quota M4 IR sk AL B A, In & G2 H/F 4. RAID #4470, 1. 5% 10). LVM
BHEEEE,

6.1 —HM “/7 Frhe

R — KA Windows™ 81 R F X o B E, RaEHHREED?

EREAZANFECHE N FERAHEN DA F#AN “ (Linux izx2%) " Bxvey “F—F" BF, BEX
Unix RS W H T HE C/D/E/F SAFrh, — V8 XCHAREN “R()" BRIP4 B R % B A7k FHS XA
W M R T TR XA 3 X T A R Al 32

REFR/

|
| L , |

froot /bin [boot Idev I'EL.‘ fhome Jfvar flib Jusr /media fmp ...

IrootiDesktop  froot/Media ...... lusribin  Jusrflib ...

B &M TZHEEHANE, il root. rOOt, Root. rooT £EHRERLFEM ML R, FELKTFRELER
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AHAL().

FEH UMW EF N

EREA BE B S P

/boot FEHUFT & XM —— W T E R TRRE X%

/dev EATRAE G B O WU SCHR X RELE

/etc Fie B

/home RAEEX

/bin BRPEPERTERBHREN L

/lib Fr LA 2| B9 & 2 K& /bin & /sbin T & &4 8 A 8 & $
/sbin FHERE T FEY

/media — R M By R

Jopt WES = H R

/root RREE RN E XK

/srv — Yo 45 IR 4ty 20 HE B R

/tmp ETARTERAN “FF” e B &

/proc M RE, AmRAGAE, #8, AFERERAERASE
/usr/local R P BAT % 3% o A

/usr/sbin FRARTFI FEY R/ A4/ A

/usr/share HEh GV, BB E

/var FTEFHEFE RN XH, E K,

/lost+found BXURAFREERN, BRI RGO BFREXE

BN EEHBRA “BET, INMNEERNRETRIENE, 2 “EXBET 5 HAEBRET
4%, 3%t B 4% (absolute): i1 4R B 5 (/) FF 46 5 A oy B R 3 X4

A x4 # 42 (relative): A8 2t T 4 77 3542 89 5 3%

KR XRR—NEEHARR TR, WA %M BRI k.
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xR HERLTCANKRETE, B ThEHEAINGMKE T EREREN, HwL 34 BIRALE TERD LY,
AAX AR WTE O A
MRV R LI BEAR, LT —ANEAFT LB XA RTEB T, B2 TEHN, wRiwRan
Bk, MLRANEEAFATREGNMB O ABHERENE, ShEAEFEELRHE,

6.2 IR &t a4 AN

EHTENT A TEERET EFRNBERBXTETUARFERTFARFEN A, FHARENEZEXEN "R
K" 4mty, AFE—PRRREEEIRFIEXSAREGEE. BMERAEN 512bytes 41k, 5| FIERXFEL
fl 446bytes, %X %k % 64bytes, MEHLFK— Mo KEEFE 16bytes, A2 FAKT, FEABILK 4 Mo
Xz B7?

64bytes

A

446bytes

NS

FE 2983 ( Master Boot Record ) MBR

e @

N
w X 3

hMtD"

FIAEHANR—RESBER I NMELRM I A RORSG T %, §EIRFRBUAELRMEES K, IHERNR
MUREESERFER S RNERT, SRAXEAZATHANT2E0RF AT 4 4

Linux &P —#HE X, BLAE/ETF T, BREXHRLFH LK, RAAZKEEEESRUdev)4 85
BEG L AR, EBMNTURTEELHFEHEEARNEE UKL KEESE, Udeve—HUFHFHBEHH
RIBATHAN 5 8 WAL K W uevent X3 /dev B F T84 X1,

Udev 2448 W 4% & t # uevent % 2 A 7w Ml B /dev B 3 b Wik & XM, 44 BT

W AT
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CESE 4 AR

IDE #% % /dev/hd[a-d]

SCSI/SATA/U # /dev/sd|a-p]

IR /dev/fd[0-1]

FTEAL /dev/1p[0-15]

A IR /dev/cdrom

BAT /dev/mouse

R AL /dev/st0 2/dev/htO(IDE & 4)

W4 IAR IDE X4&EERD N, Frd—MFEEREHE RN “/dev/sd” FFkth, Ti—&EN LT UH SHAE
#, FHEELH ap kREX 16 AFRMNER (BN a Fio®) EoRESORAHE.

TAREEN L FAHE 48R, #RF ETRELSRET),

BENRNGT 5 FHERF CbTHELBHET).

WAEKAM T /dev/sdab “Rk#H H AR A% & B~

1 &4 /dev B FHHET 1,
23K sd T3k By R L .

345 a foded—MCRI B 4

AR5 RETRERAK,

B KRS REERAT RSN 5 WERA K | WE R e R

6.3 X R4 5 Rl IH

XUEEAGHERRBELRNAX], FRA P RGELEEFRLCH BN, 2R, %, %FX5EH
XM, W% Linux REF XFHFEIH A XHEEERLTHERE, FNHWT:
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Ext3 R—HEHEX B ALARBEREEVNFHAXFERETH T —ZWER, BB EHEN TR EHE, KW
—MEEXHRAAALATE (BHEBZEANTE), YRABFEMERIE 100%TR TRk, BHESRENHENT
NBHEBRIRE TR (BMEH), BT # S UG LU E #3855 2 3 P 0T 3 2
Ext4 ¥ DK N Ext3 WG4 MA, fEA RHEL6 RAAMBAXHEE AL, HXFHERH XHFRALE 1EB

(1EB=1,073,741,824GB Hit#H LR L 8T H ), %4 Extd X1 Z & #%H &4 F block 3k 1E” Extents” %
AT TEERE,
XFS 4 RHEL7 AW X HEE R L, CHEIZEXHEERARANRBERNXNELLAR, FTUREHEKE T
BRI X, B EEMAE B B e B M f B e % D, B B R oK X 18EB i A B B T JLF PR % Ko
HROHEREREF/ AT, FLEET AT EHX MM,

“URMERAT —KKAK EAEANTHEAFTEERY, AEATHETEE k%, ~
EHEW AR REREBNELEN K BRELSK, KEH "B REERAE, REFANE.
EAFEHERENRELEAST, FrU—<ZEHAN super block # “BHME” H& L HIEFEENSXBFRL
WEE, EEFTRHEHELIETAXMARMEFY, EIXFNELRRE “RA", EWE5ENEELRFEF
&, TREMHURRE BHEASLIEFEAE inode table # (A XH#E & F—MEL# inode &£, AR
128bytes), TF#:

SO 7 1E AR IR (read, write,execute)

% S & £ 5 4 (owner,group)

PSR K /D (size)

P B B 2 SO A B BT (ctime)

% SR B 3 Ja — K 9] e 8] (atime)

% S B 15 2L B[] (mtime)

A B 2R A IR (SUID,SGID,SBIT)

% XA ) 352 304 M3t (point)
7 SC B B9 3048 U 4R % 72 block 3% (K/MNFT LR 1K, 2K % 4K), THEWHAF, KA 4K % fl,
Ho—: XHEEBRAD (K, A2RAREH—block, #74# K% 3K,
W= XHEBRA (BK), MH2as EAEA (BK-4K FTH 1K HE & H—4 block).
—/> inode A /M 128bytes (Ext3), {25 —~ block Nl # 4bytes, %5 inode # /i /& 2 Bt — > block
AT EBIBRTAHZRAE LI R E, 2

6.4 HHF LA

HEEBERWRYA P EEERAERRE RS RN, FEEBLES —ANCHEEN B ISR, s “HR” .
mount #AH THEXHZ%E, #RAN: “mount XH AL HEREX” .
ok £ SO 3 “mount /dev/cdrom /media/cdrom” .

5% 1
-a 8T AR ete/fstab W E OBy SO £ S
-t HEXTREHER

R FEWRAL” /dev/sdb2 “E# 2" /backup “HFE, XH#RAN extd, ZWTHEAEA?
AT R4 : mount /dev/sdb2 /backup
RIFF D 2mount A R FERERESHEXEISHHAYT, —RAARELEFFHAMEER X RA~
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A mount A PATHRBREFLHRTUEAZXHRALT, BEEEUAK. WRELERFEREER, KA
ol A S B AR E ks R 5\ 2 /etc/fstab XU

“letc/fstab” AEE XU RAGHBEGEFNE, EHALTEE, FURH root P4 UHEHEE.
HEHRAWT: “RAEXH HHEE BRARE KRBT a4 REL"

B X AN BAE+A R, BFUE UUID %,
HEEF: HrEEHAWER, FHEENCES.
HREB: B E X RAWHER, LIH ext3/extd/xfs/is09660/swap %,
ABET . BN defaults(rw,suid,dev,exec,auto,nouser,async), ¥ 1§ acl 2 quota 4.
B EH 1 WAHEH#ATHA B8, 041 B,
HEL: & AR N1, WTHLZRELEHTRERKE.
FEXEA” /dev/sdb2 “FFALE i E]” /backup “HFE, XHH#HRY extd, HIARMREXFANE#:
E#E#%: “/dev/sdb2 /backup ext4 defaults 0 0" .
YR A SN R E S R BB 1509660, E 4k & KA ELEA LR ENREEA.
umount # 4 THRACLHE RN R A XM, BAN: “umount [HE K/ B A& XH” .
Ut /dev/sdb2 Tk & SO H HEH
[root@linuxprobe ~]# umount /dev/sdb2

6.5 WA kA&

BEWRET —RFNELEREE, ATERD Z2WAAEEZE G e ZRTEANSK, REEAN, REEREA.
AW G xd BT o o B 4 3 & AT K. A R AP R B /newFS B %,
F 1% ARV B mARBGERE LR, % 2% wEHd,
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F 34 BEHEER, % 4% RECIRFTNEA.
%5 % REHMENAN %6 % B AR,

FTF . RIGB MG EH LT R,

% 2 B W HA IR RTH K,
fdisk @4 A TEE#AEL KX, KA N: “fdisk [#H4 K] .
A3 B K “fdisk /dev/sda”

8 1A

m EHELUTANSH
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n TR 4 K

d B EADRE B

1 I A R o K KA
t REFEAND Ky ER

p EEARERRER

w REFEH

q THRAr E BB

{# A fdisk #4*f sdb #E # #4740 X
[root@linuxprobe ~]# fdisk /dev/sdb

Welcome to fdisk (util-linux 2.23.2).

Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Device does not contain a recognized partition table

Building a new DOS disklabel with disk identifier 0x47d24a34.
WG FHApEEARREL (HHHZE)

Command (m for help): p

Disk /dev/sdb: 21.5 GB, 21474836480 bytes, 41943040 sectors
Units = sectors of 1 * 512 =512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

1/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: 0x47d24a34

Device Boot Start End Blocks Id System

BET TR n QRIS KE L

Command (m for help): n

WEFEp, BNMNpRERELRK, e T BAK:

Partition type:

p primary (O primary, O extended, 4 free)

e extended

Select (default p): p

WiEisF | KRAQRHTH 1

Partition number (1-4, default 1): 1

WENRERK, HEEEHT:

First sector (2048-41943039, default 2048):

BAN+2G, REZLKHKRANA 2G:

Using default value 2048

Last sector, +sectors or +size{K,M,G} (2048-41943039, default 41943039): +2G
Partition 1 of type Linux and of size 2 GiB is set

BETARRELCEMT sdbl 2 K1z K):
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Command (m for help): p
Disk /dev/sdb: 21.5 GB, 21474836480 bytes, 41943040 sectors
Units = sectors of 1 * 512 =512 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk label type: dos
Disk identifier: Ox47d24a34
Device Boot Start End Blocks Id System
/dev/sdbl 2048 4196351 2097152 83 Linux
BEFHw, HLERSREARE:
Command (m for help): w
The partition table has been altered!
Calling ioctl() to re-read partition table.
Syncing disks.
UABRF I RELE (WFRRELHRILRRENFERT A FERAT, FLESED:
[root@linuxprobe ~]# partprobe
% 3B AN xfs X% Ko
# Linux 24 F A THR UK &LE mkfs, ©XFFHCHLRA:
cramfs,ext2,ext3,ext4 fat,msdos xfs,btrfs,minix,vfat
R EFEFNEE: " mkfs XHERB ALK “, AwERRLKEY extd, NH4 4" mkfsextd BHLRXLK “,
8 Fl mkfs.xfs Fxt/dev/sdbl #ATH# R
[root@linuxprobe ~]# mkfs.xfs /dev/sdb1

% 4 VR FEARAHE RS /newFS HX,

[root@linuxprobe ~]# mkdir /newFS

[root@linuxprobe ~]# mount /dev/sdb1 /newFS/

FOSFRERRAN G O ERZFER RS

[root@linuxprobe ~]# vim /etc/fstab

/dev/sdb1 /newFsS xfs defaults 0 O

% 6 ¥ BEH XM RGN

AR VR ATIAE BT LR T35 1B /newFS B &R R AR BASHLEIAATHE TMELER KRN GL:
df A TEEHERGEGREMEME, AR h: “df [BH] [XH]” .

EEHREREHEAFEAE: “df -h”

%% |

-a ERHIAN X HRR (B RN
—total JB Bk B

-h ¥ 5t 5 B R 1K 234M,2G

- Je7 i Inode 915 B (BRARBH A L)
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T ERHX M RGEH LR
EEIHFACEHENERELSEEEA FIL

[root@linuxprobe ~]# df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/rhel-root 18G 3.5G 15G 20% /
devtmpfs 905M 0 905M 0% /dev
tmpfs 914M 140K 914M 1% /dev/shm
tmpfs 914M 8.8M 905M 1% /run
tmpfs 914M 0 914M 0% /sys/fs/cgroup
/dev/sr0 3.5G 3.5G 0 100% /media/cdrom
/dev/sdal 497M 119M 379M 24% /boot
/dev/sdb1 2.0G 33M 2.0G 2% /newFS

du AR TEAERBWEAE, BAK: “du [BH] [(XH]” .

EFAR B TP A KT & B:du -sh /

BEH LA EF T AL = Edu -sh *

2% i

-a WA T 4 B R ER SR &,
-C WX R R 8 R E A,
-h 738 5 B R 1K, 234M,26-+
-s R & & A,

BH— L X F 2 K (B0 2 F 2R &)
[root@linuxprobe ~]# cp /etc/* /newFS/

cp: omitting directory
cp: omitting directory
cp: omitting directory
cp: omitting directory

cp: omitting directory

‘/etc/abrt’
‘/etc/alsa’
‘/etc/festival’
‘/etc/yum’

‘/etc/yum.repos.d’

EEINGEREFN S AEEE:
[root@linuxprobe ~]# du -sh /newFS/

1.3M /newFS/

6.6 HmxH#n K

SWAP Bfl x4 K & — # 22 T Windows & 58 i 3L A 7 B 34 e,

F— R R FE R AT RER, AT RN

FARELRGEN, BEH SWAP BERZRAELKEREMNN, ANRELHESIWERNFERRS, —HAFYESL
IR R AR B 4R SWAP,
E 1 oA BN A A0 R ST ok SR I 4,
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%2 % wBuHE,

% 3% wEHEER, % 4% BFECEFNUA
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% 5% RBHEN A, %6 % BB ERE A ARE

T F . RIGB MG IAET| R,

% 2 ¥ R HR BT K

X T A B 4 A K

[root@linuxprobe ~]# fdisk /dev/sdb

Welcome to fdisk (util-linux 2.23.2).

Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Device does not contain a recognized partition table

Building a new DOS disklabel with disk identifier Oxb3d27cel.
k-2 Pr S RS

Command (m for help): n

Partition type:

p primary (0 primary, O extended, 4 free)

e extended

EBHELK:

Select (default p): p

AEEH 1.

Partition number (1-4, default 1): 1

Ao K EERE EF, BRAK 2048 B

First sector (2048-41943039, default 2048):
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Using default value 2048

SRR BL2MA+SG, RELR AN 5G:

Last sector, +sectors or +size{K M,G} (2048-41943039, default 41943039): +5G
Partition 1 of type Linux and of size 5 GiB is set
BraRHEA:

Command (m for help): t

Selected partition 1

EHETRN AR AR

Hex code (type L to list all codes): L

N\ 82 Kk swap 4K :

Hex code (type L to list all codes): 82

Changed type of partition 'Linux’ to 'Linux swap / Solaris’
BREEQREER (BAAEBEE):

Command (m for help): p

Disk /dev/sdb: 21.5 GB, 21474836480 bytes, 41943040 sectors
Units = sectors of 1 * 512 =512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

1/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk label type: dos

Disk identifier: Oxb3d27cel

Device Boot Start End Blocks Id System

/dev/sdb1 2048 10487807 5242880 82 Linux swap / Solaris
REFRENEE:

Command (m for help): w

The partition table has been altered!

Calling ioctl() to re-read partition table.

Syncing disks.

UAREAF2EREE (WP BRRELARE R REHHERTA FERT, FLESED:

[root@linuxprobe ~]# partprobe

H sdbl o KA ALK swap £ A
[root@linuxprobe ~]# mkswap /dev/sdb1

Setting up swapspace version 1, size = 5242876 KiB
no label, UUID=2972f9cb-17f0-4113-84c6-c64b97c40c75
EH LU A FEA BRI, SWAP K/K 2047:
[root@linuxprobe ~]# free -m

total used free shared buffers cached

Mem: 1483 782 701 9 0 254

-/+ buffers/cache: 526 957

Swap: 2047 0 2047

# sdbl B SWAP 2 X 5 A :

[root@linuxprobe ~]# swapon /dev/sdb1
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BREELIMARKANFEA BRI (H SWAP % 7167m):

[root@linuxprobe ~]# free -m

total used free shared buffers cached
Mem: 1483 785 697 9 0 254

-/+ buffers/cache: 530 953

Swap: 7167 0 7167

BE N TG B 314 # % SWAP 2 K 34
[root@linuxprobe ~]# vim /etc/fstab
/dev/sdb1 swap swap defaults O O

6.7 #EE A

1988 4 By A A48 B I K 18 A 1% K R By X R 2|3 € X T RAID, %44 CPU & 84 4F T 42 7 30%-50% {7 4 X
R T%, HHHEERNITENERME NI, FENTHAEENRRBTRFEBEERLINT TR E AL,
RAID #2413 A& %" redundant array of Inexpensive disks “Bf % W8 41, T IAMW T XE” Redundant
Array oflndependent Disks “BF sz oy #% 4 241, 4 H 2 B b B8 W B HOR U B mfr i ik & WAk &, RAID % L
#4144 0. 1. 570 10:

RAIDO:FEEDFH B (&) &, TUHRWREEANEEIELE, ERAHENTRATHEEEEA,

WERBEERBIFE G IO T ABRE—R, Ry —MAHEE, BEERAGNEENER T, IHEERLBRA
I, (EEEE RN EA R LW SR BB,
RAID1:FEE DRk (2)E 4, TUARKREHEIRGZ2EMTEENE, ERAHNRET.
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LR KREHIEENEM LA TS — RN B WA E A RFER X, AP RN BT RARERIEH
WVORW TN, REEA-—MFERETLA —HERLTUER, BLEFELTLER, BARFNEETRES, B
A B RPHLE I T2, ERAIABH o, #EFAERA 50%,
RAIDS: % E £ D =5k (8) % &, FMF MR, HERLMHEFRA,

RAID 5

parity across disks

N — |
SEEER
block 4¢

e E

tw EE BT parity” P RENEEMFE LSRN FERBEE CrELMFELENEE), UHENFERRE L
ERIEHAEN L4, RAIDS FUEMEFERFRIBNFERREL, TEAREAEL N HE L,

EHELET - AMNEREBRAT URFE LML T ERRE RS RELZHNN HE, MRORE, FWT 6
MRk, BIELL MM AR, TUEER RAIDO 5§ RAIDL W+ 7 %,

RAIDIO:FEZ b WH (&) B, FRREMZLAN, ERARE.

274 7 RAIDO itk 5 RAID] %4, RAIDI X ERHET TAEHWIEF], T RAIDO N 6 5t & W 5 471,

B Ay AR, — R TR R G 24 o B

mdadm &4 T4 8 & 3k #F RAID & 5], 4 R & - mdadm [# K] <RAID %4 4 > [TH] [&R R %44 K] .
mdadm % 3 RAID W5 i 5h ¥ 4

£ #r 1E A
Assemble F % A AN B DLRT 2 X8y [ 7]
Build B 7 — A% A A R o 1 7

Create BlE—ANFHET, HFMEEEFHIE,
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Manage

Misc

Follow or Monitor

Grow
mdadm % # RAID [ 5|t 5 34

5%

MY 4RAIDIO R ERE:
F 1 ABEPN P EFR 4 AE L

& HE I B (Jn 5 mAn ] R

AVFRA T B MR A HTERE (WELEEFD.

Bk,

KA T A ERRAHKE,

&

A0 % 4 A AR

HEREHE

16 raid &5

il

Erai

B A T

BB A&

Ak %

EEMERE

EHEFEEE

& 1L 7]
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% 2 ¥4 Al mdadm #4 €& RAID10,£#% %" /dev/md0” ,
CRROIERE, v ETARDTE, -ayesith® RAID £, -n /2| WHEEAN%, -1 Z% L RAID WA TG E S
B A N\ T B o B A A R
[root@linuxprobe ~]#mdadm -Cv /dev/mdO -a yes -n 4 -1 10 /dev/sdb /dev/sdc /dev/sdd /dev/sde
mdadm: layout defaults to n2
mdadm: layout defaults to n2
mdadm: chunk size defaults to 512K
mdadm: size set to 20954624K
mdadm: Defaulting to version 1.2 metadata
mdadm: array /dev/mdO started.
% 3T B AMHHERMER
¥ RAID 7 4 [ 5|45 Xt 4 extd # X
[root@linuxprobe ~]# mkfs.ext4 /dev/mdO
mke2fs 1.42.9 (28-Dec-2013)
Filesystem label=
OS type: Linux
Block size=4096 (log=2)
Fragment size=4096 (log=2)
Stride=128 blocks, Stripe width=256 blocks
2621440 inodes, 10477312 blocks
523865 blocks (5.00%) reserved for the super user
First data block=0
Maximum filesystem blocks=2157969408
320 block groups
32768 blocks per group, 32768 fragments per group
8192 inodes per group
Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208,
4096000, 7962624
Allocating group tables: done
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Writing inode tables: done
Creating journal (32768 blocks): done
Writing superblocks and filesystem accounting information: done
AlEERE R
[root@linuxprobe ~]# mkdir /RAID
HAT X R G ER:
[root@linuxprobe ~]# mount /dev/mdO /RAID
EEHMBEREL:
[root@linuxprobe ~]# df -h
Filesystem Size Used Avail Use% Mounted on
/dev/mapper/rhel-root 18G 3.0G 15G 17% /
devtmpfs 905M 0 905M 0% /dev
tmpfs 914M 84K 914M 1% /dev/shm
tmpfs 914M 8.9M 905M 1% /run
tmpfs 914M 0 914M 0% /sys/fs/cgroup
/dev/sr0 3.5G 3.5G 0 100% /media/cdrom
/dev/sdal 497M 119M 379M 24% /boot
/dev/mdO 40G 49M 38G 1% /RAID
Kl EFEREERENER FRKAER:
[root@linuxprobe ~]# echo "/dev/mdO /RAID ext4 defaults O 0" >> /etc/fstab
% 4 ¥:#&%/dev/mdO % £ K
% #-D &% RAID M7 Wi 4fs &
[root@linuxprobe ~]# mdadm -D /dev/mdO
/dev/mdO:
Version : 1.2
Creation Time : Tue May 5 07:43:26 2015
Raid Level : raid10
Array Size : 41909248 (39.97 GiB 42.92 GB)
Used Dev Size : 20954624 (19.98 GiB 21.46 GB)
Raid Devices : 4
Total Devices : 4
Persistence : Superblock is persistent
Update Time : Tue May 5 07:46:59 2015
State : clean
Active Devices : 4
Working Devices : 4
Failed Devices : O
Spare Devices : O
Layout : near=2
Chunk Size : 512K
Name : localhost.localdomain:O (local to host localhost.localdomain)
UUID : cc9a87d4:1e89e175:5383e1e8:a78ecb2¢
Events: 17

Number Major Minor RaidDevice State
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0 8 16 0 active sync /dev/sdb

1 8 32 1 active sync /dev/sdc

2 8 48 2 active sync /dev/sdd

3 8 64 3 active sync /dev/sde
% 5 B ABA 1 B &0 I
A mdadm #-f 2306 /dev/sdb # Ui 1 51 .
[root@linuxprobe ~]# mdadm /dev/mdO -f /dev/sdb
mdadm: set /dev/sdb faulty in /dev/md0O
A THEF R A (R /dev/sdb REBEEB R, KR A):
[root@linuxprobe ~]# mdadm -D /dev/mdO

/dev/md0:

Version : 1.2

Creation Time : Fri May 8 08:11:00 2015

Raid Level : raid10

Array Size : 41909248 (39.97 GiB 42.92 GB)

Used Dev Size : 20954624 (19.98 GiB 21.46 GB)

Raid Devices : 4

Total Devices : 4

Persistence : Superblock is persistent

Update Time : Fri May 8 08:27:18 2015

State : clean, degraded

Active Devices : 3

Working Devices : 3

Failed Devices : 1

Spare Devices : O

Layout : near=2

Chunk Size : 512K

Name : linuxprobe.com:0 (local to host linuxprobe.com)

UUID : f2993bbd:99¢1eb63:bd6 1d4d4:3f06c¢3b0

Events: 21

Number Major Minor RaidDevice State

0 0 0 O removed

1 8 32 1 active sync /dev/sdc

2 8 48 2 active sync /dev/sdd

3 8 64 3 active sync /dev/sde

0 8 16 - faulty /dev/sdb
% 6 ¥ HIF 5 KA I A
B % RAID10 %A ft4 £ — 41 RAID1 4 v F 7 — /MRS T A om (L, BT AR AR T DA IE 3 9 61 2 = M| Bk X1~
LA AT B B AL IR ot 78, S AT DAL AR 4 sdb R Z A E B EHAT © mdadm /dev/mdO -a /dev/sdb” .
F T REARE R
RERRT —ANEAE? 25 ARFEAERFE 4L IAHEEF TR MI O atE, IFERT2 BT HFE?
fdmAn 46 1€ RAIDS M7 B HHele T 4 RA4E, H o | R RA A T A7 Lot S 3R et B sh 8 b &, AR
Seeri A A G

[root@linuxprobe ~]# umount /dev/mdO
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B L ZMEFRI R A, HREEA:

[root@linuxprobe ~]# mdadm -S /dev/mdO

mdadm: stopped /dev/mdO

AEZEFN CERTE T :

[root@linuxprobe ~]# mdadm -D /dev/mdO

mdadm: cannot open /dev/mdO: No such file or directory
A% RAIDS 1 E 1 Sk & sk it

[root@linuxprobe ~]# mdadm -Cv /dev/mdO -n 3 -15 -x 1 /dev/sdb /dev/sdc /dev/sdd /dev/sde
mdadm: layout defaults to left-symmetric

mdadm: layout defaults to left-symmetric

mdadm: chunk size defaults to 512K

mdadm: /dev/sdb appears to be part of a raid array:
level=raid10 devices=4 ctime=Fri May 8 08:11:00 2015
mdadm: /dev/sdc appears to be part of a raid array:
level=raid10 devices=4 ctime=Fri May 8 08:11:00 2015
mdadm: /dev/sdd appears to be part of a raid array:
level=raid10 devices=4 ctime=Fri May 8 08:11:00 2015
mdadm: /dev/sde appears to be part of a raid array:
level=raid10 devices=4 ctime=Fri May 8 08:11:00 2015
mdadm: size set to 20954624K

A FERANy, FOAGRIET]:

Continue creating array? y

mdadm: Defaulting to version 1.2 metadata

mdadm: array /dev/mdO started.

#F T 5| 8y7% 4015 8 (Spare Devices &N 1):
[root@linuxprobe ~]# mdadm -D /dev/mdO

/dev/mdoO:

Version : 1.2

Creation Time : Fri May 8 09:20:35 2015

Raid Level : raid5

Array Size : 41909248 (39.97 GiB 42.92 GB)

Used Dev Size : 20954624 (19.98 GiB 21.46 GB)

Raid Devices : 3

Total Devices : 4

Persistence : Superblock is persistent

Update Time : Fri May 8 09:22:22 2015

State : clean

Active Devices : 3

Working Devices : 4

Failed Devices : O

Spare Devices : 1

Layout : left-symmetric

Chunk Size : 512K

Name : linuxprobe.com:0 (local to host linuxprobe.com)
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UUID : 44b1a152:3f1809d3:1d234916:4ac70481
Events: 18

Number Major Minor RaidDevice State

0 8 16 0 active sync /dev/sdb

1 8 32 1 active sync /dev/sdc

4 8 48 2 active sync /dev/sdd

3 8 64 - spare /dev/sde

WS X extd R4

[root@linuxprobe ~]# mkfs.ext4 /dev/mdO

mke2fs 1.42.9 (28-Dec-2013)

Filesystem label=

OS type: Linux

Block size=4096 (log=2)

Fragment size=4096 (log=2)

Stride=128 blocks, Stripe width=256 blocks
2621440 inodes, 10477312 blocks

523865 blocks (5.00%) reserved for the super user
First data block=0

Maximum filesystem blocks=2157969408

320 block groups

32768 blocks per group, 32768 fragments per group
8192 inodes per group

Superblock backups stored on blocks:

32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208,

4096000, 7962624

Allocating group tables: done

Writing inode tables: done

Creating journal (32768 blocks): done

Writing superblocks and filesystem accounting information: done
W A R0 E X BT fstab XX, FTUIET U EEAHH:
[root@linuxprobe ~]# mount -a

K /dev/sdb B A& B N I A 5
[root@linuxprobe ~]# mdadm /dev/mdO -f /dev/sdb
mdadm: set /dev/sdb faulty in /dev/md0O

FRE TR NG R (LR sde EEWH L£T7):
[root@linuxprobe ~]# mdadm -D /dev/mdO

/dev/mdoO:

Version : 1.2

Creation Time : Fri May 8 09:20:35 2015

Raid Level : raid5

Array Size : 41909248 (39.97 GiB 42.92 GB)

Used Dev Size : 20954624 (19.98 GiB 21.46 GB)

Raid Devices : 3

Total Devices : 4



% 115 7T
{Linux FL1ZIX 4 %)  HTTP://www.linuxprobe.com

Persistence : Superblock is persistent

Update Time : Fri May 8 09:23:51 2015

State : active, degraded, recovering

Active Devices : 2

Working Devices : 3

Failed Devices : 1

Spare Devices : 1

Layout : left-symmetric

Chunk Size : 512K

Rebuild Status : 0% complete

Name : linuxprobe.com:O (local to host linuxprobe.com)
UUID : 44b1a152:3f1809d3:1d234916:4ac70481
Events: 21

Number Major Minor RaidDevice State

3 8 64 0 spare rebuilding /dev/sde

1 8 32 1 active sync /dev/sdc

4 8 48 2 active sync /dev/sdd

0 8 16 - faulty /dev/sdb

6.8 BHAEHE

YH FARGEEREATES SRR, BAFREN, 222 2FE “REH" R, REFE,
BHEECESNRE#FEOR G XHRAEZ AR MHERE, RE- I HENEL, ERETELTULAERE#ERAE, A
LI R RE A TE, XBELETK, U RHEL7 24 4808 A 7 LVM(Logical Volume Manager) L #.

VG (&)
[ﬁi PV ($B%) PV (24 ]

REE ] """ RRE
] ]

|LV (RIEH) | |ﬁW’\
%K (PV,Physical Volume): #ANE 8% & s fE F fdisk 42 L #4 K,
% # (VGVolume Group) D E—ANEEAMESE (PV) 4Ry EL
##4& (LVLogical Volume) : A& (VG) Wm#E|H 8 = KA TRIZXH A%, KA @ PEHMRE,
A% (PEPhysical Extent) ik % 4MB #y 3t A3k,

ot/ A PR 3R % 4 g3 BHEEE
Hi pvscan vgscan lvscan

#ar pvcreate vgcreate lvcreate
bidaN pvdisplay vgdisplay Ivdisplay
il pvremove vgremove Ivremove

¥R vgextend Ivextend
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BN F ARZE—ANERN 150M WEHE vo, #HBAMK XFS K 2|/mnt/xfs,
1B EEVNN PRI | ARG EEE LT H %2 % wEEAL,

®3F wFHAER, % 4% wECIEWEA

% 5% REHEHKAN, % 6% BBy E A A M,
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FTF: RGBT EHINAET| R,

% 2 ¥ AlE—ANKAN 300M B2 KX (sdbl) A4 K lvm:
A A sdb #HAT A K

[root@linuxprobe ~]# fdisk /dev/sdb

Device does not contain a recognized partition table
A2 e 2 X

Command (m for help): n

AR N ELK:

Partition type:

p primary (0 primary, O extended, 4 free)

e extended

Select (default p): p

AREZH 1

Partition number (1-4, default 1): 1

HEES “+300M" B £ KA/ 300M # 4 X
First sector (2048-41943039, default 2048):
Using default value 2048

Last sector, +sectors or +size{K,M,G} (2048-41943039, default 41943039): +300M
Partition 1 of type Linux and of size 300 MiB is set
EETARELR:

Command (m for help): p

Device Boot Start End Blocks Id System

/dev/sdbl 2048 616447 307200 83 Linux
Brha X KA

Command (m for help): t

Selected partition 1

BE A REEE N Ivm (R E 8e):

Hex code (type L to list all codes): 8e

Changed type of partition 'Linux’ to 'Linux LVM’
BETARER:

Command (m for help): p

Device Boot Start End Blocks Id System
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/dev/sdbl 2048 309247 153600 8e Linux LVM
FIIAEIR, BEAFRRER:

Command (m for help): w

The partition table has been altered!

Calling ioctl() to re-read partition table.

Syncing disks.

UAERFFEEE WFRRERARILERENEAT A FEHAT, FLEHED:

[root@linuxprobe ~]# partprobe

% 3 %8 A LVM Al vo HE I H XA extd # R
KR o Kk 8y W34

[root@linuxprobe ~]# pvcreate /dev/sdbl

Physical volume "/dev/sdb1" successfully created
M EE & N 4

[root@linuxprobe ~]# vgcreate rhesa /dev/sdbl
Volume group "rhcsa" successfully created
EHEHEARER:

[root@linuxprobe ~]# vgdisplay

--- Volume group ---

VG Size 296.00 MiB

PE Size 4.00 MiB

Total PE 74

Alloc PE / Size 0/ 0

Free PE / Size 74 / 296.00 MiB

VG UUID 8hLPQU-Tc6f-PMsa-4tq5-iTOp-vSbl-sOafqG
E KN 37 A PE i 4% (37*4AMIB & 148M):
[root@linuxprobe ~]# lvcreate -n vo -1 37 rhcsa
Logical volume "vo" created

HRMK extd:

[root@linuxprobe ~]# mkfs.ext4 /dev/rhcsa/vo
Writing superblocks and filesystem accounting information: done
R~ 4 K /rhesa ty B A THAZEHE,
[root@linuxprobe ~]# mkdir /rhcsa

HEHEE LR AL

[root@linuxprobe ~]# mount /dev/rhcsa/vo /rhesa
HHEERE L (thesa-vo X 140M ZAFEIE):
[root@linuxprobe ~]# df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/rhel-root 18G 3.0G 15G 17% /
devtmpfs 905M 0 905M 0% /dev

tmpfs 914M 140K 914M 1% /dev/shm

tmpfs 914M 8.9M 905M 1% /run

tmpfs 914M 0 914M 0% /sys/fs/cgroup

/dev/sdal 497M 119M 379M 24% /boot

/dev/sr0 3.5G 3.5G 0 100% /run/media/root/RHEL-7.0 Server.x86_64
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/dev/mapper/rhcsa-vo 140M 1.6M 128M 2% /rhcsa

BB % B: H EALR Y HEHRE vo FEY K2 290M,
B LVM #ATHE, —EZEHH:

[root@linuxprobe ~]# umount /rhcsa

WE /&Y E| 290M:

[root@linuxprobe ~]# lvextend -L 290M /dev/rhcsa/vo
Rounding size to boundary between physical extents: 292.00 MiB
Extending logical volume vo to 292.00 MiB

Logical volume vo successfully resized

teEHgTEE EEEHEE:

[root@linuxprobe ~]# e2fsck -f /dev/rhcsa/vo

/dev/rhcsa/vo: 11/38000 files (0.0% non-contiguous), 10453/151552 blocks\
[root@linuxprobe ~]# resize2fs /dev/rhcsa/vo

Resizing the filesystem on /dev/rhesa/vo to 299008 (1k) blocks.
The filesystem on /dev/rhcsa/vo is now 299008 blocks long.
EHHEEREHAR A

[root@linuxprobe ~]# mount /dev/rhcsa/vo /rhesa

FEHEHBAGL (FWMEBHEKRNETN 279M):

[root@linuxprobe ~]# df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/rhel-root 18G 3.0G 15G 17% /

devtmpfs 905M 0 905M 0% /dev

tmpfs 914M 140K 914M 1% /dev/shm

tmpfs 914M 8.9M 905M 1% /run

tmpfs 914M 0 914M 0% /sys/fs/cgroup

/dev/sdal 497M 119M 379M 24% /boot

/dev/sr0 3.5G 3.5G 0 100% /run/media/root/RHEL-7.0 Server.x86_64
/dev/mapper/rhcsa-vo 279M 2.1M 259M 1% /rhcsa

BB C: i EANLR PR EHES vo HEBEAE 120M.
RS R G

[root@linuxprobe ~]# umount /rhcsa

2 SO R G e

[root@linuxprobe ~]# e2fsck -f /dev/rhcsa/vo

e2fsck 1.42.9 (28-Dec-2013)

Pass 1: Checking inodes, blocks, and sizes

Pass 2: Checking directory structure

Pass 3: Checking directory connectivity

Pass 4: Checking reference counts

Pass 5: Checking group summary information

/dev/rhcsa/vo: 11/74000 files (0.0% non-contiguous), 15507/299008 blocks
22 48 %5 W9/ 2| 120M:

[root@linuxprobe ~]# resize2fs /dev/rhcsa/vo 120M

resize2fs 1.42.9 (28-Dec-2013)

Resizing the filesystem on /dev/rhcsa/vo to 122880 (1k) blocks.
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The filesystem on /dev/rhcsa/vo is now 122880 blocks long.
A Ivreduce @44 X AL E A 120M:
[root@linuxprobe ~]# lvreduce -L 120M /dev/rhcsa/vo
WARNING: Reducing active logical volume to 120.00 MiB
THIS MAY DESTROY YOUR DATA (filesystem etc.)
Do you really want to reduce vo? [y/n]:y
Reducing logical volume vo to 120.00 MiB
Logical volume vo successfully resized
EHEHMF AL
[root@linuxprobe ~]# mount /dev/rhcsa/vo /rhesa
EEHBGL, EBHLETLEMK 113M):
[root@linuxprobe ~]# df -h
Filesystem Size Used Avail Use% Mounted on
/dev/mapper/rhel-root 18G 3.7G 14G 21% /
devtmpfs 734M O 734M 0% /dev
tmpfs 742M 140K 742M 1% /dev/shm
tmpfs 742M 8.8M 734M 2% /run
tmpfs 742M 0 742M 0% /sys/fs/cgroup
/dev/sr0 3.5G 3.5G 0 100% /media/cdrom
/dev/sdal 497M 119M 379M 24% /boot
/dev/mapper/rhcsa-vo 113M 1.6M 103M 2% /rhcsa
BB % D f A 2 458t B oh e
LVM By % 4 th f o e 7] DA B 36 0 Bl R b &, AR SRR R .
EEFEBREFMEL (FELIT296M, TA 120M, F4 196M):
[root@linuxprobe ~]# vgdisplay

--- Volume group ---

VG Name rhcsa

System ID

Format lvm2

Metadata Areas 1

Metadata Sequence No 4

VG Access read/write

VG Status resizable

MAXLVO

Open LV 1

Max PV O

Cur PV 1

ActPV 1

VG Size 296.00 MiB

PE Size 4.00 MiB

Total PE 74

Alloc PE / Size 30 / 120.00 MiB

Free PE / Size 44 / 176.00 MiB

VG UUID QxBS5f-beVv-FJnu-GKyu-UWWE-]S8x-ytiAN9
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AR 46 St BAN—ATXF:

[root@linuxprobe ~]# echo "Welcome to Linuxprobe.com" > /rhcsa/readme.txt
[root@linuxprobe ~]# Is /rhcsa

lost+found readme.txt

*t rhesa % 418 vo E A& — 4 kA SNAP i A/ 150M By 3% 45 5 te FR
[root@linuxprobe ~]# lvcreate -L 150M -s -n SNAP /dev/rhcsa/vo

Rounding up size to full physical extent 152.00 MiB

Reducing COW size 152.00 MiB down to maximum usable size 124.00 MiB.
Logical volume "SNAP" created

EEEHEERBNER:

[root@linuxprobe ~]# lvs

LV VG Attr LSize Pool Origin Data% Move Log Cpy%Sync Convert

SNAP rhcsa swi-a-s--- 124.00m vo 0.01

vo rhcsa owi-aos--- 120.00m

root rhel -wi-ao-—- 17.51g

swap rhel -wi-ao---- 2.00g

% 8% P Al — A 100M B UHF

[root@linuxprobe ~]# dd if=/dev/zero of=/rhcsa/files count=1 bs=100M
1+0 records in

1+0 records out

104857600 bytes (105 MB) copied, 1.31474 s, 79.8 MB/s
HRETEHSRBEERE:

[root@linuxprobe ~]# lvs

LV VG Attr LSize Pool Origin Data% Move Log Cpy%Sync Convert

SNAP rhcsa swi-a-s--- 124.00m vo 89.76

vo rhecsa owi-aos--- 120.00m

root rhel -wi-ao---- 17.51g

swap rhel -wi-ao---- 2.00g

B SO R G
[root@linuxprobe ~]# umount /rhcsa
W4 SNAP 3% %8 3% e B iy 25

[root@linuxprobe ~]# lvconvert --merge /dev/rhcsa/SNAP
Merging of volume SNAP started.

vo: Merged: 18.2%

vo: Merged: 100.0%

Merge of snapshot into logical volume vo has finished.
Logical volume "SNAP" successfully removed

B RKR—RERWE B M B

[root@linuxprobe ~]# lvs

LV VG Attr LSize Pool Origin Data% Move Log Cpy%Sync Convert
vo rhesa -wi-a----- 120.00m

root rhel -wi-ao---- 17.51g

swap rhel -wi-ao---- 2.00
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EHERXMFAL:

[root@linuxprobe ~]# mount /dev/rhcsa/vo /rhesa

AR XA, ERIRIEIZE 100M K XH#FERT :
[root@linuxprobe ~]# Is /rhcsa

lost+found readme.txt

6.9 #i# A B

WHENBETHE G X Unix ARV RITESRILFSZA-RER, SESWEERR, ELFEHHTELESHR
8, wREAMNDNEIRF AR R GERTREY, BL2FEEZEAEE - RSP SHENE, KR FE quota REH
BEMNAENA P REATUEAGEREZE, —ERETERTHFAFRITEA.,

quota #y a4 B &1 VT LU IR % P AR S VT R B SR KR X 4E, P XA R/ IRFIB XA
BRRF S LB RRF H2RTA P, EAVFAPENEHRA R,

BRE G LBFERA S RTA P, HREL LR P HEE,

T H W2 E S quota T e

[root@linuxprobe ~]# dmesg | grep quota

[ 3.140241] VFS: Disk quotas dquot_6.5.2

#E quota BF R ET LA KE:

[root@linuxprobe ~]# rpm -q quota

quota-4.01-11.el7.x86_64

# % boot B F &% X quota 7 (noquota F 7 # B X #) :

[root@linuxprobe ~]# mount | grep boot

/dev/sdal on /boot type xfs (rw,relatime,seclabel,attr2,inode64,noquota)

it/boot H 5 X+ quota 3 fk:

[root@linuxprobe ~]# vim /etc/fstab

UUID=6e97ef8f-51f1-4781-8f1c-0acb9f631b32 /boot xfs defaults,uquota 0 O

EVER NS &

[root@linuxprobe ~]# reboot

#% boot H &% X F quota # # (usrquota &7 &4 X )

[root@linuxprobe Desktop]# mount | grep boot

/dev/sdal on /boot type xfs (rw,relatime,seclabel,attr2,inode64,usrquota)

R BT quota LIB A~ tom:

[root@linuxprobe ~]# useradd tom

FEAV LA P 2t /boot HFENXHRE:

[root@linuxprobe ~]# chmod -Rf o+w /boot

xfs_quota -4 Hl T XFS X# R %W quota EAHWH, HRAN: “quota [H] BB XHREL” .

¥ 1

-c WA AR RS BT Rk B EHATH 2
P RERTRMEE LHETFLER, BRIAK xfs_quota.

X LR, #B%X quota RES A FMEE.
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£ Al xfs_quota %4 X tom A P 7 /boot B KW #ARH, EARERWT:

A quota & KM X IR s LA RFH 3m. B A RE N 6m. XU IRFE A 3 MEXHERE A 6 1
[root@linuxprobe ~]# xfs_quota -x -¢ limit bsoft=3m bhard=6m isoft=3 ihard=6 tom’ /boot

BRI Y 7 /boot H F L8 quota FL 41 IR #:

[root@linuxprobe ~]# xfs_quota -x -c report /boot

User quota on /boot (/dev/sdal) Blocks

User ID Used Soft Hard Warn/Grace

root 95084 0 0 00 [------- ]

tom 0 3072 6144 00 [---—---- ]

Y#HZE tom Bl

[root@linuxprobe ~]# su - tom

EHARET —A K 5M B S

[tom@linuxprobe ~|$ dd if=/dev/zero of=/boot/tom bs=5M count=1
1+0 records in

1+0 records out

5242880 bytes (5.2 MB) copied, 0.123966 s, 42.3 MB/s

A7 8M UHF B ERHI 4k R T

[tom@linuxprobe ~|$ dd if=/dev/zero of=/boot/tom bs=8M count=1
dd: error writing ‘/boot/tom’ : Disk quota exceeded

1+0 records in

0+0 records out

6291456 bytes (6.3 MB) copied, 0.0201593 s, 312 MB/s

EFH YA P quota R (BrEHRAL Ei#):
[tom@linuxprobe ~]$ quota

Disk quotas for user tom (uid 1001):

Filesystem blocks quota limit grace files quota limit grace
/dev/sdal 6144* 3072 6144 6days 1 36

edquota 4 A FAEA P LA P 1 quota BB H, # A h: “edquota [BH#] [H F]” .

¥ R

-u 48 R P8 LRI L
-g S8 P 4 B TR IR A
T 1T RPC X 4 48 A2 B9 L 4

Y% tom BV EL AR, KA A RHE KA 8m(8192K):
[root@linuxprobe ~]# edquota -u tom

Disk quotas for user tom (uid 1001):

Filesystem blocks soft hard inodes soft hard

/dev/sdal 6144 30728192136

Y#HZE tom Bl F:

[root@linuxprobe ~]# su - tom

Last login: Mon Sep 7 16:43:12 CST 2015 on pts/0
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FRAIZ Sm By X R LHERAT

[tom@linuxprobe ~|$ dd if=/dev/zero of=/boot/tom bs=8M count=1
1+0 records in

1+0 records out

8388608 bytes (8.4 MB) copied, 0.0268044 s, 313 MB/s

6.10 EMXH AL

METENZRAHRETER T RSO XHRR, HTHEAPEERREA X FAXCRENELLEM,, T
% Linux ARPHREENRAFRZFRET — M XH

% %t # O (VFS Virtual File System), 3% £ gt %% 1 4 — ¢

EANEUXH R G HATREL, FERXBERAE

VES TRAT B CABfmy, FRRNAEDFE

AEHER “XUEREHE—HRE"

6.11 B 5 Nk

7 Linux 248 In &4 B 45E A P AU M AR TR R R B SO i 7 X, —REEER L

B4k (hard Link) 77 AR M 5 — A “45 B B 46 X inode Wi 384t , RGN CLATAMILH inode 5§ X#, i
S bR PHRE R XA G AR XA SR E A X, REAFAE. TEFHm—MEEE, %X inode %
YW A 1, HEZ XA inode F 84T 0 A4 RA1RM Bro B skt B 22 5 4 5L 1T 8 & 48 1 B SC#F inode B9
Todt, BUAEJR 4 SCHF RO B KR T DB IS B IR 1], (ER T RE IS SCHF R L F R i B % Xt

RN A58 (symbolic link) Bl (B &€ RERHE XM HEESL" Bl ab O E T 807 DU R
BRG, (LR SCHRM R HEE X R, B Winodw™ By “Hededr X7 .

In w4 R TRIEEEXH, B . “In[®EH] BEA” .

BB “In X4 #EL"

Bl “Ins Xtr4d HEL”

¥ A

-s A5 (BN )
£ 8 ] G 2 XA B R

- B AT 68 1]

v iAllpe %o kug

*t/etc B FMH —AN4 K etc WK EE,

[root@linuxprobe ~]# In -s /etc etc
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ATER, KTUANRE FEIL:
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% 7 % Iptables 5 Firewalld 7 X 3%,

EY R

414 RHEL7 % % B4 A firewalld fi 4 %R 7 iptables fR 4, #1 # B7 K 3 3 6 4 firewall-cmd 5 B {t T & firewall-config,
AFEFRTFRAAGKIEER, EF AN 50k 7 5 rxt H AL i€, SNAT/SDAT HA. kO X UK A EIEE LH,
FHHF 3 iptables &4 5 firewalld i 4, E#7# T Tcp_wrappers 7 X 34/ ¥, B 2B B BT RIE R %5 R A %2,

71 THHKIEEET R

W7 K 3 B A R SR A 2B B o B TR AR SR X AP B R AT, AR W ZE 8RR, 7K
B EBE— NN R T AN RN, B EHR AP — AN Ak, T KA g
PRI T RIEHAE, 1F R E R DREHHy, AL G RO AP RRAAB N R, HRWHREF.

#2148 RHEL7 24 # firewalld JR%- 8K T iptables Bk 45, {2447 LU{E A iptables 4 5k & 32 /y # 8 netfilter,
P T HM Linux R AR FR¥ 322008 RHELS R A8 334Kk 9, RAHM firewalld RF £ i IKM, THe
A% #T# Firewalld A2 — K T/, H X #HHh2 A @i, {83 5 Iptables |k %5 Firewalld R 4 #5F
REEWEE KR, CMNBRRARZXGXKERAN N “BFXEEHETH” , JFe AN EAR T
netfilter Bf W 438 &R, AW EELIFTKIEhal, UL EREANNER R EL KN, MREE
AFE P iptables 4 5 firewalld MR 4 801 B 7 3 AP B B 711, AW B & THET R A AMAZTITH,

7.2 Iptables 44

iptables %4 A FAlZ H4ELJ€ 5 NAT AN, FRH Linux RLE#4 BAE A iptables @4, EHSHK S AN
SRS AR X LB 24

72.1 AN g

7 iptables &4 F % B HEaT 08 S 2B HAE A 09 S o A, K SN A R — N
ER RPN KT IARE RGN, K AU LA — A 4
i 3| SR 4 T E R
PR AN A K,
fBRXA BT T RIL R %L, RINFELKFITTL (iptables) X% (BN RUERATHEN, FRTEHEART
ReMy B, e AT, “RIET, “E4”, “FEM”, A2 iptables &4 U F LAy A A A A
ACCEPT: £ ¥ 11
LOGILF HE R AREHE T —4AN %L ITE.
REJECTHE 4 # 3%, 20 E it & 4 2%
DROP:# # % 7, 1 4 Y (H [E S
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# & REJECT #n DROP Wi 6 #5244 S48 454, E REJECT 2 HE A —4 “EMEEREKE, ERHIET” .,
# 3¢ ping #4 W K REJECT ¥4 & XA :

[root@localhost ~]# ping -c 2 192.168.10.10

PING 192.168.10.10 (192.168.10.10) 56(84) bytes of data.

From 192.168.10.10 icmp_seq=1 Destination Port Unreachable

From 192.168.10.10 icmp_seq=2 Destination Port Unreachable
--- 192.168.10.10 ping statistics ---

2 packets transmitted, O received, +2 errors, 100% packet loss, time 3002ms

e 2R & DROP W 7 F o j
[root@localhost ~]# ping -c 4 192.168.10.10
PING 192.168.10.10 (192.168.10.10) 56(84) bytes of data.

--- 192.168.10.10 ping statistics ---
4 packets transmitted, O received, 100% packet loss, time 3000ms
17 A0 00 e U 4 4 A 3 St B L B R T AT 4 2K
PREROUTING:7£ # AT ¥ iy 2 4% 71 AL 2 #4562
INPUT:AL N\ 35 8 #1482
OUTPUT: 4L 22 i 3k # #4562
FORWARD:4t 32 #% % ) #4586,
POSTROUTING: 7 #4T B 1 4 % f5 A0 3 45
Iptables & AN & 2 F T A NANE, AULERARRVPRAH, 62 N ERZ R EHIELQAN, TRZ R
BT LA, A4 LA B R B A S AL,
raw R € & B A% B G HAT R SRR
mangle &4 $ 4 & 1% BARIE
nat B R HEL T HIE, EAT [P Mk om0
filter & :#h & = T HATZHEE (LI

— e E

E1=HN
E2EHR
EaEHR

INPUT &

FORWARD &
OUTPUT &

I % W % J& W ¥ :raw—>mangle—nat—filter

A 4 o 2 )5 W
3% Wi i :PREROUTING—INPUT
3% Wi ¥ :OUTPUT—POSTROUTING
# % Wi ¥ :PREROUTING—FORWARD—POSTROUTING

AAEZREBTFER:
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13 45 = AL & W BR A 4% filter 5%,
2. 7745 R AL 4 T 45 3k 0 BT AR B AL U

AAM 4+ EEAN iRk E, TEREEE (LOG AWM BN, # & Im TN 4 8 BRAR S 4L E,

722 AW GASK

iptables 4 A T8 22 b7 X 35 00 AL S, AR b

“iptables [-t &4] ®H [#4] [&F4] [ BFHEXE] .

FAbHBE RET JLF PR ¥ F ) iptables %, WRIEAERERR, AHRERT, FRERFI THMAEHFEAL:

2%

-I num

-D num

SR E A
0 MF4#K
P

—dport num

--Sport num

EHTHHAN:

& H

% & B\ % ¥&:iptables -P INPUT (DROP|ACCEPT)
B A

AN 4

A HU 4 B R R AN AL

7 A 4k oy Sk EP A F AL

Tl B3 3 — A AL

IS S sk Rk IP/MASK, X 51" &R Brax A IP 4b,
VST E A 3tk

I i Ak X R B R S\ B B4

I i Ak X Rk B 97 A B B4

5B #X,2 tep,udp,icmp

S B ARG H 5

TG e, 3K 9 3y 1 5

[root@linuxprobe ~]# iptables -L

R A WA

[root@linuxprobe ~]# iptables -F
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H INPUT 4 8 BRI\ S0 0 B o dE 4

% INPUT #BRAM N B HELE, RNTFEFALFHAN Kk,

TSR B R LBk B SR R, WUF R AT WAV AL s, A E AL AR R R, 4B A HAE
[root@linuxprobe ~]# iptables -P INPUT DROP

AT AW ping ¥tk

[root@linuxprobe ~]# iptables -I INPUT -p icmp -j ACCEPT

7 INPUT S0 K RARN — AN, AVFHTA RS A0 7o e b oy Bt

B b BOAFLI R filter, FTULE BT -tfilter “—RAMTE, BRE—HH,
[root@linuxprobe ~]# iptables -t filter -A INPUT -j ACCEPT

L T S

[root@linuxprobe ~]# iptables -D INPUT 2

BAEH LEEET iptables W EASHK, A4k E XA 4L

BB % A AR 8T 192.168.10.0/24 Bty Hl P B ANLE ssh K5

Iptables f7 K3 &% R F RRAN, &— 2 ZRIE “AF ANRE “E4L” AN LHE,
[root@linuxprobe ~]# iptables -I INPUT -s 192.168.10.0/24 -p tcp --dport 22 -j ACCEPT
[root@linuxprobe ~]# iptables -A INPUT -p tcp --dport 22 -j REJECT

BN G B A AT R P37 FIAALEY 12345 3 H

[root@linuxprobe ~]# iptables -I INPUT -p tcp --dport 12345 -j REJECT

[root@linuxprobe ~]# iptables -I INPUT -p udp --dport 12345 -j REJECT

MBLE CEEER)ELEMA PN enol6777736 “F+iF FAM http R %8 HiE 4.
% % [rootlinuxprobe ~]# iptables -I INPUT -i eno16777736 -p tcp --dport 80 -j REJECT
B % D25 A P9 F www.my 133t.org.

[root@linuxprobe ~]# iptables -l FORWARD -d www.my133t.org -j DROP

MY S E:45 0F 1P 33k 2 192.168.10.10 By A 7 EF

[root@linuxprobe ~]# iptables -I FORWARD -s 192.168.10.10 -j DROP

iptables &4 #AT & By AL oA L AT A 2%, E R ERE B RARFEANFHRAT” service iptables save “,

7.2.3 SNAT & DNAT

SNAT B M #E PR, Rk ZAWHA PBE— SR E W, Mo T IP FREZ 8 8, #ERER.
Bl A1k 37 1] (Linux 38323 2 %) R T, gt R 8 ad K b oy B R 54 (e B 4Bl 48) #ATH SNAT 44,

(FR P RBWkE LR ET)


http://www.my133t.org/
http://www.my133t.org/
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(B R SNAT B A, BFrideE W 4B AERFH 192.168.10.10 X & EH, KFEEH MWK

(HfEH T SNAT st # %R, REBELEEBRARSEEK, FLXLAMBH A EN. )
AEFER 192.168.10.0 “WEH AW IP Fl F ET ik #%E AR E RO IP A" 111.196.211.212 “, XF—%k
W IP A P st A X AN IP R T, iptables By K 3% BN ¥ 523 SNAT b # 4%, RTEFRGLSWT:

TR HAREMEN, SERAFRIEEE LR RRE, SRARTHLEFTRAEY IP ik, MLEWNXIP EELHELH?
A AP TP 3k 7 R e B W UL ER o 6 F) MASQUERADE (3 A4 %) 648 & 50 B9 - 3R 50 P 33k oF 00 4 w7 E# 8948 M 1P M3k
iptables -t nat -A POSTROUTING -s 192.168.10.0/24 -j MASQUERADE

DNAT B B bk #2 3oR, T ge 4%k 4 W 1P R 7 7 18] R 3 W 9 7 B o 45 25 o

(TLBR W v By 2 P AL T Y ik B ol 3 4D

(DNAT # B W45 et #2)
NEFLEHFWIWEFHIFTFEZEI AR 192.168.10.6 “X &R EM RSN EN, BLARFEMNARE LEBTXELEHS:
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724 wmu¥RERENE

S 11 % K s 6 7 DAKE IR A 3 33 1 # a0, 4% KB 3 i o1

firewall-cmd --permanent --zone=< X 3> --add-forward-port=port=<J# 3 2 5 >:proto=< i >:toport=< B 473 I & >toaddr=< E 47 [P 313>
HiF 19 192.168.10.10 £ 888 3 My R R E 22 3 11 :

[root@linuxprobe ~]# firewall-cmd --permanent --zone=public --add-forward-
port=port=888:proto=tcp:toport=22:toaddr=192.168.10.10

success

R & P ALE ssh &4 7 192.168.10.10 EAL4y 888 3 :

[root@linuxprobe ~]# ssh -p 888 192.168.10.10

The authenticity of host '[192.168.10.10]:888 ([192.168.10.10]:888)’ can't be established.

ECDSA key fingerprint is b8:25:88:89:5¢:05:b6:dd:ef:76:63:ff:1a:54:02:1a.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '[192.168.10.10]:888’ (ECDSA) to the list of known hosts.

root@192.168.10.10's password:

Last login: Sun Jul 19 21:43:48 2015 from 192.168.10.10

AOREHERARCREG ANRA, tnld— & EAE N ML AR5, KFARESREANT 3 6 FRKEN L,
iptables -A PREROUTING -i ethO -p tcp --dport 80 -m state --state NEW -m nth --counter O --every 3 --packet O -

j DNAT --to-destination 192.168.10.10:80

iptables -A PREROUTING -i ethO -p tcp --dport 80 -m state --state NEW -m nth --counter O --every 3 --packet O -

j DNAT --to-destination 192.168.10.11:80

iptables -A PREROUTING -i ethO -p tcp --dport 80 -m state --state NEW -m nth --counter O --every 3 --packet O -

j DNAT --to-destination 192.168.10.12:80

7.3 Firewalld 7 X 3

Firewalld Mk % 2 21 1§ RHEL7 R 40 BROA 8y 07Ok 838 TR, 45 R R0 247 W E 5 A X W 65 H i 4 L F3h S E 4

K “zone” WX H I HMA, #FEHAITE firewall-config = X A% # T £ firewall-cmd, T %% # 49 %]~

73.1 REMAEEA

W oK I W 46 X3 e LT W EBEMTREER, ROV UARE T E 78 XA FE W firewalld KK, KRN A
X 3 BRI AN 5 g
trusted ~ AFHAWHEEL,

home 1B AN BAE A, B AE 5 % B H 4R A48 % 52 ssh,mdns,ipp-client,samba-client 5 dhcpv6-client At 41 415,
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internal %[ home X%

work EALRANGHIEE, TG R 85I G4 X RE sshipp-client &5 dhepv6-client 4 £15,
public AW AL, FRIFL % E HAE A X 2R sshdhepv6-client 4 U A1,

external AELRAWHAE L, BRIEG MR EHE QA X RE ssh RN v

dmz ELRNNBIRE, WG4 HIEEA K R ssh B A iF,

block ELRNNERE, BESHERERB X,

drop ELRNGHEL, RESHEREHECHX,
RV EN AP FREE T LERAUNE S, BAT YRGS R WL B HF &N ANEE S, T A KT public,

732 FHREEIL

WREBEEGRNREZ S KK, Boah—ERFIFHEETE firewallemd o4 #@5H0H

%% !

—get-default-zone 1 BN B X34 AR,

—-set-default-zone=< X 3 % #> RE BN K, KA EH.

_get-zones BRTANEE,

—get-services BT X RS

—get-active-zones B S A E A KRG WK 4 A

--add-source= R IET O IP 2T W B9 I & = 18 4 R B X
—remove-source= THHE I TP T M 8y 5 8 9 A0 2 K.
--add-interface=<P & 4 > Kok B % W 0 BT A I B AR 1) AN IR
--change-interface=<[¥ & % #7> KENFF G KK B,

~list-all BTUMERE W FRES K, TR, W0 UEKREFE R
~list-all-zones ERHARRG R FRES K, HE, HOURRSEER.
—-add-service=</Rk %% > KB BRAR AN LIRS WA E.

—-add-port=<3 & 5 /> R BRA K B A% OB R
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--remove-service=</R %% > BB R KA E AT ZREW R E.
--remove-port=<3 & &/ #il> RVFBOA KT AV ZH DR,
--reload ik RAER” WEEAN LA AR, EE LW,

HE R T B B R firewalld A A W R AU KR EILK, LHFERBEL:

RunTime: % ] E £ £ % 1,

Permanent:7k A & % #,
YT LI AR A AR RARR N, SARAT” —reload “BHEL I AN, TUNEEREHEN
EH YA XK

[root@linuxprobe ~]# firewall-cmd --get-default-zone

public

#H# enol16777728 WKty X

[root@linuxprobe ~]# firewall-cmd --get-zone-of-interface=eno 16777728
public

4 public ¥4 %1% # ssh 5 http 4% EH A :

[root@linuxprobe ~]# firewall-cmd --zone=public --query-service=ssh

yes

[root@linuxprobe ~]# firewall-cmd --zone=public --query-service=http

no
HEBRAAN KN dmz:

[root@linuxprobe ~]# firewall-cmd --set-default-zone=dmz
b “ARAER” WRE XL A%
[root@linuxprobe ~]# firewall-cmd --reload

success

B/ XA R RRIAER, BT HrA W 4

BRI RE B E 22 L A Mg, — VRS HEREBRBIEL, L0, EHHEA.
[root@linuxprobe ~]# firewall-cmd --panic-on

success

[root@linuxprobe ~]# firewall-cmd --panic-off

success

WRECE Y T LEM LTS W firewall-omd By 5B A, T K 2K 5%k T 8 H AL SR L
BB 4 A: A https 4% E# it public K3, ERLHAKHAKXAXK:
FriE— AR R E W ARG KA B ANIEFK:

[root@linuxprobe ~]# firewall-cmd --zone=public --add-service=https

[root@linuxprobe ~]# firewall-cmd --permanent --zone=public --add-service=https

0k SR B AR A B AR R B BGEE

[root@linuxprobe ~]# firewall-cmd --permanent --zone=public --add-service=https
[root@linuxprobe ~]# firewall-cmd --reload

B % B A F AV http K% E# 1 public K3, BRI AR HKR £
[root@linuxprobe ~]# firewall-cmd --permanent --zone=public --remove-service=http

success
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& %% “ —reload “ibK A & W B E S L BT A

[root@linuxprobe ~]# firewall-cmd --reload

success

BB % C:ATF 8080 5 8081 3 1 3 it public K%, SCHIARKHAKX AE3K:
[root@linuxprobe ~]# firewall-cmd --permanent --zone=public --add-port=8080-8081/tcp
[root@linuxprobe ~]# firewall-cmd --reload

BB % D:EFBEYLE C W BRI B3 1R E R

[root@linuxprobe ~]# firewall-cmd --zone=public --list-ports

8080-8081/tcp

[root@linuxprobe ~]# firewall-cmd --permanent --zone=public --list-ports

8080-8081/tcp

BB B enol6777728 WK KRB K K external, 54
[root@linuxprobe ~]# firewall-cmd --permanent --zone=external --change-interface=eno 16777728
success

[root@linuxprobe ~]# firewall-cmd --get-zone-of-interface=eno 16777728

public

HARBEFFEANATHEFE TIWAR S ER ERAERNZH], THTAEBKRET.
P LH FREFHN, #4 192.168.10.0/24 M B A 3 ] ssh K4

firewalld 409 B AN A T R4 swo, HR#TEFANRE, ANHREZRE.

[root@linuxprobe ~]# firewall-cmd --permanent --zone=public --add-rich-rule="rule family="ipv4"

address="192.168.10.0/24" service name="ssh" reject" success

733 BAWERTE

AT firewall-config %4 B 7 & 2| firewalld 8y f7 K EE W A EFETH, EWREKX, TURARSEFH
firewalld B7 X 3 E A& 3 T B R & iH

O IWAER K" EEERAER “WE.

source

T,
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@:K#H7%.

O % 7%,

@: LT oy K

OF & are-1:1)CX

©: kP X H B3O,

DA P X 5

@A 6 o K 3 11 4% K

@A F KB ICMP A,

O 26 o KB & AN

A F KB F k&

@A T KRG RS, TEAVHER AT

®):firewalld B7 X 3% 89 4k &

i & firewall-config M A EE TR b {7 fF/ k¥, REBERRERK.
AV EAEN I htp RS, RYUWMAE%K:

AR AL 15 8080-8088 six 1 H#E B EKA A :

TRtk ohte, ERERAERK:
firewalld F7 K 3 8 0 3% 0 it S2 I 36 & SNAT R, BLA M PR SAEA P PR E 8 T WA P 3k,
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H 1 AL 888 3ig H By R R EAMNM 22 3 0 HE B FRA £ %

FHWPTA” echo-reply” # ICMP Pl X By, X YH 4 %:
ICMP BJ 7 Bt W #5448 X 1" Internet Control Message Protocol “, J3J&F TCP/IP Wil ik, +ZH T4 W 4 [
REMERE, TNRET R, BEZETHENERS, HFFRATERA P HHE,
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AV 192.168.10.20 EHL3F M AN 1234 30, YA AEK:
EANKRELEEmMS., EiFmi AN us, 4hxtEMRS. EMNMA. H0 BERTHAN K, RELKE.

EHEWFRAREL:

firewall-config I EHE T RAMNER LR, REEREZLNWKGAWA BB LAER, REANLEEHLT,
HETHEPEGEEERA, AAHSERNEHFHEREGKENEN—RER AT RN, TRHAXKRE
HEITEXRENEETELARA UM,

7.4 PR A 5 5%

Tcp_wrappers (Bl Transmission Control Protocol(TCP)Wrappers) & — 2 3t F IP 2 # ACL 17 [7] 3 #| 7 & i & 542
B, CRBRERT EAMI G AN RS EFHRAFRELAN, BHIAXBRELLHEN, RAK2ELE
REAN, R AN EBRATRE, HELAN P RN EHEL, TR R ASSET,

A4 #:/etc/hosts.allow

1644 #./etc/hosts.deny

€ B i oy AL S

Fp o RA Pl R BB P B AR

B—FEA 192.168.10.10 IP k% 192.168.10.10 B 4L,
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e M 192.168.10.

€ M B 192.168.10.0/255.255.255.0
15 % DNS J& 4t linuxprobe.com

I EA4 K boss linuxprobe.com

16 A B P ALL

W4 R A 192.168.10.0/24 W Beify £ ML LG F AAL# httpd K4

% B R VFAL

[root@linuxprobe ~]# vim /etc/hosts.allow
httpd:192.168.10.

16 4 5t P A By AL

[root@linuxprobe ~]# vim /etc/hosts.deny
httpd:*

AFLER, KTUART TEIL:

IP &% 192.168.10.0/24 # E L.
IP &% 192.168.10.0/24 # 4L,
% DNS J& 4t 4 linuxprobe.com ¥ £ 4L
E 44 #HH boss linuxprobe.com # £ L,

B ENABEEEN,
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% 8 & {#/f ssh M4 T EH,

£ AR

414 RHEL7 R AK R A BB F P #BAEN T systemd, H sytemctl 4 # 4 T REEHE G S, BHHHRK,

# A EH nmtui #ALRER K55 FIESHREHIE, EH nmcli 2 EF W FE EAEA ss 4 FH R4 Bom IRA.
FEIRT sshd A E 7 B F AR B NS HMER, SERET 5T B ML DU A screen R4k AR 2 36 1 F 407

8.1 #& 5 M4

8.1.1 #ikfhite

Linux #1F % 4 FF ALt A2 % 56 K BIOS Fr#h—#t\” Boot Loader “—im# W #— W 8w t— B sh i et &2,
MR NHBRENRRE —NHE, CFEZRBXNWELTE, HA P REEEN TIENR,
2148 RHEL7 £ A B A2 &#%H T KA XA F W46 L34 System V init, F E R KA 2H 840342 systemd.
bt #t A2 systemd A T H KBS IH, PR ERE T LAHRFA. BH systemd ELRIAE T ¥, E—
BRI

" A& 1:E 1% Lennart Poettering 3R T 401, LHM R ZH LRITK,

o AE 2:systemd (U F 7 linux & 4% F3E47, #%F 7 BSD A F.

rhAE 344 T W syslogd. udev. cgroup %% B4 T, FEHO R B LR,

" AE 445 A systemd J& RHEL7 2R UAK, 5HXHEXF S, HEXATT!
Tt G anttd, BEAZINE RHEL7 £ 4 ## T systemd, B & inittab ¥ EE T FHRMEA, WkHT "SR XM
Linux %6 30 P EMA BN TE—ARERXH R AT XH0 K, BoERHBRSFEHME, LT
ML ER— AN 2T (Unit), 247 T nfs AR 4 8y 70 L B SCHE
[root@linuxprobe ~]# cat /etc/systemd/system/nfs.target.wants/nfs-lock.service
[Unit]
Description=NFS file locking service.
//% 7% rpebind fk %56 A nfs 4B 3687 E 42 4T,

Requires=rpcbind.service network.target

After=network.target named.service rpchind.service

Before=remote-fs-pre.target

[Service]

Type=forking

StandardError=syslog+console
EnvironmentFile=-/etc/sysconfig/nfs

/1) 3 nfs A1 FEHATH &2
ExecStartPre=/usr/libexec/nfs-utils/scripts/nfs-lock preconfig
/18 %h nfs Bk 5B 8y o 495 %

ExecStart=/sbin/rpc.statd $STATDARG

# Make sure lockd's ports are reset
ExecStopPost=-/sbin/sysctl -w fs.nfs.nlm_tcpport=0 fs.nfs.nlm_udpport=0
[Install]
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WantedBy=nfs.target

Yo H B TR 7E 418 RHEL7 & % ¥ systemd A~ HAF(target) “R#F 7T “BATEHN” T AMREA.

Sysvinit 4T % 4| Systemd H 474 ¢ e

0 runlevelO.target, poweroff.target KA

1 runlevel | target, rescue.target B PAEX

2 runlevel2.target, multi-user.target %FT4HA 3

3 runlevel3.target, multi-user.target EZiba:b e N
4 runlevel4 target, multi-user.target %FT4HA 3

5 runlevel5 target, graphical.target ZRAFPHERRE
6 runlevel6.target, reboot.target £V

emergency emergency.target % & Shell

KBRAHEBTRAEEN “FRF, TEBEX :

[root@linuxprobe ~]# In -sf /lib/systemd/system/multi-user.target /etc/systemd/system/default.target
KB ZTRANBE KN “HRAER”

[root@linuxprobe ~]# In -sf /lib/systemd/system/graphical.target /etc/systemd/system/default.target

8.12 THMH

At F 2 3] 1t 401 RHELG A 4 5 €. %4 3 B # fl service. chkconfig &4 5k & F2 2 40 IR 4 09 33 7T fk A0 19 — B A ]
7, WAELE RHEL7 A% F RS0 44 2" systemetl “, 1B 7k A BAEE, RATRM T L,
systemctl ¥R R LW E. EH. Bk, EE. EERAKHA:

Sysvinit %4 (4L #§ RHEL6 # %) Systemctl %4 (£ RHEL7 % %) 1 H

service foo start systemctl start foo.service B 5 i %
service foo restart systemctl restart foo.service 2R RS
service foo stop systemctl stop foo.service & 1k %

service foo reload systemctl reload foo.service EHBERECH CFLERS)
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service foo status systemctl status foo.service EEHERSWAS

systemctl R E RS WA Zh. TR, EELLNTRE BARSH &L

Sysvinit %4 (411§ RHEL6 % %) Systemctl %4 (£c1§ RHEL7 % 4) i

chkconfig foo on systemctl enable foo.service FHLE B 5

chkconfig foo off systemctl disable foo.service FHF 8 30 )2 5

chkconfig foo systemctl is-enabled foo.service EENERFREATFAE R
chkconfig —list systemctl list-unit-files --type=service EHENEA T RE 88 30 5 2R R

813 EMKREGEH#RE

Linux R LT HAETEFIFS L HHE, WREVLGENEECN, LA TRAANERRL RE#BEER
5 M AR BRA:
R(ZEAT): EAEAT RA AT 7| F F 45,
S(P )RR, EEFEMFHNT KRB IR T,
DR H B7): 4k B 2 5 A BEFu R W 247, #BAMERFEEA PHT K &
Z(fEZ)HREL L, EHBEHREFE, E3 R waitd() R %R BB K.
T:(# 1) :# 22 45 | SIGSTOP, SIGSTP, SIGTIN, SIGTOU 1z 5 J& & 1L & 47
ps AR TEEZR AT HARRE, BAN: “ps[BH]” .
EHH#E HRA: “ps -aux”
BRI RN HRE R ps -aux | grep #HE4”

USER PID %CPU 9%MEM VSZ RSS TTY STAT  START TIME COMMAND

#HEN # B ZEE WNEL ENAFE SAWER KA # B HEIHW IREA #LEKS5
prE®  IDEF  ERAER AR HE(RE AFEEREL Zw KA e 18] CPU #W B S%

% KB) % KB) Ie]
5% 1A
-a DRARHE (BFEL0HFH)

-u P UREMFERRE E
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X IR 1 | L AR

top A THNHBRWES 5 RAERRK, AN “top” .
ENtop AT HNERFEET, TATULAKE “BARE Windows EHEHEE" , BAFENEE:
RO W AT REEERERIE R, T|&RIREAT I
FVAMAKRE, BTHE, BEAFAHK RARR (DK 1 24, 504, 15 240 TFHHE).,
F2 TR EH, BATH, BRPH, SN, BFW,
F3MAPERATR, RENKERIR, AEIRERWHE, TRETR, S/RENAHKHE,
WATHIE S CPU R H U E A L RE R, flan” 99.21d” EREH 99.2%4H CPU ¥ iF E£ & W #,
FAMHENERLE, FHE, SRE, EIARZFENATE.
FH5MENNFLE, FHE, SHE, CHRAMRNAFHHE.
HEHEERPES T AN RBHFEHRE L, X TF:
PID:# % ID &
USER:3#t 42 ty F A 4
PR:AE £
NIt &% (RERTHREZER)
VIRT:E MW F R &
RES:AI3E W (£ F &
SHR-EZ W FAA
SHBRA (EXFARED
%CPU:3z & 2 B L & 2+ 1L
%MEM: 4 7 8 5 i & 4 L
TIME+ £ 8 CPU # B |2 (4% 1/100 #)
COMMAND:#4 4 #¢
pidof &4 R F&E W ¥EMF R WL PID#E, HRA: “pidof [BH] [BFLK]” .
#1" sshd” #7428 PID f£:” pidof sshd”
kill #r4 T4 XA PID S e, #RAh: “kill [Z#] [#4 PID 51" .
B2 #k PID J 4674 342" kill -9 4674"
OHFH” 9" RERBHLLECICKILL), wERFEFAH—MESTSYE, EFLHWEHAT” kil 17
killall 4 A T4 L EAMF R 4 KRG AR, A4 “killall [Z8] [#ELK]” .
Kok 4# AT sshd” By#EA:” killall sshd”
EAMGFET— M4 B RETHNELEY, TUERALER" Culic *, XHFGANBRE LM REBL L,
BEA—MTEE" Crlez “, ERERAHHEYE (WBERABEERTWEEE), LARERLAHLL
XA RASEE K E TP jobs.txt FEm—F S
[root@linuxprobe ~]# (while true ;do echo -n " working " >> ~/jobs.txt;sleep 1 ;done;)
HB R EE X HRAN R
[root@linuxprobe ~]# tail -f ~/jobs.txt
BRI RR” Ctrl+z” , ¥ 3 jobs. bg f fg # 4
FIEPATE N4
[root@linuxprobe ~]# (while true ;do echo -n " working " >> ~/jobs.txt;sleep 1 ;done;)
PA— HEWFNFH:
[root@linuxprobe ~]# tail -f ~/jobs.txt
B ctrlvz “JF, EAHAWBEPEET (BN E R EYEE N E):

[root@linuxprobe ~]# (while true ;do echo -n " working " >> ~/jobs.txt;sleep 1 ;done;)
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N

[1]+ Stopped ( while true; do

echo -n " working " >> ~/jobs.txt; sleep 1;

done)

HH jobs w4 UEF B TR 5 6 BATH BMH#A:

[root@linuxprobe ~]# jobs

[1]+ Stopped ( while true; do

echo -n " working " >> ~/jobs.txt; sleep 1;

done)

ZATbg WAIUF MR FAENAT, AEB T RA-MHE, FUEMTHS, TEBANN bgl ™
[root@linuxprobe ~]# bg

[1]+ ( while true; do

echo -n " working " >> ~/jobs.txt; sleep 1;

done)

BT g RAWE B R BEABN 6, BFKREEF, WHETURELLH ctrlee "
[root@linuxprobe ~]# fg

(while true; do

echo -n " working " >> ~/jobs.txt; sleep 1;

done )&

HUGAEPRTRHE I HELG LREEL, PHAKNBXLERANSLT, WHETUAEXFSFEH M
N & REFEMAN—TFRPTEZR AR EER EPT TREEEHE, TEEETH),

82 MEWFHEN%

82.1 MER k5%

ASLBRTEER 6 ENUENKRTR, 25 %:

E A F BIER S IP H#ut
A HE 4118 RHEL7 #1E A 4 192.168.10.10
wREMN 4148 RHEL7 #4F 2 4 192.168.10.20

AEARBE sshd RH5 207, RN AREAMEN G TR ENZ B HAEZT U LARRS, THEF I Vim FiEE
WETFERITFFXE, AREAEDY TARRENL, BHRE—HN,
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1% #fTH4 “nmtui” . F2¥. BERHBEHFF,
#3F4: HHEFNFEL. % 4% BHAKRWIPv4 RETULE R F 3.

% 5% #i Ipv4 B E T4 0 1 (Show). %6 % HEAIPHIAURE,
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%7 ¥ W T EHW(OK). %8 WM BEE EHERE,
%9¥: BREAMFERERLT, % 10 ¥ &HEHFZAE.
%11 % IR R B %12 % #ENR,

% 13 % EEA nmeul' TERE E104 FE S %W+ E X% E " ONBOOT=yes',
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BEHBERS REE XM FEEARMENHAT” ping 192.168.10.20 “kLMMALEEELERE X 4,

822 TEHEW K E

nmcli 2 —H BT ERNREN LN TR, ERRNEFNFELIMERS:
EEWNFHRERL:

[root@linuxprobe ~]# nmcli connection show

NAME (¥ k4 %) UUID (" —3R 5 #) TYPE (F+2£#) DEVICE (&%)
enol6777736 13756690-ac77-b776-4fc1-f5535cee6f16 802-3-ethernet enol6777736
EEWRHEERA:
[root@linuxprobe ~]# nmcli device status
DEVICE (4 TYPE (£A) STATE CH#&) CONNECTION (%#:)
enol6777736 ethernet connected enol6777736
lo loopback unmanaged -

WRBENFIXAE" enol6777736 “HyiFafz &, RFEHAT" nmcli con show enol6777736 , 15 K A0 L% 404 |
HTINFEXHTHELAN S LEAR TR, Fladd Linux FALERTEIEAL, L5230 E TERZES
€ 1P i3k, Wi BB 2| K2 DHCP 4B IP Mk, XBERRKEEHMMM, FARNTURESANANF21E, £F
El8FHAHERTUNT, BEAWFRBRELTA M2 ERHEREAN.

BATHT AN F B 2E M #” company “AFX ZHaiE#” house “, WWHETHR, AAERE!

B 41, Z4% % connection(£3E),add (A fr 3 1E) con-name (& 3& 4 #%) type (W + £ &) ifname (M & 4 #F) :
[root@linuxprobe ~]# nmcli connection add con-name company type ethernet ifname eno16777736

Connection ‘company’ (3a6677a8-59b0-4c8a-ae 15-2a9f3e502f33) successfully added.

W R i

[root@linuxprobe ~]# nmcli connection add con-name house ifname eno 16777736 autoconnect no type ethernet
ip4 192.168.10.10/24 gw4 192.168.10.1

Connection "house’ (03f366a3-04b6-4545-a996-f10d7bffbf64) successfully added.

BRERRWE:

[root@linuxprobe ~]# nmcli connection up house
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EELXHENEL:

[root@linuxprobe ~]# nmcli connection show
NAME (4% %) UUID (& —#RR4F)
house 03f366a3-04b6-4545-a996-f10d7bffbf64
company 3a6677a8-59b0-4c8a-ae15-2a9f3e502f33
enol6777736 13756690-ac77-b776-4fc1-f5535cee6f16

TYPE (F-F%A)

802-3-ethernet

802-3-ethernet

802-3-ethernet

A nmcli H AR ERBENSERERS L B REN A FREXH, EBERAFH

8.2.3 HEFHM *

DEVICE (&4

enol6777736

BATT LK W S S0 e te, TS RE W TR R L b — 5 M F AR, T2k F % T2,

% 1 A WAL BN i — 3k W K

Gt BALRE, BB R PRAIE 3 S P I oy 242 4 2 A0 400 A T Yy

EERRAFNAR:
[root@linuxprobe ~]# ifconfig | grep flags

enol6777728: flags=4163>UP,BROADCAST RUNNING MULTICAST> mtu 1500
en033554968: flags=4163>UP,BROADCAST RUNNING MULTICAST> mtu 1500

E2FWENEHS %
wEE 1 WK H MK, WEFKAH bondO:

[root@linuxprobe ~]# vim /etc/sysconfig/network-scripts/ifcfg-eno16777728

TYPE=Ethernet
BOOTPROTO=none
ONBOOT=yes
USERCTL=no
DEVICE=eno16777728
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MASTER=bond0

SLAVE=yes
A TR EE 2 MK, EFKA A bondO:
[root@linuxprobe ~]# vim /etc/sysconfig/network-scripts/ifcfg-eno33554968

TYPE=Ethernet

BOOTPROTO=none

ONBOOT=yes

USERCTL=no

DEVICE=en033554968

MASTER=bond0

SLAVE=yes

Al 485 PR BB SO F 46 € [P 3t % B R
[root@linuxprobe ~]# vim /etc/sysconfig/network-scripts/ifcfg-bondO
TYPE=Ethernet
BOOTPROTO=none
ONBOOT=yes
USERCTL=no
DEVICE=bond0O
IPADDR=192.168.10.10
PREFIX=24
DNS=192.168.10.1
NM_CONTROLLED=no
% 3 ¥ L W 3 ¥ Bonding WK 3h.
4 bondO M+ % fm bonding %R 5 #y 3 £ :
[root@linuxprobe ~]# vim /etc/modprobe.d/bond.conf
alias bondO bonding
options bond0 miimon=100 mode=6
W R B WA A
mode=0 F# f HAE X FHFRFM YT, Hozh&dk, KA Switch X#%.
mode=1 B ) & &R P o RA K T, &KEE 8 SFHA 755 R+,
mode=6:F 7 fi A X P M B R KT, HEZEE, LTHAEE Switch XK.
%A Y EHmBEW KGR
EHMENFEE:

[root@linuxprobe ~]# systemctl restart network

824 EEMIRA

HEPWEE RMLARE N FENFHAT—4 ping KB MA LK TRYE, 5FEUMARIBA netstat &2
EEANE G D EBRS, XAHLUELELE RHEL7 RAFPNHBEER. ERELESH ss w2 BHKT.
ss A A TEEAIR G D EERES, RAKS K

¥ A
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T

BRI EE T 8
BREBTHAFER A
EREBTHREEE
B ipvd WEETE R
B ipv6 MERTEE
REF tep WEEFEE
REF udp WEEFEE
5

T ENL RFAEE)

BEEBR
EERTRAFHERT:

[root@linuxprobe ~]# ss -ntl

State Recv-Q Send-Q Local Address:Port Peer Address:Port
LISTEN 0 100 127.0.0.1:25 o
LISTEN 0 128 *:55820 o
LISTEN 0 100 *22 ok
LISTEN 0 128 127.0.0.1:631 o
LISTEN 0 128 60863 o
EE#BALFPID 54

[root@linuxprobe ~]# ss -s

Total: 1091 (kernel 1173)

TCP: 11 (estab O, closed 1, orphaned 0, synrecv 0, timewait 0/0), ports O



%5 150 11
{Linux FL1ZIX 4 %)  HTTP://www.linuxprobe.com

Transport Total IP [Pv6
* 1173

RAW 0 0 0
UDP 13 8 5
TCP 10 5 5
INET 23 13 10
FRAG 0 0 0

WREBMNFLEE P BIWENANE B — o mE e dfE 8, AT LA tracepath fr4-4i |

K ERREHEH L tracepath EARHA (4 K [P M) “, #C% A& T,

[root@linuxprobe ~]# tracepath www.linuxprobe.com

EEEMAAMENE (Linux RZX2%) RS EFPHERET T AL b8, SRV bk B D, K, 7
Ie] 2% 2 e e o |

8.3 mAZI=H| MK 4

8.3.1 7 ## sshd %

SSH(Secure Shell) & —f #4532 ft Z A WRH L E W, BrFE2AELE Linux REFHTH4, EELRAN
X |

AT 4 BB SSH R L2 WY B Y thim ftp, telnet FR A A M % LR &X O A K BWHATINE, A2ZEN
ENEFEZRTURRKZLERE AAEEZRARNAKAF), BRENEARERETZ LK.,

sshd M43 BE VR Ab 2 2 T8 A ) 7 3

T AN LARILZ T RIEKS 5 %@ B 7 & 2 n A £ 40,

EFTHEAMZ LRI FEARBE R TR “FRHAAEEERSm, #TALTHAN L,

sshd JR 45 W e B P A

[root@linuxprobe ~]# cat /etc/ssh/sshd_config

%% 1A

#Port 22 BRA B sshd R 430 H,

#ListenAddress 0.0.0.0 % € sshd fik %3 i o 89 [P 33k,
#Protocol 2 SSH X B9 IR A 5 o

#HostKey /etc/ssh/ssh_host_key SSH MiUA N 1 8, BAFHKBWMLE.

HostKey /etc/ssh/ssh_host_rsa_key SSH # X iA A 2 B, RSA FA41HF ML &,
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#HostKey /etc/ssh/ssh_host_dsa_key SSH #iXiiA A 2 B, DSA AA4AF A1 &
#PermitRootLogin yes % R E 2 root Al P HEE R,
#StrictModes yes LA P AR W e A
#MaxAuthTries 6 WK E KKK

#MaxSessions 10 WK %o 4

#PasswordAuthentication yes BB AVFEBRIE

#PermitEmptyPasswords no RERAFEEGREE RT%Z4)

EERECEAMSNRES Y, F— X LEMBRSEA TN ERA" # FFER RS 50,
AR EN LB 3 sshd B4 I mA\ B FF AL 30 5L

[root@localhost ~]# systemctl start sshd

[root@localhost ~]# systemctl enable sshd

8.3.2 f# il ssh &4

ssh @A H TREFE Linux £4, HRN: “ssh[HH] 4.7 .

5% i
P R E B O (BRI 22)
v BB Wi aE &

[root@localhost ~]# ssh 192.168.10.20

The authenticity of host "'192.168.10.20 (192.168.10.20)’ can't be established.
ECDSA key fingerprint is 4f:a7:91:9e:8d:6f:09:48:02:32:61:95:48:ed: 1 e:3f.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.10.20" (ECDSA) to the list of known hosts.
root@192.168.10.20’s password: #h 4 # A& 42 £ 4L root F /* #y &4

Last login: Wed Apr 15 15:54:21 2015 from 192.168.10.10

[root@localhost ~]#

8.33 ZAHHRIL

FRFERIEL T2 FEERBERAPM B AR BTN ALK, LU Uk ssh RAXTHEARTRLBIE (T
% BB,

F 1T AARREN A EK “ERM" A AER B ZE AL

[root@linuxprobe ~]# ssh-keygen

Generating public/private rsa key pair.
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Enter file in which to save the key (/root/.ssh/id_rsa): [l % =& % & 5% 4 th # % 6 2
Created directory '/root/.ssh’.

Enter passphrase (empty for no passphrase): Bl % %k & % 4 8 55

Enter same passphrase again:

Your identification has been saved in /root/.ssh/id_rsa.

Your public key has been saved in /root/.ssh/id_rsa.pub.

The key fingerprint is:

40:32:48:18:e4:ac:c0:c3:c1:ba:7c:6c:3a:a8:b5:22 root@linuxprobe.com

The key’s randomart image is:

+--[ RSA 2048]----+

[+*.0. \

HEREHAAEAER TR E:

[root@linuxprobe ~]# ssh-copy-id 192.168.10.20

The authenticity of host "'192.168.10.20 (192.168.10.20)’ can't be established.
ECDSA key fingerprint is 4f:a7:91:9e:8d:6£:b9:48:02:32:61:95:48:ed:1e:3f.

Are you sure you want to continue connecting (yes/no)? yes

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is to install the new keys

root@192.168.10.20’s password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh '192.168.10.20"

and check to make sure that only the key(s) you wanted were added.

2V HREATREENFBL sshd REWREXH (BERERRERERS):
% 1% %% ssh AR F W E .
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2% BAWFFEBILHSHLXE N no.

3% BATEARIENSHEEN yes.

% 4% REFBUEE XM
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% 5% Eia ssh REA )75 B 7 £ 3

F3IV RERZRATEGHTEERE:
[root@linuxprobe ~]# ssh 192.168.10.20
Last login: Mon Apr 13 19:34:13 2015

8.3.4 WAL &4

BRG - E Mg ER e At EN, XEHHE 6 ENHAE Linux 2%, KOTETUEEM scp w4 4
B 54— 6 EM~
scp AR TAME T Z2MERXHE, BRAA: “scp [FH] A XH mfk /et [P MR BEHX”

¥ A

v T A U

-P f& & WA EHLH sshd 3 1 5
T o2 U K B A S #

-6 # A ipv6 HiX

K A U /root/out.txt 73 BT AR £ HLE /home H K :
[root@linuxprobe ~]# scp /root/out.txt 192.168.10.20:/home
root@192.168.10.20’s password: #h 4k M A2 AL ¥ root A 1 &
out.txt 100% 0 0.0KB/s 00:00

ek T Xk e TR P
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[root@linuxprobe ~]# scp -r results/ linuxprobe@192.168.10.20:/home

linuxprobe@192.168.10.20’s password: & A\ %42 £ 4L W linuxprobe A / # % 4

B KBy scp A TCF DA EHUEY SO R Bl AR, AN scp [B%] BB Femf IP i m B X A
HEZ

K A2 EALHY /ete/issue.net SCH T B A M /root H !

[root@linuxprobe ~]# scp linuxprobe@192.168.10.20:/etc/issue.net /root

linuxprobe@192.168.10.20’s password:

issue.net 100% 22 0.0KB/s 00:00

8.4 F A W &3 R4

8.4.1 T ## Screen A%

¥7T sshBREFEARARAA-NMMEENEF— L EBENLRPX AN, SAERSH LHaL 64 PH. &0
RAEKEE X &0 K FIP i EE45 0, BERNBLTA N EETOFRETH, FHPRFRXAFOR
Wi (MEEMNELREREI), TN MESRSB P, TEEHFH,

Screen =} T ffuk Lk [F AT it 8y, AP @A Screen # 4 F B S N0 AT LE S B MW, FFA
A

SHRELHERE T, LTS ERERE, AP TekEdaATHER,

FEENEAMREMLETE, WARINEST, ANRERTORAE,
SERAZETAUESAM P AT RS ERE -, ST LM1EE T 2mE R H.

842 ¥EGLEHK

4148 RHEL7 % % % BOA i H &4 screen, TEERLE,

£ J yum %4 % 3% screen & 544

[root@linuxprobe ~]# yum install screen

Loaded plugins: langpacks, product-id, subscription-manager
.................. AW E TR B e

Installing:

screen x86_64 4.1.0-0.19.20120314git3c2946.el7 rhel7 551 k

Complete!

screen ® AW ¥ AaA 5504
% % e A

-A BT AALE B sh R B E R YA AmALE K.
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d <2 3E £ > ¥ 46 2 1 screen £ B K.
T<RTE 4 > ¥ 46 2 1 screen 2K A

-h<f7 %> o 2 L H B o KAT

-S<&iE 4 > 1 % screen £ 1E Hy 4 R

X WA A & &R iE,

-Is H-list B F BHTH screen &7,

—wipe B B0 Tk B screen 43 M Bk

8.4.3 Al 5 A ~iE stk

FKE R G EHIBAT screen Y A M %, "EHENERR—NLTF, FELIHK

R 4 7K backup 14 3E
[root@linuxprobe ~]# screen -S backup
EHELUMOEHFENLE:
[root@linuxprobe ~]# screen -Is

There is a screen on:

32230.backup (Attached)

1 Socket in /var/run/screen/S-root.

Y PAT screen 4 E ST R G BRAM shellGB % Bl bash), P75 screen &4 5 & 3L B & Bl — M AR T4,
BRARK AN EHZM, EHEEELHN screen 2!

AE—A2IE, WA A vim 43 & 5 X
[root@linuxprobe ~]# screen vim memo.txt
B vim FRIERSWE S HM b
[root@linuxprobe ~]# screen -Is

There is a screen on:

32230.backup (Attached)

1 Socket in /var/run/screen/S-root.
#r#— A % linuxprobe 84 3%
[root@linuxprobe ~]# screen -S linuxprobe
FIH SR TASE CAEANHR) ¢
[root@linuxprobe ~]# screen --Is

There are screens on:

32403 linuxprobe (Attached)
32230.backup (Attached)

2 Sockets in /var/run/screen/S-root.

Il 2| backup 43 # :

[root@linuxprobe ~]# screen -r backup
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¥ linuxprobe &7 % %

[root@linuxprobe ~]# screen -d linuxprobe
[remote detached from 32403 linuxprobe]
ok EH4LER A (linuxprobe A B L T):
[root@linuxprobe ~]# screen -Is

There are screens on:

32403 linuxprobe (Detached)
32230.backup (Attached)

2 Sockets in /var/run/screen/S-root.
Y238 B 4 2| linuxprobe £7E ¥
[root@linuxprobe ~]# screen -d -r linuxprobe
[32403 linuxprobe detached.]

E % linuxprobe £ &, KWAXKET:
[root@linuxprobe ~]# screen -Is

There are screens on:

32403 linuxprobe (Attached)

32230.backup (Attached)

2 Sockets in /var/run/screen/S-root.

[/pre]

B 4K screen 41 H F % Wi F (detach), AP 4238 F O F R FRAK S IAT. M EH4 18 Z %34 # (attach),
LB EHEF SIEE O P AT AR,

8.4.4 &iE*ZT

SEAEHRE-—MRENE, CLEZIAPRARERL - 2, EE UGN TEAMANLRNE, HHMET!

¥ W & Linux EYIYFENE — MRS
AENA WG EPATRESE R EE:
[root@linuxprobe ~]# screen -S linuxprobe
EEINB LR LR Y 2iER &
[root@linuxprobe ~]# screen -x

A2 BB 2o A 5 405 B M ETHRME, AT USLEF L B8 ERLE, EHRE K]
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% 9% {# Apache A4 EH AN o

EY AR

AZEH P E AR W s RS2 7 R L Apache IRAAEF R H, SEHTH EN R ESEME T A,

T M SELinux 445 3 # THEM R, A QEIEM 1 semanage &4 f7 setsebool 44 B & SELinux %4 F T XAk & B8 F 8.
%3] Apache M3 A B FHERTE, MAFETHEUKET IP A, ENALE BE) | wE TR ENENIE.

9.1 W3k 44EF

Web W % i} 44 WWW (World Wide Web), — 2 48 f 4% 1L F P 3 3 3 Y6 28 377 19 2] B 3K o SO 48 0 TR B IR 4
E RT3 6t WEB W % % #9# F# Apache. Nginx = IS %%, Web W3 MH B0 /F, BRAAHEKE LRI F
HAITEANKLHAEREA BB, K Web A& 4 2 F HTTP (R A f2 8 #1905 HTTPS (XA %4 #H
WO KR X EE P AL Y L

AL il T Web 3k R4y R 38, AP 4 40 AP A2 7 o] DASR B Web RAAB? X & B AR E? R—ROH TE:

Windows % 4t % Bt ik Web ft %2 5 £ 1IS(Internet Information Services), X Z—#H EM L FEEETE, ISHRFF
St AR B Web W3k A%, T 45324 FTP. NMTP. SMTP &M 4-sh 6, 12 2 f84 Windows &% .

nginx—& 4T 2004 4 10 A 4 HA®F Ak k1P RTARE, EA-FEERHFERES S, HEREEMEEH
TR ZEH, ERRRPCATHRKRALIRE. FARNEDEFREAR, BAEAEHR. M5, BRETFEHEA
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Apache— R 8 X E W # % A+ F1E Apache B EF A B AW ER K fo L5 Wi te, B THEFefZal)
EAMOAT HIAARE, TE, HEWN APIY B, EWHARGE Web REKSTH EHE, 2REHAKEMHW Web
B4-#htk, FIE. BF & (TE47T Unixlinux,windows #),

FFFHT IP B4 o LEAN

X # M7 X HTTP JAE

& RIS BB

%4 Socket 2 (SSL)

e st WRRARA G E# B &

EZik ST

Tomcat——/& TR EHE Web B 42 t, —H THLFRR JSP K&, % AN Tomcat Z Apache H ¥ BiE
Fo

B2k Ngink B F1E 4 Web RAEKGEHERZFCERITE ANE N ERERB T A#HE KN EH, Faral
# (Linux $ZX 4 %) #EET Nginx RE#HEFH, FR/AUEHRE! {2E Apache 7 1E 4 £ Web R %
B R AL R M Atk o T 4048 RHEL7 2 48 BOA Y W36 AR 420 #F, FIAF 24048 RHCSA & RHCE #
WIAE 8 I 0% AL

9.2 HMMRFAEEM

Pk 2 miRg. MIURRFRENE EARE, EFENENZRTHENTERDHF SRR TR ETE AP,
RANY 5 Apache A% A HEEX A, (B4R G R4 TP P #2355 PORA T, EHE 1 — 2T bt .
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WM EMNZE A ENEN. VPS. ZREFE 5 MRS &
BMENE—ERSEF OB — T E RGP RENE, FHBES, REXMN ST R, $3EF
HEERRES G, RURANBEAF R, WP FEESEREPRFASEHFUIGRS, B4 B,
VPS(Virtual Private Server):# — & i 4-# # #| Hl OpenVZ. Xen 2 KVM % & S CHEAEDH £ 4 “E4L”
FBAENAA L P HH, BIERS, LIFRE VPS Z Fm#RHE, W, CPURE., #BE5RAREAN 4L
Ww, CERTHEERLRINENTHRARE, AUTEE—SWEF RANEY, EHME RN,
EMHBECS):R—MEATITE, Fih. W4, oM E B ENITERS, 2EARKSE VPS LT —#,
BEHNREZREBREIE-NEBRBSEY, EMSFELHLRE-NINNHER (Bh), AAWBATZ2RE
M, BATELETREMSY RYE, APREREAENHENNT, E4KF IR,
BSr R A B A RS BRELCHER, FARHXTURSHHEA T RE5HE T R
BAFRA P ABHEHREERE 2 IDC REH, REBEHRREENE ATLEY, BLFER &
FEOAREMMWRAEABERERS, BBTUNA. T £, BET AP AWHE LS NN,
A KB H 3k,
HEFRAFFEUAWERSEEX% IDC RASHR AW FHTEEGAECERSFH), A PR
5 BFHREATANEFR, BEME, EFELTEY. CERSEFEHRE, E4XFER N,
FOHSERE Y, B ENTEAREETHE - EEEF0H, SeoMBREWE, ERENHaa RS
. BEFMSE RBERFRBHORET TN, —F—2FELY

9.3 %% Apache R4 F

BT RBRERRSFL¥ Apache A& Fod, HARBHEANETFELFIRLFEERAE LA Yum £ ERE .

%1 P AU E S bRk

% 2 IR &HEE 2 /media/cdrom HF:
[root@linuxprobe ~]# mkdir -p /media/cdrom
[root@linuxprobe ~]# mount /dev/cdrom /media/cdrom
mount: /dev/sr0 is write-protected, mounting read-only
% 3 %A Vim %5002 Yum 4 % 8 8 SO
[root@linuxprobe ~]# vim /etc/yum.repos.d/rhel7.repo
[rhel7]
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name=rhel7

baseurl=file:///media/cdrom

enabled=1

gpgcheck=0

% 4 9% Apache RHE 7 :

TEIEE apache R4 7 0 @4 o # httpd, [ b H #3447 yum install apache M| 2 451k
[root@linuxprobe ~]# yum install httpd

Loaded plugins: langpacks, product-id, subscription-manager

Installing:

httpd x86_64 2.4.6-17.el7 rhel7 1.2 M
Installing for dependencies:

apr x86_64 1.4.8-3.el7 rhel7 103 k
apr-util x86_64 1.5.2-6.el7 rhel7 92 k
httpd-tools x86_64 2.4.6-17.el7 rhel7 77 k
mailcap noarch 2.1.41-2.el7 rhel7 31 k

Transaction Summary

Install 1 Package (+4 Dependent packages)
Total download size: 1.5 M

Installed size: 4.3 M

Is this ok [y/d/N]: y

Downloading packages:

Complete!

B3R B R IR A R B A LR AR, FROETHEEERESRE, TR~

B URRBEE. FRAE, BHRES o CHREIEES “HEEREK" , £XN2HE 1 X1 BA
% 5 ¥ 3547 Apache &R I B H FHLE 3 :

J& 5 Apache %% 7

[root@linuxprobe ~]# systemctl start httpd

BTEAFAE B

[root@linuxprobe ~]# systemctl enable httpd

FTHAHEFHN http://127.00.1, #EFZNKATE TS

[root@linuxprobe ~]# firefox
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9.4 MEME X5

18 & S A Bt IR R 5 & o 22 e A am AT R R
R TR B R

M4 B %
& X 1
M 35 # 4% B %
iA H &

ERE&

1T FF Apache 42 /7 L B X 14:

%3 Apache % mahis LW % —% LR T # T A4 httpd R4 B

/etc/httpd
/etc/httpd/conf/httpd.conf
/var/www/html
/var/log/httpd/access_log

/var/log/httpd/error_log

[root@linuxprobe ~]# vim /etc/httpd/conf/httpd.conf
MREBTREXHTEGTT —k, 35371 &H—AMRF %!

H TR T PR U# 5 Tl B BAT, MR RHRNETE, AENSHA:

ServerRoot

ServerAdmin

User

Group

ServerName

DocumentRoot

Listen

Directorylndex

ErrorLog

CustomLog

Timeout

Include

R4 B X

BATRA R P

BAT A P 4

P 3k F 4525 B9 9% A

R =

WEor ey IP M w0 5

BROABY 5| &

A% HF X

7 1] H & X

P A2 B B 1), BR A A 300 B

T B A oy At
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Apche A2 FHWERE XN A AN ZMER: “"EBTELR", "2REE", "KEEE".

[root@linuxprobe ~]# vim /etc/httpd/conf/hitod.conf
# This is the main Apache server configuration file ......

" " 3 =&
ServerRoot “etc/httod SERE EHTER

ServerName www.linuxprobe.com

<Directory />

</Location> RiGi B

BRI\ By I 35 #0087 O /var/www/html B B, § T4 E indexhtml, K 30F 5N\ — AR 2] BOA @ E,
# F echo A4 Y44 € By F4F 5 N\ 2| W 35 #4% B % B index.html SCHE#

[root@linuxprobe ~]# echo "Welcome To LinuxProbe.Com" > /var/www/html/index.html

FORATI R Y28, # A http//127.0.0.1, %, R 7!

[root@linuxprobe ~]# firefox

EH—RRARS T, FRETERAE, BOAMK! ZHE W35 H %K A /home/wwwroot B 5, Za & ER?
%% Apache M4 42 Jr ty £ e B XC#F -

[root@linuxprobe ~]# vim /etc/httpd/conf/httpd.conf

# 7% 119 47 # DocumentRoot % # 4 % * ” /home/wwwroot “, B £ & 123 4T H "~ /var/www “ 4 %

%" /home/wwwroot

oL W 3 Bt B R

[root@linuxprobe ~]# mkdir /home/wwwroot

B TOUH

[root@linuxprobe ~]# echo "The New Web Directory" > /home/wwwroot/index.html
F ¥ 3 Apache i %-:

[root@linuxprobe ~]# systemctl restart httpd
FRATH A YA E TR, KAZHEA http//127.0.0.1:

[root@linuxprobe ~]# firefox
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HABEIAH22ZBATE? RAE R RE L FERA AL 287 Apache R4 7 B9 BRI T E M,
A2t —FFF 7 http://127.0.0.1/indexhtml “, & 2442 IFE| T2 35 [H WE 847 4 R4 EE L,
Forbidden
You don’ t have permission to access /index.html on this server.

FATH A L IR oY AT T A SR — AR, ERXR BT AT N S AR ER? X E L T M T SElinux .

9.5 BHI FEHZ 2T AL

SELinux 2# % Security-Enhanced Linux & % & B K %4 &7 Linux # X 8 B T & 8 — AN 3R F 7 F 55 0 %2 F
%%, SELinux & T MAC # %37 [ # %] (Mandatory Access Control) ——El it Z 5w 8y 2N REHEHZ B4 K,
B ARk 7 7] 2| B 7 B B9 X
DAABE B R FGFHENR FE4H AR SELinux WEBTE, SRIVBERSBL BT EBEWEA,
#R—enforcing - ZAKEEHEAER, {EEERFH T EEIEFER.
AR = permissive — & B E AU ] R & K W& 4 T 158 H 4,
#A = disabled - XM THAWITHTEL, SFEH,
# it % A SELinux J& 7 5 #4508 0 s L3, B A B9 T F AR LR IOEH N IF B R A, 7k &8 SELinux
M7 BRA B R
% 1 %42 SELinux 4B & X B &7 /etc/selinux “.
% 2 % 4wt config X AR U N BH B A, 0FRELK!
W % 3 SELINUX=permissive 2 disabled st AF % % it % .

[root@linuxprobe ~]# cd /etc/selinux

[root@linuxprobe selinux]# vim config
SELINUX=enforcing

S BT DA 29 T H AT B9 SELinux AR 4R A
[root@linuxprobe ~]# getenforce

Enforcing
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9.6 4.3 SELinux 5 #&

SR, T B E AR # SELinux A £, R ATR 4% FERAE:
[root@linuxprobe ~]# setenforce O

wERS, AECER “ZLEEX” T

[root@linuxprobe ~]# getenforce

Permissive

M EREFERA http://127.00.1, ELRH T !

[root@linuxprobe wwwroot]#firefox

R R R A& A ES SELinux %, BRIFE B!

[root@linuxprobe ~]# setenforce 1

R ) V25 B AR 4 250k, #RIEBH I IF] index.html X AXR™ , Z8/E 4 7 & SELinux B At e B2
SELinux %4 g @45 A &4 b T X

SELinux % # 2 5 R 34T IR ¥ (& 7 Rips -2)

SELinux %4 T 3CH & G5 R 3AT IR (& RXls -2)

R Is -Z “a A E T 7 H W 3k 20 B % 8 SELinux &2 L T U4 BB

[root@linuxprobe ~]# Is -Zd /var/www/html

drwxr-xr-x. root root system_u:object_r:httpd_sys_content_t:sO /var/www/html

[root@linuxprobe ~]# s -Zd /home/wwwroot

drwxrwxrwx. root root unconfined_u:object_r:home_root_t:sO /home/wwwroot

SELinux %4 £ T X &t § 5 6 R0 WA F B AL, DUR 46 P 3k 38 B %4 b T SOl Bl T PE:

A p Beroot &7 root K P B, user_u RARGEA P AW, system_u R REHE @

# B. B object_r 2 X E K A€, system_r 2 —R#HEAE,

R B R A — A KB T IR B IR,

MG A % B R ¥ % W W 3% B % 7 /home/wwwroot “ # % 4 Lk T X # #% &
system_u:object_r:httpd_sys_content_t:sO 7] bA =i~

semanage w4 T## 5% % SELinux %42 FTX, #RXAk4: “semanage [#EH] [XH#]” .

% % !
1 £
a 4 7
m B
-d Hl B

restorecon 44 Jl Tk & SELinux X#F%4 ETX, #RXK: “restorecon [#EH] [XH#]” .
i 2wk A B SO

- Hebk B %
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R o VAT (B3 B RAEHA)
v ERFAE LR
-F B K R

CEGEET SRR &

[root@linuxprobe ~]# semanage fcontext -a -t httpd_sys_content_t /home/wwwroot
BHRAEHENZ L LT CREFAXHHEF:

[root@linuxprobe ~]# semanage fcontext -a -t httpd_sys_content_t /home/wwwroot/*

AR YEEEF 2| SELinux 2 E T XUKMKEARE, FEFR, HIATT restorecon w4 H 7 :
[root@linuxprobe ~]# restorecon -Rv /home/wwwroot/

BRRIFH ARG EE R TE:

[root@linuxprobe ~]# firefox

B EE— R =9, BAUN Apache RETEZ Bt ksh& &, HRAZ 2| T SELinux &4 £ TXH RH, &k
RERMCT AT,

9.7 MR P ER A

Apache R& B F HHMBAKF BIAAT P £ T b ek, BN RAENNA P ERANARSE, 5 SEAR S K~
F1FFEMRAPET 8

[root@linuxprobe ~]# vim /etc/httpd/conf.d/userdir.conf

¥ % 17 474 UserDir disabled #lfn—AN#, REZATHIEERE, FHLMEH,

¥ % 23 47# UserDir public_html #T 8y #5 &k, FFZATHE A.

¥ B UserDir & #5782 F H A P R H 5 6 2 8 W 35 #0048 B 5% 89 4 A2 (B public_html)

E B Apache 4127 :

[root@linuxprobe ~]# systemctl restart httpd

% 2 FRIRAAR P W B,

Y#ZELE 4 R linuxprobe By K B
[root@linuxprobe home]# su - linuxprobe

Last login: Fri May 22 13:17:37 CST 2015 on :0
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B2 W 35 $4% B 5 public_html:

[linuxprobe@linuxprobe ~]$ mkdir public_html

BFNE T RA:

[linuxprobe@linuxprobe ~|$ echo "This is linuxprobe’s website" > public_html/index.html

% F W35 B 5k 755 B35 FIACR

[linuxprobe@linuxprobe ~]$ chmod -Rf 755 ./

KAVITIF RV, W FHIEAT http//127.00.1/-H 4 °, THREANARARGHETE, HEA£ SELinux RAEH &,

% 3 ¥:#% ¥ SELinux A3 KW,

ORI R R E K PR B R 3534 B % SELinux %4 F FXRARET, WAEN SELinux BA#F AiF
Apache &AM AH P £ TR J5 6o

getsebool %4 M F 2 # & SELinux 0 W47 R4, #%RXk: “getsebool -a” .

SELinux ##s A7 /R1E: R A 0/1 B EI, O Zoff A%k, 1 = on k ATF.

setsebool -4 T4 & SElinux W W & JUAN A7 R, #AK: “setsebool [#H] A RE=[0]1]" .

s e
P KA EH

EEHEIFEEZPTA G K HFA X SELinux g

[root@linuxprobe ~]# getsebool -a | grep home
ftp_home_dir --> off
git_cgi_enable_homedirs --> off
git_system_enable_homedirs --> off
httpd_enable_homedirs --> off
mock_enable_homedirs --> off
mpd_enable_homedirs --> off
openvpn_enable_homedirs --> on
samba_create_home_dirs --> off
samba_enable_home_dirs --> off
sftpd_enable_homedirs --> off
sftpd_write_ssh_home --> off
spamd_enable_home_dirs --> on
ssh_chroot_rw_homedirs --> off
tftp_home_dir --> off
use_ecryptfs_home_dirs --> off
use_fusefs_home_dirs --> off
use_nfs_home_dirs --> off
use_samba_home_dirs --> off
xdm_write_home --> off

KA P IR 3k o gk S % B h AV

[root@linuxprobe ~]# setsebool -P httpd_enable_homedirs=on
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J 37 3 Y25 97 9] linuxprobe B P AN AR 35, RAK KT

% 4 B W EE AR,

HEHEH AL AMT LG EG 2] 8 T ARSE, AR A Apache B4 1 450 3F o fb 3 i —# 2 By 3778,
f# A htpasswd &4 £ i E & HAEE (c ZHATE - RER):

[root@linuxprobe ~]# htpasswd -c /etc/httpd/passwd linuxprobe

New password:

Re-type new password:

Adding password for user linuxprobe

HEE I B FERIE (BASHLTE:
[root@linuxprobe ~]# vim /etc/httpd/conf.d/userdir.conf

IR O AN IR & B AL

Unauthorized

This server could not verify that you are authorized to access the document requested. Either you supplied the
wrong credentials (e.g., bad password), or your browser doesn’ t understand how to supply the credentials

required.
iX B i User Name 7 linuxprobe, F# A%/ P &5 EH, T2 htpasswd AW M35 E8, TERBR~

9.8 I 3k E AL

Apache # & L EH.3 & (Virtual Host) £ Mibt— 6 MEHRX T IP. FANAL Z0n 05 ZARE LA PR S HEA,
ENMENG RS BARE L, ET kBRI P REE, —EREHERIE, Rh—E2WE T. 4
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9.8.1 XT IP Mt

RMERARE N — MEBHASZA 1P #idt, YA A FARE P bt it ox F B 8 K sk T,
% 1 FH nmtui 94K W -EHFMmEA 1P i (192.168.10.10/20/30):

EHBEH M FRAEMEA ping # AR ERTREEH XFREE, —ENRFHE#TT—FD.

% 2 B AR W B B %

# /home/wwwroot B 5 T 44l & = AN 35 % B %

[root@linuxprobe ~]# mkdir -p /home/wwwroot/ 10

[root@linuxprobe ~]# mkdir -p /home/wwwroot/20

[root@linuxprobe ~]# mkdir -p /home/wwwroot/30

AR AR ZANF S ERFFEANETOCH, WA K ZF 3 IP ik
[root@linuxprobe ~]# echo "[P:192.168.10.10" > /home/wwwroot/10/index.html
[root@linuxprobe ~]# echo "[P:192.168.10.20" > /home/wwwroot/20/index.html
[root@linuxprobe ~]# echo "[P:192.168.10.30" > /home/wwwroot/30/index.html
% 3P AERE XV MR AT IP Mo M E .

<VirtualHost 192.168.10.10>

DocumentRoot /home/wwwroot/ 10

ServerName www linuxprobe.com

<Directory /home/wwwroot/10 >

AllowOverride None
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Require all granted

</Directory>

</VirtualHost>

<VirtualHost 192.168.10.20>
DocumentRoot /home/wwwroot/20
ServerName bbs.linuxprobe.com
<Directory /home/wwwroot/20 >
AllowOverride None

Require all granted

</Directory>

</VirtualHost>

<VirtualHost 192.168.10.30>
DocumentRoot /home/wwwroot/30
ServerName tech.linuxprobe.com
<Directory /home/wwwroot/30 >
AllowOverride None

Require all granted

</Directory>

</VirtualHost>

% 4 ¥ B % W3 H4E B %% SELinux %4 £ T X,
T E o A E B P 36 4 B UKW U8 SELinux %4 £ T X

[root@linuxprobe ~]# semanage fcontext
[root@linuxprobe ~]# semanage fcontext -
[root@linuxprobe ~]# semanage fcontext -
[root@linuxprobe ~]# semanage fcontext -
[root@linuxprobe ~]# semanage fcontext -
[root@linuxprobe ~]# semanage fcontext -
[root@linuxprobe ~]# semanage fcontext -
I Bk & SELinux %42 F T X:

-a

a
a
a
a
a
a

-t httpd_sys_content_t /home/wwwroot

-t httpd_sys_content_t /home/wwwroot/10

-t httpd_sys_content_t /home/wwwroot/10/*
-t httpd_sys_content_t /home/wwwroot/20

-t httpd_sys_content_t /home/wwwroot/20/*
-t httpd_sys_content_t /home/wwwroot/30

-t httpd_sys_content_t /home/wwwroot/30/*

[root@linuxprobe ~]# restorecon -Rv /home/wwwroot
%5 %45 192.168.10.10/20/30 WL 45 5% :

T R A R A LR W R AL AT T AR, BT S SO B M o R T A
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982 AT EHA

YIRS Tk B SEA A B B A5 [P Munk By, 7T DLRKRIE Apache I4-T2 7 B 30 IR A 3R IR EAL4 B H 4 25 Bk
5|46 2 B B3k,
# 1 ¥ WEWNF IP WA 5 hosts X4

hosts SRR &2 U IP Hubk 5 EALA By Beatx &, B3R 6 S A 3 AL A4 Sk AT 236 2 W 1P S,
[root@linuxprobe ~]# vim /etc/hosts

/ERAREE— 4, ¥R N P HI+ 2+ ENL (HA).

192.168.10.10 www.linuxprobe.com

192.168.10.10 bbs.linuxprobe.com

192.168.10.10 tech.linuxprobe.com

% 2 % M AW B H X

[root@linuxprobe ~]# mkdir -p /home/wwwroot/www

[root@linuxprobe ~]# mkdir -p /home/wwwroot/bbs

[root@linuxprobe ~]# mkdir -p /home/wwwroot/tech

20 42 B 3 B SRR B ONR ] B TCPE

[root@linuxprobe ~]# echo "WWW linuxprobe.com" > /home/wwwroot/www/index.html
[root@linuxprobe ~]# echo "BBS.linuxprobe.com" > /home/wwwroot/bbs/index.html

[root@linuxprobe ~]# echo "TECH.linuxprobe.com" > /home/wwwroot/tech/index.html

% 3P AAWE X HR AT ENA KR EMEN.
% £ B E X (/etc/httpd/conf/httpd.conf), 7 £ E X4 K B3% T @A R 2 UE W ENE &
<VirtualHost 192.168.10.10>

DocumentRoot "/home/wwwroot/www"

ServerName "www.linuxprobe.com"
<Directory "/home/wwwroot/www">
AllowOverride None

Require all granted

</directory>

</VirtualHost>

<VirtualHost 192.168.10.10>
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DocumentRoot "/home/wwwroot/bbs"
ServerName "bbs.linuxprobe.com"
<Directory "/home/wwwroot/bbs">
AllowOverride None

Require all granted

</Directory>

</VirtualHost>

<VirtualHost 192.168.10.10>
DocumentRoot "/home/wwwroot/tech"
ServerName "tech.linuxprobe.com"
<Directory "/home/wwwroot/tech">
AllowOverride None

Require all granted

</directory>

</VirtualHost>

AT A L WS % 5| £ W E X (/etc/httpd/conf/httpd.conf) W K B 4 J& E B apache W 3k ik 442 7.
W 4 #2148 RHCSA. RHCE 2, RHCA #iX J5 #F 5 & /& £ 89 LI AL E $AT H 2 A

Bl HE TP MDA FEN RSN E FFALE 55 #:” systemctl enable httpd “.

% 4 ¥ B H W3 B B KW SELinux %4 LT X:

[root@linuxprobe ~]# semanage fcontext -

[root@linuxprobe

[root@linuxprobe

~|
~|
[root@linuxprobe ~]# semanage fcontext
[root@linuxprobe ~]
~|

[root@linuxprobe

[root@linuxprobe ~]# semanage fcontext -

1L #7# SELinux %4 £ SCar B A %

# semanage fcontext -

# semanage fcontext -

# semanage fcontext -

a
a
a
-a
a
# semanage fcontext -a
a

-t httpd_sys_content_t /home/wwwroot

-t httpd_sys_content_t /home/wwwroot/www

-t httpd_sys_content_t /home/wwwroot/www/*
-t httpd_sys_content_t /home/wwwroot/bbs

-t httpd_sys_content_t /home/wwwroot/bbs/*
-t httpd_sys_content_t /home/wwwroot/tech

-t httpd_sys_content_t /home/wwwroot/tech/*

[root@linuxprobe ~]# restorecon -Rv /home/wwwroot/

% 5 F 4V ] B 3 R AE 45 R

T R A R A LR W R AL AT T AR, BT S SO B M o R T A
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982 X THuE

AV LA BIFE SRS 05, SKEEF P ikt 19 IR 4 48 B9 4 52 3 1 3R 4% B 8 B 8 Y 3k,
F 1 RERS SN IP Hudt:

% 2 ¥ 2 A HE B3k B B R

AFIRIEN O N 6111,6222 # P 35 #4% B X

[root@linuxprobe ~]# mkdir -p /home/wwwroot/6111

[root@linuxprobe ~]# mkdir -p /home/wwwroot/6222

AR A W 35 Bt B P BN AR T

[root@linuxprobe ~]# echo "port:6111" > /home/wwwroot/6111/index.html
[root@linuxprobe ~]# echo "port:6222" > /home/wwwroot/6222/index.html

% 3 W AW E P BRI T o 15 R LI

% ¥ £ e B X+ (/etc/httpd/conf/httpd.conf), HE|4 4 42 478 Listen 80, 4 T & m:
Listen 6111

Listen 6222

KRG ETE IR B TS A SR MENE &

<VirtualHost 192.168.10.10:6111>

DocumentRoot “/home/wwwroot/6111"

ServerName www.linuxprobe.com
<Directory “/home/wwwroot/6111” >
AllowOverride None

Require all granted

</Directory>

</VirtualHost>

<VirtualHost 192.168.10.10:6222>
DocumentRoot “/home/wwwroot/6222"

ServerName bbs.linuxprobe.com

<Directory “/home/wwwroot/6222" >

AllowOverride None

Require all granted

</Directory>

</VirtualHost>

AT AR L N5 % 3| £ W B X (/etc/httpd/conf/httpd.conf) B K B 4 J& # & apache W 3k 442 7.
B % #4748 RHCSA. RHCE 2k RHCA # i J& #/ & & j5 16 # 5L ] AL F AT H 2 AR
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FroliEiE 7 08 TP M E R G FERNR S MANE FALE S " systemctl enable httpd “.

frAVER BT

Job for httpd.service failed. See 'systemctl status httpd.service’ and ‘journalctl -xn’ for details.

= 4 SELinux &40 2| 6111 5§ 6222 3w 0 F A T8 T Apache B %3 0, {EIALIH L Apache 54 X I 7.
% 4 P& W3 BE B F# SELinux %4 T XOF A% 0 YT,

B B W 3k $04E B SRy %24 £

[root@linuxprobe ~]# semanage fcontext -

-t httpd_user_content_t /home/wwwroot

[root@linuxprobe ~]# semanage fcontext -a -t httpd_user_content_t /home/wwwroot/6111

~|
[root@linuxprobe ~]# semanage fcontext -a -t httpd_user_content_t /home/wwwroot/6111/*
~|

[root@linuxprobe ~]# semanage fcontext -a -t httpd_user_content_t /home/wwwroot/6222

oS« VR V)

[root@linuxprobe ~]# semanage fcontext -
1L #1 8y SElinux %4 £ T X8 A 2
[root@linuxprobe ~]# restorecon -Rv /home/wwwroot/

£l semanage 4 % £ SELinux & 4 ¥ A X http R4y 10 5
[root@linuxprobe ~]# semanage port -1| grep http
http_cache_port_t tcp 8080, 8118, 8123, 10001-10010
http_cache_port_t udp 3130

http_port_t tcp 80, 81, 443, 488, 8008, 8009, 8443, 9000
pegasus_http_port_t tcp 5988

-t httpd_user_content_t /home/wwwroot/6222/*

pegasus_https_port_t tcp 5989

BB 45 80,81,443,488,8008,8009,8443,9000 41 & A FE1 £ X M3 1 5, AP At £ LT
[root@linuxprobe ~]# semanage port -a -t http_port_t -p tcp 6111
[root@linuxprobe ~]# semanage port -a -t http_port_t -p tcp 6222

F K E T SELinux Wi HALN (REFMRAT):

[root@linuxprobe ~]# semanage port -1| grep http

http_cache_port_t tcp 8080, 8118, 8123, 10001-10010

http_cache_port_t udp 3130

http_port_t tcp 6222, 6111, 80, 81, 443, 488, 8008, 8009, 8443, 9000
pegasus_http_port_t tcp 5988

pegasus_https_port_t tcp 5989

R Z W B 30 Apache FIsb R 442 7 ik A HA T

[root@linuxprobe ~]# systemctl restart httpd

% 5 2 ] P 3 RAE 45 R

T R TR AR S R WAL A REAT T AN LR, BT R BOR B X R .



% 176 7T
{Linux FL1ZIX 4 %)  HTTP://www.linuxprobe.com

9.9 Apache # 17 |4 4% %!

BATET UK T ENA. 1P IR P 3 BAE S Apache M TUVCIR B9 37 [F1 45 %, & A 4a44:

Order( /), Allow(#3), Deny(d#E4), Satisfy(# ).

F o Order 484 F T & X Allow 2 Deny A1 F W F, 451 £ T AV R 464 EAD E A R S-8 F TR IR,
VG T U Dy 4% W TG A U S AT, R IC T R 3 U AT B T B AT

ttdmift” Order Allow,Deny “M & F#& EHE P35 A VAN HAT A b, 2 108 R U A 1F], R 2 & #4964
B P 35 B398 B g UM

[root@localhost ~]# mkdir /var/www/html/server

[root@localhost ~]# echo "Successful” > /var/www/html/server/index.html

AR A5 W R B AEAE, RAVF IE 3 Y88 3 W A B 3 3dig

[root@localhost ~]# vim /etc/httpd/conf/httpd.conf

/A8 K2 129 AT 8y {07 F m B 4K

<Directory "/var/www/html/server">

SetEnvIf User-Agent “Internet Explorer” ie=1

Order allow,deny

Allow from env=ie

R 75 W B SO 51843 8 4 (systemctl restart httpd), % /&l Firefox # ¥ # 5% i |7 W 3k T @ -

A 24 R A BAX AV AR V7 F AT, HEREXCHEAA:
<Directory “/var/www/html/server” >

SetEnvIf User-Agent  “Firefox” ff=1

Order allow,deny

Allow from env=ff

</Directory>

BRI, IR 192.168.10.10 8 EH A F 3.
WHBEN®RFER 6 MR TERERT, HRE NP HILF G ERER,

EHNA K BEASK IP i3t
AHEMN 2118 RHEL7 #1E % 4 192.168.10.10
R EMN 218 RHEL7 #1E % 4 192.168.10.20

[root@localhost ~]# vim /etc/httpd/conf/httpd.conf

/1R 129 4T W R 07 H 4.

Order allow,deny

Allow from 192.168.10.20

A B E X1 5043 E B 4 (systemctl restart httpd), # /5 F Firefox 3| ¥ # 5 X 37 8] W 3% 7 @ :
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REHEFEATEEN (192.168.10.20) ZiRi71F E, WA KT :
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% 10 & A Vsftpd M5t 8 X #.

£ AR

AT BRI A XA DOR W B34 M FTP WX A AL, %% vsftpd AR FH B 0TS X RESH.
FEIRT vsftpd R4 B 4 7 I X A P AR E DUR P AR X BB 7 2%, A48 PAM P 4 3% SO AR 3k o9 JR 32 5 JAE AR
Wit HE vsftpd A2 /7, #H—FWHBHE T 34 SELinux R4 K. KA LT XURB KW E S5 H% 7.

10.1 XL

XX (FTP File Transfer Protocol), BF#64iL A PETBKW T L5, TR XN XHEWIX, T FTP M4
WA X R FTP 53 i 8y 4, B4R 58 R X5 40 U 5 22 FTP R 403 fn FTP & P 3w B &4 47
P E ] FTP & F 3wk 18 FTP M 448 R R E 850 R 3% FTP 484, A B UK B P 484 B PATE R R ELE P 3,

E . i
= s >

— <
Pooizzes N
FTpZ i FTPiR %22

FTP #hiX & B AN b 5
21 s A, B TEKE P RIATH FTP &4
20 3% O F At th, AT b TEXEHE.
FTP B4 thedar il K A
E R FTP 43 £ 50\ FTP & /3% K R & HiF K.
WA R FTP IR 430 % 4% FTP & 7 3 o H B3 Ko

10.2 %% vsftpd &£ F

Vsftpd B “Very Secure FTP Daemon” £ —2kiE477E 2 Unix #1F £ 4 8 FTP 4362 7, Vsftpd T8 £ L2 .
TAFEE LR, EXFH. XFIPv6. A F oh i $F 1M FTP R m kb B & 0 oh &

3 vsftpd A2 78
[root@linuxprobe ~]# yum install vsftpd -y

Loaded plugins: langpacks, product-id, subscription-manager

---> Package vsftpd.x86_64 0:3.0.2-9.el7 will be installed

--> Finished Dependency Resolution
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Installed:

vsftpd x86_64 0:3.0.2-9.el7

Completel!

TR 2 BROA B 7 K BROA AL
[root@linuxprobe ~]# iptables -F

RF =5 KA &
[root@linuxprobe ~]# service iptables save

Vsftpd W#2 /7 5 B & X #:

TRF

EEE S

SR AT T vsftpd 12 57 B9 E BB X R
[root@linuxprobe ~]# cat /etc/vsftpd/vsftpd.conf

/usr/sbin/vsftpd

/etc/vsftpd/ftpusers
/etc/vsftpd/user_list

/etc/vsftpd/vsftpd.conf

EME XKL 12347, ERBLEU4TTFHE, ILEHZERREL, RO ULEE A,

%10 vsftpd By £/ E

[root@linuxprobe ~]# mv /etc/vsftpd/vsftpd.conf /etc/vsftpd/vsftpd.conf_bak
WIREAEA#5 AT, HHTRERS B 2 vsftpd.conf SO #
[root@linuxprobe ~]# grep -v "#" /etc/vsftpd/vsftpd.conf_bak > /etc/vsftpd/vsftpd.conf

W B AT T vsftpd 2 5 B9 £ B E X

[root@linuxprobe ~]# cat /etc/vsftpd/vsftpd.conf

anonymous_enable=YES
local_enable=YES
write_enable=YES
local_umask=022
dirmessage_enable=YES
xferlog_enable=YES
connect_from_port_20=YES
xferlog_std_format=YES
listen=NO

listen_ipv6=YES
pam_service_name=vsftpd
userlist_enable=YES
tcp_wrappers=YES

vsftpd # 7 & X5 Bl -

ZH
listen=[YES|NO]
listen_address=IP #i3

listen_port=21

A

R H S EAT B 7 A B IR Ao

BTEZ W IP ik,

% & FTP 409 Y7o U
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download_enable=[YES|NO]

userlist_enable=[YES|NO]
userlist_deny=[YES|NO]

max_clients=0

max_per_ip=0
anonymous_enable=[YES|NO]
anon_upload_enable=[YES|NO]
anon_umask=022
anon_root=/var/ftp
anon_mkdir_write_enable=[YES|NO]

anon_other_write_enable=[YES|NO]

REAFT R M.

RERBH “BLEBHAFAR” .

WAFE FREREEK, 0 AT Rl

Bl — IP #hk i K& H, O LA RH#.

REARVFESL R F I,

REAFES AP L& X,

B4 A P £t X8 umask 8.

B4 F P FTP AR B %,

REALFEL R FAZE X,

REFRESA A PR TR,

anon_max_rate=0 B4R P RAEHER(FN), 0K FRH.
local_enable=[YES|NO] BFAVAMA PG FTP,
local_umask=022 M P bt S umask B
local_root=/var/ftp A P FTP 4 H %,
chroot_local_user=[YES|NOJ REKR PAREELE FTP B R, EmN%4,
local_max_rate=0 AMA P RAERER(FT), 0h TR,

10.3 Vsftpd # 34 7

vsftpd #2 742 Gty FTP R4 T AEF R, 251 0 B4 . AMH /2 Fo 8 308

B4 7 [Fl AT AT B IR AE 1A BT F BN FTP 435,

A PAER FTP RAEF WA . BEEE.

SR P A B AR ST B FTP k5 %ok

4 BXEALE AN THELNFIP RS, XHERSFEXANMA, —RATHRAFTSHE.
MANAPSENA P NEERFREKETREIAEASEENFTP RE, Emthisd, TENAFURRLLH,
TEW LRI EH T 6400 RHEL7 FAN E4, HEFERMREN K6 P S8

)| B BERL P HhE
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FTP M4 4118 RHEL7 #1E & 4 192.168.10.10
FTP & F 31 4148 RHEL7 #1E & 4 192.168.10.20

10.3.1 B4 &R

FTP B4 f MM X EWBE A LM RASER, AEAERLH THELRF TF L EFRIEHHE, ULHE.
vsftpd B FBRAEZAVFEA TR, KNEHRARETEELA P LEMEANK, EATENSHK:
[root@linuxprobe ~]# vim /etc/vsftpd/vsftpd.conf

5% 1

anonymous_enable=YES A E 4 7 FAE R
anon_umask=022 B4 F P X # umask fE.
anon_upload_enable=YES AVFEA R P Xt
anon_mkdir_write_enable=YES AVFEA R PAlIZEX
anon_other_write_enable=YES AVFEAL R PBRE A SMEREF

NS EH 5 th7 Bt vsftpd.conf X, AJEEE vsftpd 442 73BN FFALE B 3.
[root@linuxprobe ~] # systemctl restart vsftpd
[root@linuxprobe ~] # systemctl enable vsftpd
In -s '/usr/lib/systemd/system/vsftpd.service' '/etc/systemd/system/multi-user.target.wants/vsftpd.service
B % #£ 4748 RHCSA. RHCE 2k RHCA # i J& #§ % & j5 16 # 5L I AL F AT H 2 B Ax
PO RE A TP EID B EEWY MRS A FFHLE 5 " systemct] enable vsftpd “.
R E B vsftpd A48 7 B % A 4R, Sk REE T DLE A FTP & P 41(192.168.10.20) 2 K BN FTP B4 7.
ftp ®4A B TR FTP 4, %R N: “fip [BH] [FTP £M]” .
4148 RHEL7 4 ftp %4 BOAE A %%, WEHAT” yum install ftp -y “B 7 % % % 5.
AR PN % REN FTP B4
[root@linuxprobe ~]# ftp 192.168.10.10
Connected to 192.168.10.10 (192.168.10.10).
220 (vsFTPd 3.0.2)
Name (192.168.10.10:root): anonymous

331 Please specify the password.
Password: & i Fl

230 Login successful.
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Remote system type is UNIX.

Using binary mode to transfer files.

ftp> cd pub

250 Directory successfully changed.

ftp> mkdir files

550 Permission denied.

LE AP B AT KIEA N E E, % vsfipd.conf XHFHEZEAFEL A FOREZEEARK, AELLWAELT R
XERAWBRHFEARETE, ELEME TR E MR T AR, KBRS Linux B #4868 ) — & & % H kB,
EARE S ST, B4 EEXE FTP AR B % A /var/fp:

[root@linuxprobe ~]# Is -1d /var/ftp/pub

drwxr-xr-x. 3 root root 16 Jul 13 14:38 /var/ftp/pub

RREAH P W FTP AR B X FTAE/HHE root, FTUAEARFRATARK, BEOEFAEBEEN fip KRE.
[root@linuxprobe ~]# chown ftp /var/ftp/pub
B F A ftp A 2R BN FTP R4 6128 X
ftp> mkdir files
550 Create directory operation failed.
HEIXME TNER XA FRERGTE 550, EiHRFAAXIRIEL, XAEEELK, T EEFRE SELinux R4 EH .
EH A ftp A8 X SELinux AL :
[root@linuxprobe ~]# getsebool -a | grep ftp
ftp_home_dir --> off
ftpd_anon_write --> off
ftpd_connect_all_unreserved --> off
ftpd_connect_db --> off
ftpd_full_access --> off
ftpd_use_cifs --> off
ftpd_use_fusefs --> off
ftpd_use_nfs --> off
ftpd_use_passive_mode --> off
httpd_can_connect_ftp --> off
httpd_enable_ftp_server --> off
sftpd_anon_write --> off
sftpd_enable_homedirs --> off
sftpd_full_access --> off
sftpd_write_ssh_home --> off
tftp_anon_write --> off
tftp_home_dir --> off
& SELinux R4t ftp A48y 377 [F] AL S ws oy 203
[root@linuxprobe ~]# setsebool -P ftpd_full_access=on
g R A U B B SRR R AT
[root@linuxprobe ~]# ftp 192.168.10.10
Connected to 192.168.10.10 (192.168.10.10).
220 (vsFTPd 3.0.2)
Name (192.168.10.10:root): anonymous
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331 Please specify the password.
Password: # i Bl %

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> cd pub

250 Directory successfully changed.

ftp> mkdir files

257 "/pub/files" created

ftp> rename files database

350 Ready for RNTO.

250 Rename successful.

ftp> rmdir database

250 Remove directory operation successful.
ftp> exit

221 Goodbye.

O R AR KA SR R R WAL AT T AL R, BT AR S BOR B U R A

10.3.2 AHA PEX

AR EREAAMA PR, TAMA PR EEEL AR E ey %4, FARERTLSKXAESL T AER,
vsftpd R4 F BN EE A VFARA PR, RAVEBE R B o BA A P A XRS5 4
[root@linuxprobe ~]# vim /etc/vsftpd/vsftpd.conf

¥ 1R

anonymous_enable=NO 2 B4 MR,

local_enable=YES RFARHMA FHER,

write_enable=YES WET 5 AR,

local_umask=022 AH R AR A2 B umask 1E

userlist_deny=YES SHEH YES AL A2 A P, SHEN NO URKRRAFLETHAF.
userlist_enable=YES RVF “BEEEREART , &EXHA ftpusers § user_list.

AT A 5 RAF R M vsftpd.conf X, REEE vsftpd R4 /FH X E N FALE B 3.
[root@linuxprobe ~]# systemctl restart vsftpd

[root@linuxprobe ~]# systemctl enable vsftpd

In -s "/usr/lib/systemd/system/vsftpd.service’ '/etc/systemd/system/multi-user.target.wants/vsftpd.service
B 4 #4148 RHCSA. RHCE 2k RHCA # # J5 # % 2 5 16 8 S I AL B AT Hl 2 AR

FroliE s e 0¥ TP M EDBE T EN RS ImANE FHE 3T " systemctl enable vsftpd “.
R E G vsftpd B4R 7 B A IR, HEHE T A FTP & 2 H1(192.168.10.20) Z K BN FTP 47 ~
FAT4E K E T ftpusers % user_list S 25 )F B[ P 4 2
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root

bin
daemon
adm

Ip
sync
shutdown
halt

mail
news
uucp
operator
games

nobody

vsftpd fc %% 71k FTP IR%-EAnty &4, BIAZE LM root & BN, HL0EANEEA FE:

[root@linuxprobe ~]# useradd linuxprobe

4 linuxprobe fl P X & &4

[root@linuxprobe ~]# passwd linuxprobe
Changing password for user linuxprobe.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
AR i 2 REN FTP %
[root@linuxprobe ~]# ftp 192.168.10.10
Connected to 192.168.10.10 (192.168.10.10).
220 (vsFTPd 3.0.2)

Name (192.168.10.10:root): linuxprobe

331 Please specify the password.
Password: 3 A\ Al f* W A3 5 4

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> mkdir files

550 Create directory operation failed.

ATLEREEAGEMANZE, XRFAEET "BEHIEL" , Niz5 E43 SELinux T8,

HE A5 ftp 41 %H SELinux AN :
[root@linuxprobe ~]# getsebool -a | grep ftp
ftp_home_dir --> off

ftpd_anon_write --> off
ftpd_connect_all_unreserved --> off
ftpd_connect_db --> off

ftpd_full_access --> off

ftpd_use_cifs --> off
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ftpd_use_fusefs --> off
ftpd_use_nfs --> off
ftpd_use_passive_mode --> off
httpd_can_connect_ftp --> off
httpd_enable_ftp_server --> off
sftpd_anon_write --> off
sftpd_enable_homedirs --> off
sftpd_full_access --> off
sftpd_write_ssh_home --> off
tftp_anon_write --> off
tftp_home_dir --> off

P & SELinux Xt FTP M489 AL b A3

[root@linuxprobe ~]# setsebool -P ftpd_full_access=on

B W R A U B B SRR A AT
[root@linuxprobe ~]# ftp 192.168.10.10
Connected to 192.168.10.10 (192.168.10.10).
220 (vsFTPd 3.0.2)

Name (192.168.10.10:root): linuxprobe
331 Please specify the password.
Password: A\ J* A< 3t 5 4

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> mkdir files

257 "/home/linuxprobe/files" created

ftp> rename files database

350 Ready for RNTO.

250 Rename successful.

ftp> rmdir database

250 Remove directory operation successful.
ftp> exit

221 Goodbye.

[/pre]

TR YRR AL R TR SR BB RAT T AR, BT P SO0 B Xk R A

10.3.3 E#AFHER

EhEWAPERNIKE OAMTRALAL T HFEN, FUREREZ Y EWE PR WA PR E o %
4, 18% Vsftpd R4 B EWH PR W RES B R & —k, AERRET:

% 1 ¥ B FTP A P Bt & Xt

%25 R FTP REFREWH FBAWREAF .

% 3 L IFE MR P B PAM GAE XX
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% 4 %7 vsftpd.conf X 5 F X H &,
%5 %A EUR P RET R HRIR,
% 6 F:E 5 vsftpd %, BiE LB HF,
% 1 Y@ g B FTP A P B4 X 1F.
Y E vsftpd B 7 H %
[root@linuxprobe ~]# cd /etc/vsftpd/
A7 A F 2 K FTP JA 7 3048 & 9 JE 46 4K 5 Fo 5 40 SC 4
[root@linuxprobe vsftpd]# vim vuser.list
/I BEAT RS, XEATH B,
linuxprobe
pa33wOrd
blackshield
pa22wlrd
A db_load 44 F HASH 3% 4 & FTP A 7 #48 B X # vuser.db:
[root@linuxprobe vsftpd]# db_load -T -t hash -f vuser.list vuser.db

B B B SR KA

[root@linuxprobe vsftpd]# file vuser.db

vuser.db: Berkeley DB (Hash, version 9, native byte-order)

FTP J P #0489 B ARBURR, BT DAAR TR 4p /b — 2k
[root@linuxprobe vsftpd]# chmod 600 vuser.db

T Bk IR 8 B e 5 i 5 80 SO

[root@linuxprobe vsftpd]# rm -f vuser.list

2 AAFTP REFEZEDH P BRAHRLH .

B A P virtual & B A F AR R S SGZ A PR E X
[root@linuxprobe ~]# useradd -d /var/ftproot -s /sbin/nologin virtual
EEHZA P HEEFRR:

[root@linuxprobe ~]# Is -1d /var/ftproot/

drwx------. 3 virtual virtual 74 Jul 14 17:50 /var/ftproot/
HPRAEEAE PR LA E, 4 F rwxe-xr-x AR
[root@linuxprobe ~]# chmod -Rf 755 /var/ftproot/

% 3 %S X HEBUR P PAM AGE X

[root@linuxprobe ~]# vim /etc/pam.d/vsftpd.vu

//%% db BT 45 m NI R & &8 vuser.db X, EXEEEH.
auth required  pam_userdb.so db=/etc/vsftpd/vuser

account required  pam_userdb.so db=/etc/vsftpd/vuser

% 4 ¥4 vsftpd.conf X # W 5 m X F R B o

AR EWR PR, WENAPEARLRILE LT EMAE iy 24, BERF X F B4 TR,

[root@linuxprobe ~]# vim /etc/vsftpd/vsftpd.conf

%% (!

anonymous_enable=NO 2B A B,
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local_enable=YES RVFARMA PR,

guest_enable=YES T B EWA AR,

guest_username=virtual 1A PR,

pam_service_name=vsftpd.vu 4 7€ pam X,

allow_writeable_chroot=YES AVFE4EW FTP R B X 5 AELR 2 BENE K,
% 5 ¥ b R PR E AR AR

AT A linuxprobe &2 blackshield #h 7, 189X IR ZAR B h——BRIAF 8 L5, Gl BB X, WwRA
2 A P blackshield #4572 4 8 & 3% FTP Wy 38, #F 1L FTP 25 R ML R P AR E X4 T
e R A P 4 oL B AR TR R B SO A A H B

[root@linuxprobe ~]# vim /etc/vsftpd/vsftpd.conf

user_config_dir=/etc/vsftpd/vusers_dir

AU A P oL B AR IR B SCHE AR g B R

[root@linuxprobe ~]# mkdir /etc/vsftpd/vusers_dir/

WBHNEZ EHF

[root@linuxprobe ~]# cd /etc/vsftpd/vusers_dir/

£l 2 % & 1 linuxprobe H & X 4

[root@linuxprobe vusers_dir]# touch linuxprobe

34 7€ blackshield i /B ELARAR IR :

[root@linuxprobe vusers_dir]# vim blackshield

anon_upload_enable=YES

anon_mkdir_write_enable=YES

anon_other_write_enable=YES

% 6 ¥ E A vsftpd %, RIELBHR,

HINE G E# J5 R AR 1 vsftpd.conf X, E B vsftpd BFHRENFINE B3 B A
[root@linuxprobe ~]# systemctl restart vsftpd

[root@linuxprobe ~]# systemctl enable vsftpd

In -s "/usr/lib/systemd/system/vsftpd.service’ '/etc/systemd/system/multi-user.target.wants/vsftpd.service
B % #4198 RHCSA. RHCE 2 RHCA £ X5 #i & & B & 8y LR ALEHAT H 2 A,

POl e 0¥ TP M EDBE T ENRSImANZ FHE 3T +:" systemctl enable vsftpd “.
R E B vsftpd H %A F B4, BT EA FTP % A 41(192.168.10.20) £ R &N FTP 47 :
[root@linuxprobe ~]# ftp 192.168.10.10

Connected to 192.168.10.10 (192.168.10.10).

220 (vsFTPd 3.0.2)

Name (192.168.10.10:root): blackshield

331 Please specify the password.

Password: itk 4 fr X\ 52 LR P #y 55 5

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> mkdir files
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550 Create directory operation failed.

AT LEREEA W FERAMA FEANEE, XKFEEST "REPEL" , NiZD 82 SELinux R4 T,
EH A ftp 48X SELinux AL :
[root@linuxprobe ~]# getsebool -a | grep ftp
¥ & SELinux Xt FTP M489 AL b A3
[root@linuxprobe ~]# setsebool -P ftpd_full_access=on
b Bt R R 2 SO 2k B SRR R R AT
[root@linuxprobe ~]# ftp 192.168.10.10
Connected to 192.168.10.10 (192.168.10.10).
220 (vsFTPd 3.0.2)

Name (192.168.10.10:root): blackshield

331 Please specify the password.

Password: JbAL #r N\ i B P 1y 55 4

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> mkdir files

257 "/files" created

ftp> rename files database

350 Ready for RNTO.

250 Rename successful.

ftp> rmdir database

250 Remove directory operation successful.
ftp> exit

221 Goodbye.

f# A linuxprobe Al P A& (€ &M :
[root@linuxprobe ~]# ftp 192.168.10.10
Connected to 192.168.10.10 (192.168.10.10).
220 (vsFTPd 3.0.2)

Name (192.168.10.10:root): linuxprobe

331 Please specify the password.
Password: A& S\ & BUR 7 55 4

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> mkdir files

550 Permission denied.

ftp> exit

221 Goodbye.

HARAXRBRABE? SREFNETEFEZLRENERSH, TEZLAUBERBETMEE »FXK,

10.4 ¥ #H# NI R PAM

IR £ Vsfipd B 48 E UR P AKX PR (2] T — Y f PAM R, AN AZHEWANET PAM,
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[ ##% A A3 PAM (Pluggable Authentication Modules) & —f A EAL#], 3t — Sesh A%k Efn s — iy APL 4 2
GREWRE GIMEF R, 7 RFEEE R URYEF KR EQRERSEFHFEAES Ko

HAB KW PAM £ — AL AVH WESGEE), LARECERTUREFWRAERSBRFHAEF R, BT RS
MRBRFMEMNER, 7AMRE PAMEXRT 2BRITHER—RARKFE. BABUE. LAHH%E.

ENREIEEER L

IPAM API |«—>{ BEH EEBOE

I

|1§ﬁel | |4§m | |1§t;e3 | SR

PAM APL ki R F B 5 5 A B B EBAY, LN ARFTUREFRREGEL PN T LA o) g
B, LN FARFEE PAM AER, —RE N ARF P AFTHNEN PAM BB X, HIEREHNERTAED
B, B TR PAM S, WA SHMa B g, REF AR PAMMRKERLE X!

/lib/security:pam A IEAZ 3,

/etc/pam.d:4t % 7 B AR 4T € XEF B pam L& SCH,

Fl 4w vsftpd B F 3t & 78 H £ B E X ( “/etc/vsftpd/vsftpd.conf “) % 5N T & # 5 %

pam_service_name=vsftpd

F R FTP 42 it R AR /etc/pam.d/vsftpd 8 S g 2 8-4T % AL Y,

BHAENFHALEEBHK PAM BREH, W PAMESRAA LKA L, FAUTERTE P REHMH, EHLFE
32 R W) 5236 o o BLEY vsftpd.vu R PE A A R AL B o




%5 190 1T
{Linux FL1ZIX 4 %)  HTTP://www.linuxprobe.com




% 191 7T
{Linux FL1ZIX 4 %)  HTTP://www.linuxprobe.com

% 11 % {#/8 Samba = NFS 523 X £ =,

£ AR

AEVHEHHR XU £ Z AKHER, T# Samba 5 NFS RH42 7 i JF & # % LUK .

HHEL VM Samba MATRES %, BT RL{AF XHHNREF %, HHEM autofs REEF B shEHik 4,
FoE B £ Linux AL E X5 Windows REZ H 8 X3 F, UKERZ X R E G K35 SELinux
AL o

111 TMXH_ZRS

B EREETR ENZEFE XHASER FTP iUk EH, 18 FTP W iUR e BB 4 U4 1 f A B ot
FEAE TR AR, XS R AT E, TREHINT NFS FF X4 4 5 :NFS(NetworkFile System) £ — /™ 4%
¥ % & Linux Wi ENHEERE AN EZTHRS, BTRELOXHIFRS, FX¥F Linux § Windows %
GolE Wy X3,

MEAE 1991 4B A % & Tridgwell 4 7 ##5 Linux § Windows £ 4 Z |6 £ Z X8y [F 82, EFF & H T SMB #hil5 Samba B4 7.
SMB (Server Messages Block) 11X 52 LA 3 W A X4 AT AL R IR X Z RS 8 X

L Bt Tridgwell 48 Z & it SMBServer X MEAF, 1EH B E N SMB Z& A B XN FHAWIELT, £iT Tridgwell FBF

BMERHE, ATRET —MLT BN 4 F——SAMBA, XA E % BN 4 55 LIhiF a4 7 SMB(SAMBA), T

X E & Samba 12 5 4 F 1 B k.

Samba %42 F & — % & T SMB 1t B R4 0 & 7 3 4L B TP IR X E 2 2 8, 53T Linux 5 Windows %

Gl oy X,

11.2 Samba %

11.2.1 ZEREET

Wit %% Samba AR 7B AR N AT E XS %, E % H B (12 M Samba 40 %A RIEY A,
%% Samba R4 % . :
[root@linuxprobe Desktop]# yum install samba

Loaded plugins: langpacks, product-id, subscription-manager

Installing:


http://www.linuxprobe.com/chapter-11/
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samba x86_64 4.1.1-31.el7 rhel7 527 k
.................. BB AL e
Completel!

# ¥ Samba it & X :

[root@linuxprobe ~]# cat/etc/samba/smb.conf
BB XU R AR 320 47! ARAHTE? H5E Samba A TE X+ AL ZEBREL, RO URMEITRT:
Rt IR 4 o B SO

[root@linuxprobe ~]# mv /etc/samba/smb.conf /etc/samba/smb.conf.bak

TIRPE L W

KR cat #4AN Smb BE X E# T grep 4V 5 H (R WA EEGEE, AEoilMima s
EWAT(H), B FWMA(Y )URMARZAM(S), REREVITRENEEAEZE NE
/etc/samba/smb.conf X4 ¥,

cat /etc/samba/smb.conf.bak | grep -v "#" | grep -v ";" | grep -v "*$" > /etc/samba/smb.conf

I RATKA AR JE B

[globall #2R5H.
workgroup = MYGROUP # T 4 AR
server string = Samba Server Version %v #REH BN B E S H%v H R SMB IRA S,
log file = /var/log/samba/log.%m #EXBEXHEHRMLELS AR, SH%m A RKTHEN4.
max log size = 50 #72 X B &/ X R ABE A 50Kb,
security = user #RARIEW R EFHH 4/,

#share R ENEFRIETS, EmyE, ERLMRE,

#user: 7 B SMB MR 4Rl 5k 1F EALIR GEoy 0 A J5 A4 T AL F Emty R4

#server: B A 4 5 By AR EAHLISE R EMREEH O A (EFEEKES),

#domain:{# /| PDC % % & 3 iE

passdb backend = tdbsam FEXRPRGWED, £4 3.
#smbpasswd:{# | SMB i 4-# smbpasswd &4 % % 4 Fl 7% & SMB &4,

#tdbsam: B2 # 4% & X 3  A pdbedit 237 SMB 318 F /.

#ldapsam:# F LDAP Mt 4-# 47tk F 1L,

load printers = yes #% B R & % Samba 4B 30 Bt E FITHALR A&

cups options = raw #4T B AL By 2 30
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[homes] #EESH
comment = Home Directories #HRfE R
browseable = no #HEEAFERETE “WLAE" ¥ 1.
writable = yes #E XRETHANHEME, 5'read only' 4 K.
[printers] HTONEZ S H

comment = All Printers

path = /var/spool/samba #{F XHHEFBE(EER),
browseable = no

guest ok = no #ZEFTHANT R, %F T public's ¥,
writable = no

printable = yes

#Roft B Samba 3t ¥ £ BOE XA
%% !
[linuxprobe] H*E 4 K linuxprobe
comment = Do not arbitrarily modify the database file LER PR ERBGR S E
path = /home/database # % XU £ /home/database
public = no x FBTA AT
writable = yes RVFENEE

KAV L E B S 40 8 38 n | SMB A4 B X4 (/etc/samba/smb.conf) 3f & & SMB AR %42 /7 B 7] 4 3%,
18 gk B SMB M4 BRA B B AEAE R user, BRATFERCIER FEBEEES T UNEEER, AAEXRFE I T 0 #E~

1122 %4z

A Samba 4 14 B 7 R DAL S F XM Emsy 2, MEMGLEENR FE, TERIESBRUREE, B
BEROARIEER, HA1FE 5T LA Samba Ao oy $t &
F 1 FBELFREN user RUHA,

[root@linuxprobe ~]# cat /etc/samba/smb.conf

%2 Pl AT Xk
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[root@linuxprobe ~]# mkdir /database

% 3P MR IEF XA L.
7 SMB 4 £ WE X8 R TEEMEFE X RN EES
|database]

comment = Do not arbitrarily modify the database file
path = /database

public = no

writable = yes

P& 7 smb.conf X )5 £ & & 31 SMB M 4-:

[root@linuxprobe ~]# systemctl restart smb

BB FFALE BT

[root@linuxprobe ~]# systemctl enable smb

In -s "/usr/lib/systemd/system/smb.service’ '/etc/systemd/system/multi-user.target.wants/smb.service’

# 4 ¥ ) Windows FHL22RF
BE R TR IP ML X5 F R E T Windows W W k54, MNiZ#H4 e~

EMA K BUERL IP 4k

Samba £ F fi 4 # 414 RHEL7 #1 % 192.168.10.10
&P 414 RHEL7 #1 2 4 192.168.10.20
B P # 3 Windows7 #1E % 4 192.168.10.30

7t Windows EHHZTHE P MAZE EHHE L

FER ==
Windows JZiE/1 \\192.168.10.10

FREEERIEAS. TN, NETERERE. ESAREHEAREEE , EeE e .

© sEwans
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BB 7 7] Samba fit 454 4%

B B B Samba MR 4 AR 45 B, wRiEE T4 F % Apache(httpd) R 42 F 8 EF, 5% 848 7 X A SELinux #LI "B,
%5 Pk & B KA 4

Windows 7 7] Samba E#I#R w14, A5 Z Iptables FLE T35 F#1E, TRHAT:

[root@linuxprobe ~]# Iptables -F

[root@linuxprobe ~]# service iptables save

% Windows R AWEFXFR, THEZLERE T Windows FHFH 2K 77 Samba £ Z,

Windows % & % KR EHK /04

B 23 /5] B 2 7E Iptables B ok B9 BAAL & T, FrBAiE A SELinux £ — &t , F % H #% H SELinux.
% 6 A2 SMB R4 Mk or B ik 5.

P Windows RAERERIEEA thiF £ Z, T SMBRABEXHFFLHEER &£A %" tdbsam “, L
AMK P fr 0 4% Samba IRA BBk 5 B, RATFEFE A pdbedit &4 k€2 SMB IR 40 F 7 #4E &,
pdbedit 4 A T %2 SMB 4t ik /2 E B A&, BRAK: “pdbedit [EH] K7 .

¥ R

-a flA4  # Samba A P
x B P4 M Samba A F
-L FIHH PR k&

Lv FIM A P AR BB FIE
AHAGH P

[root@linuxprobe ~]# useradd smbuser
Ko ARG H F#RFE A SMB A P
[root@linuxprobe ~]# pdbedit -a -u smbuser
new password:#% & SMB i 44 31 B9 % 7
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retype new password:
Unix username: smbuser
NT username:
Account Flags: [U ]
User SID: S-1-5-21-4146456071-3435711857-2069708454-1000
Primary Group SID: S-1-5-21-4146456071-3435711857-2069708454-513
Full Name:
Home Directory: \\linuxprobe\smbuser
HomeDir Drive:
Logon Script:
Profile Path: \\linuxprobe\smbuser\profile
Domain: LINUXPROBE
Account desc:
Workstations:
Munged dial:
Logon time: O
Logoff time: Wed, 06 Feb 2036 23:06:39 CST
Kickoff time: Wed, 06 Feb 2036 23:06:39 CST
Password last set: Sat, 11 Jul 2015 18:27:04 CST
Password can change: Sat, 11 Jul 2015 18:27:04 CST
Password must change: never
Last bad password : O
Bad password count : O
Logon hours : FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEE
% 7 ¥4 A Windows E LIt 4R
Windows %E SMB R % 14 Windows %3 [ SMB At %

Windows # A\ 3£ % B F 4 %
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% 8 ¥ : A SELinux AN

f#  Windows E L7 8] Samba 2t = £ & T DE A smbuser A FEN, ExFHF XX 2 EERER, SELinux
—ERBHEE, NRZHZYWEESF SELinux, AERKXHRE T,

W F B Ky g & Fopi g A B A smbuser B P :

[root@linuxprobe ~]# chown -Rf smbuser:smbuser /database

AV SELinux - SMB A /3£ F K B K 847 R 8.

[root@linuxprobe ~]# setsebool -P samba_enable_home_dirs on

¥4 % B F 8 SELinux #4 F T X EZY:

[root@linuxprobe ~]# semanage fcontext -a -t samba_share_t /database

FERHTH R A LT LB AR

[root@linuxprobe ~]# restorecon -Rv /database/

% 9% : WA Windows EHBIEF;FLER

RATE & #F Samba R4 J5 X[ S: 8y F %47 T Iptables 7 k35 SELinux 42 MM, AALTTUEFHERALET,

£ Fl SMB MR 45581 2 X ¥

%10 ¥ : #A Linux THBEH;FER

R R £ %k 52 = 4 7 — BN EM#, Samba R 412 7 98 T AR 84 5230 Linux 5 Windows R4 8y X%, £
P SEH Linux RAZ M X FR, £ FERETE ) mEAN P HarE:

ENAE K BUERS IP #u it

Samba # % ff 4% 4148 RHEL7 #&1F % 4 192.168.10.10
& P i 411§ RHEL7 #1E # 4 192.168.10.20
B P 3 3k Windows7 1 # 4 192.168.10.30

EE PR3 cifs-utils A :
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[root@linuxprobe ~]# yum install -y cifs-utils

Loaded plugins: langpacks, product-id, subscription-manager

.................. B E A T HE AR e
Installing:

cifs-utils x86_64 6.2-6.el7 rhel7 83 k
.................. B E A T HE AR e
Completel!
AlEERE R

[root@linuxprobe ~]# mkdir /database

7 root K H FAIBAE X (R A SMB B F 4. SMB A P %8, SMB 2 3):
[root@linuxprobe ~]# vim auth.smb

username=smbuser

password=redhat

domain=MYGROUP

WX HRERET, WREZS /D2

[root@linuxprobe ~]# chmod -Rf 600 auth.smb

MEAEHEL (WERAANZEIZEL, ARFERER. XHRALEE, MEXHUATFI ERETO:
[root@linuxprobe ~]# vim /etc/fstab

//192.168.10.10/database /database cifs credentials=/root/auth.smb 0 O

A mount #4-#-a 5 HHE R FTH £ fstab U & X UHE B
[root@linuxprobe ~]# mount -a

BRI Samba W F HE (U EFZXHT):

[root@linuxprobe ~]# cat /database/Memo.txt

ican edit it .

Samba & EWHREKEAT, TS LHN Linux FAZ A9 ZHFEL# S5 Windows EHFHAT XHEZ,

11.3 NFS W % st % %

NFS(Network Files System) Bf B £ SC#F % 45, NFS Xt & S X A P 4 o 8y EALE L TCP/IP X #H T KRR,
NFS % 7 3 ¥ VR B A A Y0 IR — A3 5 13 NFS IR 43 v YoRt, & B9E & NFS &K 8T RPC fk % 5 4hEh i f,

Bt LA 46 75 PRAE RPC R 45 it 4% I JE MR 45 8 o 11 12 B4 6 IE % 6 NFS i

H ¥ B E3E NFS £ F & need for speed 845 597 %, NFS BB Anfe A 402 % Hedt, FIUXARMEHHEIEN,
418 RHEL7 % % .2 BkA % % NFS [k %-:

[root@linuxprobe ~]# yum install nfs-utils

Loaded plugins: langpacks, product-id, subscription-manager

(1/2): rhel7/group_gz | 134 kB 00:00

(2/2): rhel7/primary_db | 3.4 MB 00:00

Package 1:nfs-utils-1.3.0-0.e17.x86_64 already installed and latest version

Nothing to do
AR LR FER & Linux £H, WEREFL:
EHA K BERG IP 3k

NFS fi 43 214§ RHEL7 #1E & 4 192.168.10.10
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NFS & F 3 4148 RHEL7 #1624 192.168.10.20

% 1 ¥ 8l# NFS 4wt 3t ¥ B %

7 % iptables BRIA & # 4 :

[root@linuxprobe ~]# iptables -F

P77 ¥ = J5 # iptables #LI :

[root@linuxprobe ~]# service iptables save

B # nfsfile 3£ B %

[root@linuxprobe ~]# mkdir /nfsfile

BN—AX, KT NFS & /P 3miLi:

[root@linuxprobe ~]# echo "welcome to linuxprobe.com" > /nfsfile/readme
NFS i 43# BB XE 2" Jetc/exports” , AT X B F 1 B 5 DUKAR B IR,
[root@linuxprobe ~]# vim /etc/exports

//RER N E B R WL A AVFE] NFS YR8 F 7 3% (IR 5 %)
/nfsfile 192.168.10.* (rw,sync,root_squash)

NFS BB F 95 40F .

BH R

ro R ERA

W BEER

root_squash % NFS & P A root A % &l B, BRAtH NFS R %3t B4 A P

no_root_squash % NFS & P 3w fE A root A P % & B, BRAt A NFS A4 B9 root i Fo

all_squash Tt NFS & FomfE Rtk P, B4t A NFS REmty B4R F o

sync Bl EHEENENFEEEY, RIEFEXEE.

async AR HERGEEANE, REBSNES, REERH, ETHERMEEXL.
% 2 ¥ 3 NFS 43

R I 2| NFS IR 42 4 8 F RPC it 449, {E4E 4148 RHEL7 £ 4 W RPC M4 B & Bk 24T (active) T, FT AT % FHC
& RPC M4,

[root@linuxprobe ~]# systemctl status rpcbind

J& 5 nfs-server 12 /5 :

[root@linuxprobe ~]# systemctl start nfs-server

B & NFS R %3 A FFHLE 24 -

[root@linuxprobe ~]# systemctl enable nfs-server

% 3%: WENFS X3

R NFS & p o R 40 RHEL7 £ 4, AP A %A nfs-utils —E MR EEBRIALE, AHEREFTRTUT,
showmount #4 Jl T#1# NFS IR&3u ¢t Z £ 8, #%RAY: “showmount [H¥] [BEEMN]” .

2% A
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e &7 NFS 453 o 34 2 71 %
-a B R AN NFS 508 8 157

v BRMARE
AR NFS MR 43 oF = 89 34 2 300
[root@linuxprobe ~]# showmount -e 192.168.10.10
Export list for 192.168.10.10:
/nfsfile (everyone)
AEAMFEHRE X
[root@linuxprobe ~]# mkdir /nfsfile

[root@linuxprobe ~]# mount -t nfs 192.168.10.10:/nfsfile /nfsfile

Jif 22 A 2] W R BN S
[root@linuxprobe ~]# cat /nfsfile/readme

welcome to linuxprobe.com

WRFLFIE 8 506 NFS YRR B A M, 20T UELHB K fstab XHk LI

[root@linuxprobe ~]# vim /etc/fstab
192.168.10.10:/nfsfile /nfsfile nfs defaults O O
11.4 AutoFs B shE &K%

AutoFs i % & Mount/Umount 4 7 B Z A& T €& — M F 3048, AR M 2R & iR B 1 1 — 4w R R0 O
A G B AN E R RS, WAER, FERE RENetc/fstab X E R SOH A & KL B S0t
HEH, TZAT AutoFs ENR YA P FEEAZXBRAAT T 2AANER, FARNLE ZERR,

AW G4 K FH N /media/iso B K H#L 8o HERFER.

EXIPE BIER L
NFS Ak %3t 414§ RHEL7 # % £ %
NFS & F 3% 414§ RHEL7 #% £ 4%

2% autofs R4

[root@linuxprobe ~]# yum install autofs

Installing:

autofs x86_64 1:5.0.7-40.el7 rhel 550 k
Installing for dependencies:

hesiod x86_64 3.2.1-3.el7 rhel 30 k

Complete!

J& 3 autofs R&-FF AN B FFAHLE 30+
[root@linuxprobe ~]# systemctl start autofs

[root@linuxprobe ~]# systemctl enable autofs

IP M3k

192.168.10.10

192.168.10.20

In -s "/usr/lib/systemd/system/autofs.service’ '/etc/systemd/system/multi-user.target.wants/autofs.service’

B autofs TWME X (B HHEF BRHWEXH):
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[root@linuxprobe ~]# vim /etc/auto.master

/media /etc/iso.misc

FHEHEBRES IO (A X
[root@linuxprobe ~]# vim /etc/auto.misc

iso  -fstype=is09660,ro,nosuid,nodev :/dev/cdrom
EHmHE 50 autofs R 5-:

[root@linuxprobe ~]# systemctl restart autofs
HNESHEREK T

[root@linuxprobe ~]# cd /media/iso

TH YA H T U

[root@linuxprobe iso]# 1s

addons images Packages RPM-GPG-KEY-redhat-release

EFI isolinux release-notes TRANS.TBL
EULA LiveOS repodata
GPL media.repo RPM-GPG-KEY-redhat-beta

AFLER, KTUARE TER:
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% 12 % {#/f Bind % 3% 4 AT K 5o

EYHR:

AEF L EEM DNS REB TR, #3 EmMT S K sesk, 248 DNS EMEHE. MEHE. ZHEREENIE 7%,
R ATE KRG B XS R E X, DRGEITE A 0 B AT EORIE T B R IR A P 45 5] A58 8 AT 45 R

DNS MR 416 & T B W b Al % e, RATETUFE BIND B4 F L8 TSIC A FEmAH, TR B AT S48 R g M v,

12.1 7 34 i Ar I 4

— R E A L P i E Al A4 . WERGIRE, FrAEE R P E R AASAE KT E R 4P RR, BRI
EMNENATBRF + R eEL [P RA T £, 4% %FE DNS B4 MRS T,
DNS 4 ## 47 FR % (Domain Name System) & i T AT 4 5 1P Hudbxt bk AW RS, oh b £ 7 DUSCHLIE 16 AT 5 R 1 AT -
IE 18 AT ARAE EALA (B4 ) AR IP ik,
S U AT ARAE 1P Hunk 2 %%t B B EALA (KA.
DNS 4tk A £ 00 B FAT B B R IR T A 5 1P Mk Bt xd % R, R — oA R B E £ % [DNS £
A

%6 DNS A BHEF BRI E AP NER, FAUNTERRA X0 EREE. KRS B EE RS E.
ERGBAEFERRNEAE M, AREFZEHARREL G [P I N X R,
B S5 BN E A5 PR G4 G TP ML Rk R RS, DT EREBENFHFRL
ZHEBS B AL AR BT BEGRERAL G [P HAX N X R, #R5EL IR HHE.
REXFEMELTMT, DNSEHHT LN #HEH5EREA.
# P& WA TE P ALE DNS MR %218,
2 %A T DNS M 4% 1 2 & DNS fi 45 & 14,
LBH DNS i MR —X A0 ABEEMREEERHSEEL, AP ALRA T ERTEASEERY: DNS Eigint A

12.2 %% Bind R& B 7

18 76 F| Z B W 3 4% R 4 BIND(Berkeley Internet Name Daemon) £ — 23R E B W (£l &) 28 Rt 2 2 7 %
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BT WA AT RS F. S H Bind fiFA2 5L X FF chroot (change root) % %A 41%#, chroot #4114 R
% bind BARR FALREAT B B E XHATHRE, ATRILTEMSENEZS, LERK Wk, 2R EEE
# bind-chroot "L

[root@linuxprobe ~]# yum install bind-chroot

Completel!

B4 AT LS Bind #4274 AR #4 named, MR 7BV E U0 T

THRF /usr/shin/named
FEE W /etc/named.conf
X 3 e B 1 /etc/named.rfc1912.zones

ALERAMTEREXHCAHABATEBK, HRE—REE):
[root@linuxprobe ~]# vim /etc/named.conf

// Provided by Red Hat bind package to configure the ISC BIND named(8) DNS
// server as a caching only nameserver (as a localhost DNS resolver only).
// See /usr/share/doc/bind*/sample/ for example named configuration files.
options {

/I TATHE 127.0.0.1 B& A any, K5k AP EYTEAT P Mk,

listen-on port 53 { 127.0.0.1; };

listen-on-v6 port 53 { :1; };

directory "/var/named";

dump-file "/var/named/data/cache_dump.db”;

statistics-file "/var/named/data/named_stats.txt";

memstatistics-file "/var/named/data/named_mem_stats.txt";
//% T AT # 8 localhost B & A any, RFAFEMENEW,

allow-query { localhost; };

recursion yes;

dnssec-enable yes;

dnssec-validation yes;

dnssec-lookaside auto;

/* Path to ISC DLV key */

bindkeys-file "/etc/named.iscdlv.key";
managed-keys-directory "/var/named/dynamic";
pid-file "/run/named/named.pid";
session-keyfile "/run/named/session.key";
3

logging {

channel default_debug {

file "data/named.run";

severity dynamic;

3

I3
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// WA E X T 23k 13 648 DNS R4-# 8 1P Huik
zone "." IN {
type hint;

file "named.ca";

I3

/IR EEER SR ETHEREE, FHHEER,

include "/etc/named.rfc1912.zones";

include "/etc/named.root.key";
YA P E — N4 B (R £ R hosts XHEE %), E#ELL @ EH DNS £ L ##TEE R, WRiZ DNS EA+ &
HZHA RS BRI 42T W i % DNS EM#TERER, HPREELHBK)HWAR DNS EH0H 13 &, 244

A% DNS R 4-# IP ik X fF:/var/named/named.ca

EAS AT WA E IP ik

A INTERNIC.NET XE-#ERINM 198.41.0.4

B * Efz BB TR % E- Al % BTN 128.9.0.107

C PSINet /A & XE-#ERIM 192.33.4.12

D LEXRF XEH-ZE 2N 128.8.10.90

E XEMEMREE R % E Al % BT M 192.203.230.10

F VR 40 TR 14 Bk % E m A % R T M 192.5.5.241

G E A EE SRS N *E & RN 192.112.36.4

H * E I E 5 5 B XE-LE2LN 128.63.2.53

I Autonomica /A & By -7 18 B R E 192.36.148.17

J VeriSign /& XE-#%ERIM 192.58.128.30

K RIPE NCC #E#H 193.0.14.129

L IANA FE-HEFRINM 199.7.83.42

M« WIDE Project HA-RH 202.12.27.33
12.3 DNS 4By #4752 3

BEA BT 45 R DNS IR4A2 Froh, A 41F% & St 8y DNS ML R b AN, XHA #F 2 LR U R %K.
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X T B R E B R ERE X named.conf 1 F 2 DNS R4 148, AT UM B R E ERFET” /etc/named.rfc1912.zones “>

B, IACHRATEXEAL S P HIBTANRENXCHMEURREREFEBERE, —EEEEBK.
IE 1 AT X3 A A

M 42 A F DA = M:hint (R K 3K). master(£ K 3K). slave (3 B K ).
O AT X 38 A

zone «10.168.192.in-addr.arpa™ IN {

type master;
file "192.168.10.arpa™; | Te1A192.168.10.0/248 ity B AR X bk

3

zone KW IPEELERE W LEET), #AFEBEE L” in-addrarpa .
BTRNLHF LA ERE . KREE XS K REE XSGR, SFEETRES KT 48T HAT
named-checkconf 2 named-checkzone @4 % 45| Al TH& £ BE 5 K33 X F 5% 25 H0#2.

12.3.1 I AR 5230

%1 ¥ RERXREHER L.
IE () AT B 1 RARAE WA (R A) ER B R 89 1P sk, KEXHFEA—LBRAER, TARLES, HEAE T HE M.

[root@linuxprobe ~]# vim /etc/named.rfc1912.zones

zone "linuxprobe.com” IN {
type master;
file "linuxprobe.com.zone";
allow-update {none:;};
}
F2¥: WEMNEERL:
FATE DA F B4 IF 1 AT ARAR X" /var/named/named.localhost “, 35 fz & /5 B 7] B AL
Y14 T4E B 5 2| bind (named) % 4& B % :
[root@linuxprobe ~]# cd /var/named/
B A KR AR IR

[root@linuxprobe named]# Is -al named.localhost
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-rw-r-----. 1 root named 152 Jun 21 2007 named.localhost

PAT cp A BHIPN-a, REEBEHERXUHNEM, iFs. AF6EE:
[root@linuxprobe named]# cp -a named.localhost linuxprobe.com.zone
%% linuxprobe.com 4 & [X 3 B # ¢

[root@linuxprobe named]# vim linuxprobe.com.zone

F 8 named MR 4L B S LB A %

[root@linuxprobe named]# systemctl restart named

$TTL 1D #&FFAHH 1 X
@ IN SOA linuxprobe.com. rootlinuxprobe.com.  (
#AE BT 44 #DNS R By Huik #3804 EH Rl (T ER K F)
O;serial #EHF I 5
1D;refresh # B 37 B |8
1H;retry #E R IE B
1W;expire # 5K 2% B 1]

3H;minimum # X% % @EATIC KW E F

Fe 2]

NS ns linuxprobe.com. #3845
ns IN A 192.168.10.10 ##3EIE 3% (ns.linuxprobe.com.)

INMX 10 mail linuxprobe.com. #U 48 XHIT T
mail INA 192.168.10.10 #H3EI0 5 (mail linuxprobe.com.)
WWW INA 192.168.10.10 #1483 (www linuxprobe.com.)
bbs IN A 192.168.10.20 #H#41 38 3 (bbs.linuxprobe.com.)

% 3V R BMATLER,

nslookup 4 A FA2 M # & A F % DNS 425 F £ 284 5 [P AW MATIER, 100 named MR 4 8 #EHT B 5 KA.
ik & 18 DNS R4 & #i 1z &

[root@linuxprobe ~]# nslookup

> www.linuxprobe.com

Server: 127.0.0.1

Address: 127.0.0.1#53

F | 8 435 4 B 3 B TP Sk AT R T

Name: www linuxprobe.com

Address: 192.168.10.10

> bbs.linuxprobe.com
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Server: 127.0.0.1
Address: 127.0.0.1#53
Name: bbs.linuxprobe.com
Address: 192.168.10.20
> mail linuxprobe.com
Server: 127.0.0.1
Address: 127.0.0.1#53
Name: mail.linuxprobe.com
Address: 192.168.10.10
> nslinuxprobe.com
Server: 127.0.0.1
Address: 127.0.0.1#53
Name: ns.linuxprobe.com
Address: 192.168.10.10

12.3.2 K1 fiar L5

BT AT B 1 R AR [P A R B MB EMA OfE), & KX (named.rfc1912.zones) ' BRIk B £ — &

FRNAGREGER, TAFEMBRLEZRRBARRGEL, HEHETEEMWE T,
#F1¥: RERREER L.

[root@linuxprobe ~]# vim /etc/named.rfc1912.zones

zone "10.168.192.in-addr.arpa” IN {

type master;

file "192.168.10.arpa";

2

%2 ¥ MEMEER L.

SN FAT # s XHEAR AR &7 /var/named/named loopback ¢, FA1E A 3 5= &5 B HEE A
[root@linuxprobe named|# cp -a namedloopback 192.168.10.arpa

4% 192.168.10.0/24 W B By 3048 X 15

[root@linuxprobe named]# vim 192.168.10.arpa

$TTL 1D

@ IN SOA linuxprobe.com. root.linuxprobe.com. (
O;serial
1D;refresh
1H;retry
1 W;expire

3H):minimum
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NS
ns A
10 PTR
10 PTR
10 PTR
20 PTR
% 3 ¥ BMTER.

ns.linuxprobe.com.
192.168.10.10
ns.linuxprobe.com.
mail.linuxprobe.com.
www.linuxprobe.com.

bbs.linuxprobe.com.

E 8 named RARF, LRESCHILH £
[root@linuxprobe ~]# systemctl restart named
AT nslookup #4482 R i fEAT 45
[root@linuxprobe ~]# nslookup
>192.168.10.10
Server: 127.0.0.1

Address: 127.0.0.1#53

#PTR 48 4HE 3%, A TR @ far +.

10.10.168.192.in-addr.arpa name = ns.linuxprobe.com.

10.10.168.192.in-addr.arpa name = www.linuxprobe.com.

10.10.168.192.in-addr.arpa name = mail linuxprobe.com.

>192.168.10.20
Server: 127.0.0.1

Address: 127.0.0.1#53

20.10.168.192.in-addr.arpa name = bbs.linuxprobe.com.

12.4 #F WS4

HEPEHFT -6 EMSBEETRBRTARFPWER, " NREE" T UKE RS LB 2 8 K% 24
X, REEMHMETE AEAENER, REIBRAZAE:

1 R A28 B KR AE RO AVFZ AR Z B 0 E3TE K, HFER IR E X
2B RE £ A BHI G EIRE KKE 8, HEH R EE .

3.7 MM 4 W & & /var/named/slaves B 5 2 # F nslookup 36 iR 3 45 .
RBFEFEF ENAL KRG P (HH)

ENA K

BEAL

IP ik
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EM A 4T RHEL7 3B £ 4%
& 47 RHEL7 1% £ 4%

%1 P BRERSS b KL

allow-update { 35 E 3 K 1= B0 EHLHHE);
[root@linuxprobe ~]# vim /etc/named.rfc1912.zones
zone "linuxprobe.com” IN {

type master;

file "linuxprobe.com.zone";

allow-update { 192.168.10.20; };

X

zone "10.168.192.in-addr.arpa" IN {

type master;

file "192.168.10.arpa";

allow-update { 192.168.10.20; };

F B named MAREF, LB E LB A%

[root@linuxprobe ~]# systemctl restart named

% 2 B BEH RSB KR X

192.168.10.10

192.168.10.20

SR ¥ £ E X" /etc/named.conf “F M W T M 5 A E WM A B A N any, 5 4E KR X

(named.rfc1912.zones) P RN EHF A~ LEBN A GRREE, THLES, AFEHHRREL T2 EHE !

[root@linuxprobe ~]# vim /etc/named.rfc1912.zones
zone "linuxprobe.com” IN {

/BB RSB TR slave, T T f & master.
type slave;

//%8 € £ DNS MR % # ¥ IP Hdt.

masters { 192.168.10.10; };

/136K & A B K U 5 R A7 B L B A A AR

file "slaves/linuxprobe.com.zone";

;

zone "10.168.192.in-addr.arpa" IN {

type slave;

masters { 192.168.10.10; };

file "slaves/192.168.10.arpa";

;

B 4 #4118 RHCSA. RHCE # RHCA # R 5 #E & B &8 LB HL AT H 4 A,

B oA A B ¥ TP B ED Rl FEN RSN B FHE ST

# 3% BB KFE GEFA DNS #it % 192.168.10.20),

E 5 named RAR/F, LB E LB A
[root@localhost named]# systemctl restart named
AT E 44 named RAB B XHE KT ¢
[root@localhost named]# pwd

/var/named

systemctl enable named “,
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R slaves B FH HINT E M52 4 0 K80 #:
[root@localhost named]# 1s slaves/
192.168.10.arpa linuxprobe.com.zone

& A nslookup %4 & & AT fk T AT HE:
[root@localhost named]# nslookup

> www.linuxprobe.com

Server: 192.168.10.20

Address: 192.168.10.20#53

Name: www.linuxprobe.com

Address: 192.168.10.10

>192.168.10.10

Server: 192.168.10.20

Address: 192.168.10.20#53

10.10.168.192.in-addr.arpa name = www.linuxprobe.com.
10.10.168.192.in-addr.arpa name = ns.linuxprobe.com.

10.10.168.192.in-addr.arpa name = mail.linuxprobe.com.

12.5 ZAW Ttk

DNS MR 42 BBk P oy Seah 2 % e, JUF BT & B9 W 46 I R A0 4K 8T DNS IRA- M W &1 45 R, R LB W # 9 DNS
MR- F 88 I % H2 GEAEAT AR 4, A4 BT Web 2% Email JRE-#ETES, wEF LA P RAEREE07T.

13 &4 DNS MR 4-#5 DA R FLBR M o By DNS fi 425 4 K % 3 (%31 95%) & 3T BIND 412 /F#4 21, BIND R4E 7
T e AW AR AT 4T X4 T TSIG(TSIGRFC 2845)m & A4, TSIC £EZA A FEEDF X FEH KRB
ELW £ 3% (Zone Transfer), WatZWARIETY DNS M 4-& 2 1532 KR Bl %4,

TSIG H — A&, TXRAN/ Y, FU—RASIPRLTEENARSE.

ALBRATLEANERSES ANRSENTRE, HiEH 81784 DNS LRIHE, P ERWT:

ENA K BEAS IP Mk
B &8 411 RHEL7 #1EZ 4% 192.168.10.10
M2 411 RHEL7 #1EZ 4% 192.168.10.20

¥ LFE, EHE 3 named B 57 UE E| slaves B T H I K 53 U
[root@linuxprobe ~]# systemctl restart named

[root@linuxprobe ~]# Is -al /var/named/slaves/

total 12

drwxrwx---. 2 named named 54 Jun 7 16:02 .

drwxr-x---. 6 root named 4096 Jun 7 15:58 ..

-rw-r--r--. 1 named named 432 Jun 7 16:02 192.168.10.arpa

-rw-r--r--. 1 named named 439 Jun 7 16:02 linuxprobe.com.zone
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F1¥: EEREBFEREH

dnssec-keygen &4 T & Bk %4 DNS |4 %40, R K: ” dnssec-keygen [B%] “.

2% KA

-a fo 2 mEH % (B45RSAMD5 (RSA). RSASHAL. DSA. NSEC3RSASHA1. NSEC3DSA %)
b X 4R K & (HMAC-MD5 & Z & 1-512 fi = [|])

-n F 47 KB (HOST 5 A X 1)

w45 128 L HMAC-MD5 3%, 4 # {4 master-slave,
[root@linuxprobe ~]# dnssec-keygen -a HMAC-MDS5 -b 128 -n HOST master-slave
Kmaster-slave.+157+46845

BA T A KB B (KRR A A E )

[root@linuxprobe ~]# Is -al Kmaster-slave.+157+46845.*

TW---- . 1 root root 56 Jun 7 16:06 Kmaster-slave.+157+46845 key
TW---—-- . 1 root root 165 Jun 7 16:06 Kmaster-slave.+157+46845.private
EEBANE (FE Key WEIEFTH):

[root@linuxprobe ~]# cat Kmaster-slave.+157+46845.private
Private-key-format: v1.3

Algorithm: 157 (HMAC_MD5)

Key: 1XEEL3tG5DNLOw+1WHfE3Q==

Bits: AAA=

Created: 20150607080621

Publish: 20150607080621

Activate: 20150607080621

%2 ¥ A£ERSE LA E AR XH:

[root@linuxprobe ~]# vim /var/named/chroot/etc/transfer.key

/KR h B, B 0 KA DR AL B Key 1.

key "master-slave" {

algorithm hmac-md5;

secret "1 XEEL3tG5DNLOw+1WHfE3Q==";
%
W & transfer.key S8 fi A & fu 4 :

[root@linuxprobe ~]# chown root.named /var/named/chroot/etc/transfer.key
AT E iy A, RERRY 640 (twr—-):

[root@linuxprobe ~]# chmod 640 /var/named/chroot/etc/transfer.key

B X E BB Jetc B R P

[root@linuxprobe ~]# In /var/named/chroot/etc/transfer.key /etc/transfer.key
% 3% AR EME BN EARIES .

FEEHRIE e (BEwTE):

[root@linuxprobe ~]# vim /etc/named.conf
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F4Y¥: BERBEAR (BERBRBEFHEELT).
W AR S5 25 2 AT SR B B Y X 38 304 SO AR M B3
[root@linuxprobe ~]# rm -rf /var/named/slaves/*
E# 2 3 named A BT

[root@linuxprobe ~]# systemctl restart named
RSB B2 Tk R EE K B T
[root@linuxprobe ~]# Is -al /var/named/slaves/
total 4

drwxrwx---. 2 named named 6 Jun 7 17:17 .
drwxr-x---. 6 root named 4096 Jun 7 15:58 ..

% 5 ¥ E KRS B LR E AR,

SN A U M E RS2 Rk B AR AR

[root@linuxprobe ~]# scp /var/named/chroot/etc/transfer.key root@192.168.10.20:/var/named/chroot/etc

The authenticity of host "'192.168.10.20 (192.168.10.20)’ can”t be established.
ECDSA key fingerprint is 4f:a7:91:9e:8d:6f:09:48:02:32:61:95:48:ed: 1 e:3f.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.10.20" (ECDSA) to the list of known hosts.
root@192.168.10.20's password: th AL #r A3t 7 £ 4L root Al /&,
transfer.key 100% 81 0.1KB/s 00:00

HEN B MRS # 8 named 48 $8E B A

[root@linuxprobe ~]# cd /var/named/chroot/etc

# % TRIA transfer.key # % # R A # L %K

[root@localhost etcl# Is -al transfer.key

-rw-r-----. 1 root root 81 Jun 7 17:20 transfer.key

18 BR S At 9 T AT 2 Ao B A 4L

[root@localhost etc]# chown root:named transfer key

A7 SO

[root@localhost etc]# In transfer.key /etc/transfer.key
FEIMEXCHRECHTARE CHAARE, HFTE.

[root@localhost etc]# vim /etc/named.conf
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WAETEZEABBINELE AL A3 /THRE MU T HE:
server E R4 1P #iak {
keys {414 ;)
I3

W 4 #2148 RHCSA. RHCE 2 RHCA # X J5 % & j £ B9 LR ALF AT H 2 B A

Bl s A 0 T EIDA N FEW RS A B FALE 2 F:” systemctl enable named .

% 6 X RAE R B KR (R R B KB &)

EH B 50 WS B named IR %R T

[root@linuxprobe ~]# systemctl restart named

R XA slaves HRFHE| T KRB XHT
[root@linuxprobe ~]# Is -al /var/named/slaves/

total 12

drwxrwx---. 2 named named 54 Jun 7 17:29 .

drwxr-x---. 6 root named 4096 Jun 7 15:58 ..

-rw-r--r--. 1 named named 432 Jun 7 17:29 192.168.10.arpa

-rw-r--1--. 1 named named 439 Jun 7 17:29 linuxprobe.com.zone

12.6 #F % F M5

% % M % # (Caching DNS Server) & —# F fi 5t 4 HAE L F, B fFTHA MATH DNS A LB, ZEMRSHE
WHPEEERERERAL L P A MBI REAZNAN T, BRI TREATHHE, FFU—FATHERR LR

HERMH W2, REREN:
%1 HBRERAAHRAN S5,
2 EEWMEXMEFANEELLSH.
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# 3 % F B DNS 455 il &2,
RBERFEPENALAHFE IP A (FE)

E /S BERL IP M3t
&0 4118 RHEL7 #1F % % P (51 1) AR 52 7 5 9L DHCP 2 F 45 € [P Hudk 5 W % %5 K.

F+ (A #):192.168.10.10

B 41§ RHEL7 #1 7 4% 192.168.10.20

%1y RERAHRXEN K5 %,

WHEN BN EGERSE A TR R, R2E DKM A 275 DNS 8y F#, 2N T Enkh 15T 5205 F 4
T EANNE G, FEAEFERSEFFRm—HMF,

F1¥: K& “REBENIRE",

2% KmFmitsd— “WMBERE”

F3F: RRELBERN “RENER"
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FA4¥: BEEEHRMFRBEEA “FEHER"

fH nmtui TEAEE 1 kP K8 [P Hudb kB K A dhep MR GRBEARE L EWASR R E)

Hrm ey B R (8 2 37 nmtui TRFZRFLEHET, FERAHEFNSHFRAT:

%1 ¥ Bim—hFoFF&k &,

F2¥ RBENERBELE,
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F3F%: HEWEALAKRE IPHUFER

% 4% FER MK ER Y,

5% mii “WE-AWEEE,
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6% MERRY, BREFNFRE.

% AL B W R JE PR B AR B E AR TP btk

F2HAETHE XU FEMEEHERS K.

ZHEMAHHRE S REFEHE, & %%%E bind % (yum install named -y), %5 %% X0 E X14F:
[root@linuxprobe ~]# vim /etc/named.conf

¥ IP s 0 5 AV M ENB KA any, FHlm—4T7" forwarders { % DNS R &£ #dk; 1"

3% DNS R 4525 M3k 45 00 = AT AL BT K B >, TEMIEHEE, REk, ZR2UEFEE,

AKAE AT DNS 4487 210.73.64.1" , EEHHFW &L Ping THEHERE, TN kL5 BMAT LK

% 3 % /& DNS %5 B ik & .
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¥ Pty W & DNS duit e i R 44 (192.168.10.10), REWM FHZCERHL, RiEwTE:

B 7 E B E S EEY named BHER

[root@linuxprobe ~]# systemctl restart named

% nslookup w4 BiE 5 RAR (0 RMAT T K, HEH Y ETELE Lk DNS &8 [77) :

[root@linuxprobe ~]# nslookup
> www.linuxprobe.com

Server: 192.168.10.10
Address: 192.168.10.10#53

Non-authoritative answer:
Name: www.linuxprobe.com
Address: 113.207.76.73
Name: www.linuxprobe.com
Address: 116.211.121.154

FRZERTREEHE (WA google B % % DNS MR 4-& k) :

> 8.8.8.8
Server: 192.168.10.10
Address: 192.168.10.10#53

Non-authoritative answer:

8.8.8.8.in-addr.arpa name = google-public-dns-a.google.com.

Authoritative answers can be found from:

in-addr.arpa nameserver = f.in-addr-servers.arpa.
in-addr.arpa nameserver = b.in-addr-servers.arpa.
in-addr.arpa nameserver = a.in-addr-servers.arpa.
in-addr.arpa nameserver = e.in-addr-servers.arpa.
in-addr.arpa nameserver = d.in-addr-servers.arpa.

in-addr.arpa nameserver = c.in-addr-servers.arpa.

a.in-addr-servers.arpa internet address = 199.212.0.73
a.in-addr-servers.arpa has AAAA address 2001:500:13::73
b.in-addr-servers.arpa internet address = 199.253.183.183
b.in-addr-servers.arpa has AAAA address 2001:500:87::87
c.in-addr-servers.arpa internet address = 196.216.169.10
c.in-addr-servers.arpa has AAAA address 2001:43f8:110::10
d.in-addr-servers.arpa internet address = 200.10.60.53
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d.in-addr-servers.arpa has AAAA address 2001:13¢7:7010::53
e.in-addr-servers.arpa internet address = 203.119.86.101
ein-addr-servers.arpa has AAAA address 2001:dd8:6:101
fin-addr-servers.arpa internet address = 193.0.9.1
f.in-addr-servers.arpa has AAAA address 2001:67c:e0::1

12.7 2 B RATER

B ER (Linux BZX L2 %¥) WEAGF LR S, ERSREERRELTT, BLGFEBARREE

mg, MHBRSERRELE, BXLLENH P FERRRMR, TRENET R 2 B M0 Ak, BRI

W RAE R, EENR TR RSE, TEFAENESETREERSE,

ABEMA LK ETAEIPHIWA F E MR RE AN A RETRGBATER, ABREN:

F1¥: EREEEXHFESTREE Zone K5 K.

% 2 % FE Moy RS HE X,

% 3% EHE 3 named M5 L 4R,

MR T R (Linux BZEXLF) FRFFENFER, S5EERCEELERRIFT FEREE, HEHE DNS R5#4
SR BHAT R, TR PG EE A P AR BA EEAT TR & 1P Mk, $B4Me T DNS o & AT IR D

EALA R ®RERL IP #i3t
DNS i 4-# 4148 RHEL7 #1F £ 4 A W #:122.71.115.10

£ E W %:106.185.25.10

ST AP Windows7 122.71.155.1
AN P Windows7 106.185.25.1

&3 5 F % % T BIND f4-( “yum install bind-chroot -y “), 34 m\ 2| FFALE 5 5 %,

F1¥: ERBEEXHYHERFEE Zone KHf K.

BHEREXH" /etc/named.conf “, ¥ EYm 5 A FEEENBHE N any, A 51 THRBRSE EM R
zone "." IN {

type hint;

file "name.ca";
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%
Fi#E X H 5 B X" /etc/named.rfc1912.zones “, ¥ 2% X MBI A BRI B H AL TR &
//ACL % X7 china § american 47| % B &7 IP M3k, UTHAFES [P ML T,

acl "china" { 122.71.115.0/24; };

acl "american" { 106.185.25.0/24;};

//VCTR i china A &Y IP Mok, ¢ 57 8934 #0386 X4 4 linuxprobe.com.china,

view "china"{

match-clients { "china"; };

zone "linuxprobe.com” {

type master;

file "linuxprobe.com.china”;

X

X

// ST BT american By P Hudk, ¢ 578 3% 4 $3% X A linuxprobe.com.american,

view "american” {

match-clients { "american"; };

zone "linuxprobe.com” {

type master;

file "linuxprobe.com.american”;

X

X

AR B A B IP 24k #9 A 735 [ linuxprobe.com 3 B gt & 377 9 7 [6] By K3 Bt X, T B T 28 MAT 16
% 2% ARSI KR BYE X,

1% TAE B 5% %] named R4 B F ¥ :

[root@linuxprobe ~]# cd /var/named

A B A X3 B A AR AR

[root@linuxprobe named]# cp -a named.localhost linuxprobe.com.china

[root@linuxprobe named]# cp -a named.localhost linuxprobe.com.american

St E R P R R4 K 4 XX vim linuxprobe.com.china:
$TTL 1D  #AFAMH 1 X

@ IN SOA linuxprobe.com. rootlinuxprobe.com.  (
#RAfE BT 4 #DNS R iy it #3R 4 FHE RWEA (FEReFT)
O;serial #E 755
1D;refresh # 3 37 Bt 1A
1H;retry #ERIE A

1Wexpire # 5k 3 b A
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3H:minimum # XX ETICFKWHEF

P 8]

NS ns.linuxprobe.com. #3445 A3 E %
ns INA 122.71.155.10 #3t31E32 5 (ns.linuxprobe.com.)
WWW IN A 122.71.155.15 #3438 5 (www linuxprobe.com.)

Y 48 7 % [ P A A 4 K8 3048 S vim linuxprobe.com.american:

$TTL 1D #&£FRAMA 1 X
@ IN SOA linuxprobe.com. root.linuxprobe.com.  (

#AfE BT 44 #DNS K3ty it #3804 B R WA (F EHef )

O;serial #EH I 5

1D;refresh #E BT
1H;retry #E X FE B
1W;expire # 5K 2 b ]

3H;minimum # X R @ ICFKWHEF

i 8]
NS ns.linuxprobe.com. #3445 438K
ns INA 106.185.25.10 ##14k 8 3 (ns.linuxprobe.com.)
WWW INA 106.185.25.15 #1483 (www linuxprobe.com.)

% 3% : EH K 3 named MFHRIELER,
FFE# & windows7 RZEHEMAL, LA E 5 £ E P HILEHAT™ nslookup www linuxprobe.com “
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% 13 % {&F DHCP #h A% 5 F Lk,

EAAR:

DHCP #h-X i 4 i 45 B 5 {0 By 8 32 B 3 B A W9 E 0L TP udik, AV 4R TP b R %, REREKE, WO EE L % kA,

¥ dhepd AR FWER 7 EABRAHHERESH, TERTH ML P M. 4% IP it 5 mac HIL % LB,
DHCP # 4k (REH AR £ L AN W B3t Bl — & DHCP A Bk Mk %, BAARGFHEARRZL—.

13.1 ShAENAZAEBN

DHCP 3} & £ 41L.% 2 #+ X (Dynamic Host Configuration Protocol) £ —## 2t F UDP X B IR F F & 5 W B ] 46

W, TEARENRBRNABEALZWE R E W [P Hdk, B4R AR B S B =88 A W
HFAELMR LGB A% 4%, DHCP ihil s SL N E P&, 48 IP Hik,
DHCP M4 F i fE B M by EHL 8 30 B ah SR [P Mhk, TR, %Mk % DNS R4S i &2

&, AReARHRAMIERE, REREKE, BRSO EEMESF KA,

»
>

DHCPET
<t DHCPZ
DHCPIEH

Y

i CR———
EFHL

DHCPRR %55

DHCP % 6 4% tRE (AT IP b AE Bl — Bt %) A i iy — & DHCP & P AL R, E b4 462 0B E < 8 IP 3

i,

DHCP M 4% /7t % WAE -

e R B — AR EH IP Huik B, DHCP MRAREE (E R HR TR M AW 0. 2/ IP M RAMRES S,
BEERBAT IR —WERE LS MEE P HILTWE, @4EARNIIR, FXTHERARL—EE.
e BR 96 B o 3 TP Mo A 1 R R P 4 BR, B R Sk TP Ml F 244 848 DHCP & P Ale

Rk W7 2 L DHCP 409 18 L H0F B R 4 R 58 BLE, IR A R 30 54 L% DHCP & P ALEY IP Mk G .

A 4.7 DHCP & 7 #L st 45 (5 F 30 A5 - Be. 21 8 1P ok 8y B [A],

BRI R T o e 14 & R IUE AR R By TP Hudk.
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13.2 %% dhcpd 472 7

dhepd MR %42 7 TR 8¢ DHCP MR %, #NBEEERE yum ¢ ERE REEH T FH %5
[root@linuxprobe ~]# yum install dhcp
> Package dhcp.x86_64 12:4.2.5-27.el17 will be installed

.................. B A B TR e

Completel!

dhepd 42 7 5 RE X #:
EFE X /etc/dhcp/dhcpd.conf
PATRF /usr/sbin/dhcpd

/usr/sbin/dhcrelay

kM T dhep /7 8y ZRE XHE:
[root@linuxprobe ~]# cat /etc/dhcp/dhcpd.conf
# DHCP Server Configuration file.
# see /usr/share/doc/dhcp*/dhcpd.conf.example
# see dhcpd.conf(5) man page
ZH, kA EH! dhepd AR FHREXHRARAEREN, FESH TEMR
[root@linuxprobe ~]# cat /usr/share/doc/dhcp*/dhcpd.conf.example
—/Mf B DHCP RRE XN ZEH2RRES K. THFBEF W, i E & TR E S 30

[root@linuxprobe ~J# vim /etc/dhcp/dhepd.conf
ddns-update-style interim; LAEREEN

ignore client-updates;
subnet 192.168.10.0 netmask 255.255.255.0 { T B P

option routers 192.168.10.1; N
option subnet-mask 255.255.255.0; W RE G
default-lease-time 21600;
max-lease-time 43200;

b E 2

2RRESHRATRXENREX N LA/E5H, TIHHEFARTREENTHBS A EYE, EERSH7!
% % e A

ddns-update-style 2 % EXDNS R4 sh S EH By ER, KB A
none (X X #51 AEH7), interim (Z 31 EHHEA) & ad-hoc(Frzk EFHHERX).

allow/ignore client-updates AV BuEE P HLE F DNS iEK,
default-lease-time 21600 BRA A B B E,
max-lease-time 43200 I A A B I

option domain-name-servers 8.8.8.8 7€ 3 DNS fic %25 33k



{Linux FL1ZIX 4 %)  HTTP://www.linuxprobe.com

5225 T

option domain-name "domain.org"

range
option subnet-mask

option routers
broadcase-address |~ % #i 4k
ntp-server [P Hdk

nis-servers [P 3k

hardware 4 %% MAC H3t
server-name E L4
fixed-address IP Hi3ik

time-offset 1 #% £

13.3 B3 1P #it

7€ L DNS #4 .

R SUR T 4B H 1P Mot

TXE P AT R,

FECE P AL B K Mk

RE P AL At

E P AV P 4 B EL AR 44 (NTP),

FEXCE P ALHY NIS 554525 B9 33tk

TR M FEOmEA 5 MAC Huit.

# %1 DHCP & P AL 425 00 £ AL 4 .

K FAE € 1P koL se 48 € AL

18R E PG R AR R 6 B 1E B R A

DHCP WX 41 X B E G B iy & &3 3 B g M i 1P 3L YE0R, AP 4 45 &1k DHCP R4 E v 74 oy 58 J TR R
KT LB EARRYE, RAIREMN AT LIHFHEL:

E 4

4K 50 £ A8 ¥R B WEIEARRLERRAZFE, EHHRIEF R 4 H DHCP KB IP Mk F % E M.

Ml W B K5 BT
% €L

Bk AL 4 B 1A

KA 4 B ]

IP Mt

T R

M X ik

DNS A % Hu 4k

BERR

&

21600 #

43200 #

192.168.10.50~192.168.10.150

255.255.255.0

192.168.10.1

192.168.10.1

linuxprobe.com
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FRREERE, BAWESLRIG:

FEHLER BIER S IP 4t
DHCP At 4-3% 414§ RHEL7 #1E 2 % 192.168.10.1
DHCP % F # 414§ RHEL7 #1E 2 % DHCP # 3 % B H it
BEEMIALE LA (e ENHERE K —HFH) B DHCP M43ty IP Motk
. & DHCP & 7 AL .

75 5B O B WAL VmwareWorkstation BRiAJF B T JE WAL DHCP Bk 4, & %% % Pl Jg B ¥t 47 DHCP %% :

LBEHTHEENNMFREPNPCLEREL Y, BARAHEE DHCP K418 )78:
[root@linuxprobe ~]# vim /etc/dhcp/dhcpd.conf
//EEE dhepd REBFHREXHFENS BN FENFTLEE.
/R T B R 8 5 $E AT 5 A\ 2| dhepd.conf X4,
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¥ R

ddns-update-style none; 1% & DHCP %+ B 30 50 & B 3.
ignore client-updates; A ¥ Z P ALE F DNS 16K
subnet 192.168.10.0 netmask 255.255.255.0 { TEA B 192.168.10.0/24 M &,
range 192.168.10.50 192.168.10.150; IP #it 3  192.168.10.50-150 (%4 100 4~ IP Huab),
option subnet-mask 255.255.255.0; R XE P ALBRIA S T 8 ,
option routers 192.168.10.1; R E P ALE P K Mk

option domain-name "linuxprobe.com”; D CN: kL€

option domain-name-servers 192.168.10.1; 7 X Z P HLE DNS 33t
default-lease-time 21600; & SUBRIAHL 4 B JE]
max-lease-time 43200 FE I KT e

} sy 45 R AT

# & dhepd AR

[root@linuxprobe ~]# systemctl start dhcpd

I B AR ST

[root@linuxprobe ~]# systemctl enable dhcpd

In -s '/usr/lib/systemd/system/dhcpd.service’ '/etc/systemd/system/multi-user.target.wants/dhcpd.service’
B £ 41 %8 RHCSA. RHCE = RHCA # 5 # & 2 & £ 8y LI AL B AT Al 2 B AR,

FroAiE e 0¥ TP DR T ER RS AN Z FALE 3 T 3" systemctl enable dhcpd .

S B DHCP & P AL L E 8 WK% 4, BT ¥ 8 30 3K BCE] IP M
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13.4 2B IP ik

DHCP X 8 AR5 B 4 45 B9 ot 2 PRI B 38T I o A A 1 4% B R SR TSI AR ] B TP Mudk, #4738 3 dhepd MR 4248 A4
IPHAAET R, RACRESFEENT S22 H kL, TEMIP HILEENNHE, FEEATEHSEHEA:

host EAHA K {

hardware ethernet ZEAE MAC Mk,
fixed-address BrAs 1 1P Hohk:

#HHPEY < IP ik E AL mac 3k (00:0c:29:27:¢6:12) :

A& DHCP W B P W B 48 e 7547 ©

ddns-update-style none;
ignore client-updates;
subnet 192.168.10.0 netmask 255.255.255.0 {
range 192.168.10.50 192.168.10.150;
option subnet-mask 255.255.255.0;
option routers 192.168.10.1;
option domain-name "linuxprobe.com”;
option domain-name-servers 192.168.10.1;
default-lease-time 21600;
max-lease-time 43200;
host linuxprobe {
hardware ethernet 00:0¢:29:27:c6:12;
fixed-address 192.168.10.88;
}
}
HERESIAS EHSE S dhepd A
[root@linuxprobe ~]# systemctl start dhcpd

DHCP & F L E H & W £k & £ & B ASE 2 T 4620 [P Mok, FHH-~
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13.5 DHCP # 4k 32

DHCP # 4k X2 (E DHCP Relay Agent) i T4 % 5k & T %5 —N% & DHCP 4% F W & # & F 3 8y DHCP 3 X,
Bl % — & DHCP & /3 K ik &, B DHCP ¥4 RE L4 &L sk g X478y DHCP A B M E B R A E 7

By

W
i o

I RE AL DHCP % B ER — AT W&, WE P I B & @A 50 AR B E [P M3k, 5% P 4L5 DHCP K
% A AT BT W B R W &, N % B DHCP Relay Agent 3 40 32 fu % % DHCP 12 &, #:473& 4, DHCP #
SRR DLt BN T W R B F B — & DHCP MR 48, T 2Kk K 4% X 4 48 € 9 DHCP k%%
7 BOOTP # R ¥ $447 dhcrelay Mk 4 (DHCPv4):
%1 ¥V REMREEF
[root@linuxprobe ~]# cp /lib/systemd/system/dhcrelay.service /etc/systemd/system/
%2V mERSRR
[root@linuxprobe ~]# vim /etc/systemd/system/dhcrelay.service
7 ExecStart % ¥ 7 jude &£ DHCP fic4-#5 33tk
ExecStart=/usr/sbhin/dhcrelay -d --no-pid 192.168.10.1
IR A AR TR T 4% DHCP % K, W% ExecStart T 5w 18 fm-i 5%, BRAS#FFH LT,
ExecStart=/usr/sbhin/dhcrelay -d --no-pid 192.168.10.1 -i eno16777736
% 3 %8 3 dhcrelay W 4 R 458 )7,

[root@linuxprobe ~]# systemctl --system daemon-reload

[root@linuxprobe ~]# systemctl restart dhcrelay
[root@linuxprobe ~]# systemctl enable dhcrelay

AP, —# DHCP ¥ 4k3h b4 B & TIE(A 5D, 208 ¥ i 8 L5t DHCP F 4k zh f, ) 2008 Linux R £ #H 2.

AFEHER, KTUART TEIL:
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% 14 ¥ {£f Postfix 5§ Dovecot Y& & . F #i #4.

EYHR:
AFEN TR ARG U R A BT R, T MUA, MTA 5 MDA #1EH, #&#%& SMTP. POP3 5 IMAP4 S &,
%3] postfix & dovecot RHFBLFHER T EHZELAMEES Y, TEERTHFXME T/ RAURRE R P A 4 6458 7.

14.1 & FHF A%

1971 4 i % [ E [ 3 ¥ By 8 8y ARPANET AL H B 2| 7 = ik 5 ——2 T AR B WAL KA F B B 307 T4,
THEHWAZLANFRAR, BYNTFE— A E TRELEZTETENZ AREREEN &, YK
4 32 T %% Ray Tomlinson 1§ 4% ARPANET 0 B By B9 & B, U4 Ak R A 2k SNDMSG iy B 2 % — & B i
KT AKX & L% —+ Email #5#,

Ray Tomlinson £k g % #" @” f5 14 H P 4 5 AW I 4F.

WP B A XA
i B Ef L I (SMTP), AR RFE S i L Wy T84, 5 A tep 25 3% H.
% = BUHE Bt (POP3), Al TR 48 Lt fr a2l A EA, EM tcp 110 3% U,
% WM L E P2 B X (IMAP4), B TAEARMEN L35 F e, & A tep 143 3% H,

¥ W 2 & 4 (E-mail, B Electronic mail system) g1 = 3221 X :

A P2 MUA(Mail User Agent): | T4k & Wi 2,

WS 15 40 3 MTA(Mail Transfer Agent): 43 8 T MUA By il 455 % 248 = F 7

H 4+ 4% % K32 MDA (Mail Delivery Agent): ¥ 5k & T MTA i 5 07 77 2| AL B9 O p 46
USRS G KL B W2 R R AR R, Bl AT P B ORI R (FTP), FTP RAA2 /7 st 3k 4T
HE—F, FEATUWMARFESL, TUNSREEEMN, EETHHNARENATTEEFRETHTRK, B
AR T REBEENT, WK ELRWAE 88 ot RE 2R, ©NEXNFTREFEKREEFAZE. 7o
REBBRLVIWETEHHRSE, EERTEILA:
BB IR F e B Ak S 370 iS4 20 2 W0 1 x4 M i 48 9 T3t
W P A 5 OR TIE WP 9 A TR IR, K
W O W Rl A A RIR RO R BRG], BEA R,
R A BT DDOS Kt ik, RIEAKRELESE,
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14.2 #F KAl TH R A 5

B4y ] Postfix IRA 7 F LA P 2 RK R BB 845, B — MR E TR 2 R E D FEHR SMTP R
4%, POP3/IMAP %%, AT HHBHE—NAAWETFHMAERL, RNFEERATERRHG:

Postfix:$2 Bl ¢ % # i %, B SMTP.

Dovecot:#% G - B BUR 4, Bl POP3,

OutLook Express: & J 3 4 & S 15 8 T 2,

Postfix (& #% B £F) +Dovectot (3 Wi #F) +OutLook (& /3 T A
i 5B A 3 3 AL A4
B R E A4 BB SO

[root@linuxprobe ~] # vim /etc/hostname

maillinuxprobe.com
[root@mail~] # hostname
maillinuxprobe.com
% %A K P # 8% linuxprobe 3By H T Hl & A 4, N % S6AE DNS MR 42 3 fm A 1R R Fr MX 385
@ IN MX 10 maillinuxprobe.com.
mail IN A 192.168.10.10
WA B MATIER G, E£4L4 B 4 maillinuxprobe.com, T i #4# % @linuxprobe.com,

(%34 B AT nmtui TR B K % DNS M bk e ¥ % 24 B )
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14.2.1 ®E Postfix K427

Postfix & —# d IBM H ¥4 & 8 % 5% IR 69 6 B R &2 /7, 34T Sendmail li%- % 7, B Sendmail A /7 LR &
B #3T % 2| Postfix /7, H¥ A M #ELHEIT Sendmail, 84 83 ¥ b HENEE, RIEMAREN GRS
e, 75 Postfix ik % oy /MERA R, B /IMESR TR E W Th ik, (REE R LLRE M 46X B,
214 RHEL7 R %W BRA B % 3% postfix Wl & K 472 )7

[root@linuxprobe ~]#yum install postfix

Nothing to do

Postfix W f 42 7 R E X T :

X4 & H

/usr/sbin/postfix ThEEF
/etc/postfix/master.cf master £ 7 BB E X .
/etc/postfix/main.cf postfix fi %8 B & X 1,
/var/log/maillog LR EL RN B &,

% 1 %% & Postfix W& F =8 E X4
[root@mail~]# cat /etc/postfix/main.cf

BB SRR 6T ATHERRER, BABAMEERGE, RNAFIXLESHI .

¥ 1

myhostname W B R G EMA
mydomain YSEEN: A

myorigin WA F o 1 Y 384 4 AR
inet_interfaces o R,
mydestination EE: LG ER R E A
mynetworks Ve B B KA L AL S
relay_domains PeE S & AR e

%% Postfix MABRFHMEREXH (BR545%, FNFERSHNENHT B FEATER:
[root@mail~] # vim /etc/postfix/main.cf

/IR F T6 ATH MR B EAA

myhostname = mail linuxprobe.com

/IR FE B3 ATHME B4 .

mydomain = linuxprobe.com
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/BB E QAT F R4, $mydomain B B & EHE E X,
myorigin = $mydomain

/B FE 116 4TH 19T W+

inet_interfaces = all

/IR F 164 AT B9 B OHE 4y £ AL A4 Aok 4

mydestination = $myhostname, $mydomain

%2 F AWK

[root@mail~| # useradd boss

[root@mail~] # echo "linuxprobe" | passwd --stdin boss

Changing password for user boss. passwd: all authentication tokens updated successfully.

% 3 ¥ 5 Postfix 442 )7 :

[root@mail~] # systemctl restart postfix

[root@mail~] # systemctl enable postfix

In -s /usr/lib/systemd/system/postfix.service’ '/etc/systemd/system/multi-user.target.wants/postfix.service’
Wl #2217 RHCSA. RHCE = RHCA # i 5 #/ £ & B &G iy LR ALF AT H 2 B A,

FroliE e 0¥ TP M E DR T EN RS MmN FALE 3 F +:.” systemctl enable postfix “.

14.2.2 #F Dovecot K %42 7

# 1 ¥:% % Dovecot %5 )7:
[root@mail~] # yum install dovecot -y

Loaded plugins: langpacks, product-id, subscription-manager

Installing: dovecot x86_64 1:2.2.10-4.el7 rhel7 3.2 M
Installing for dependencies: clucene-core x86_64 2.3.3.4-11.el7 rhel7 528 k

Complete!

% 2 ¥ 5% Dovecot # 5 L WE X #:

[root@mail~] # vim /etc/dovecot/dovecot.conf

JIMBEBRHE 24 AT By SURRHD B 1D

protocols = imap pop3 Imtp

/188G 6 AV SOAE (25 47).
disable_plaintext_auth = no

/B HE A8 AT AVFR I M Bk, 28 A1FE A (0.0.0.0/0).
login_trusted_networks = 192.168.10.0/24

F 3V WEMGNEALGFHEBE <

%% dovecot WL E X (K & 25 ATHIEBAF (#5) £ 39):
[root@mail~] # vim /etc/dovecot/conf.d/10-mail.conf
mail_location = mbox:~/mail:INBOX=/var/mail/%u

% 4 AR A B

[root@mail~] # su - boss

Last login: Sat Aug 15 16:15:58 CST 2015 on pts/1
[boss@mail ~]$ mkdir -p mail/.imap/INBOX
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# 5 ¥:)8 ) Dovecot M4 )7 :
[root@mail~] # systemctl restart dovecot
[root@mail~] # systemctl enable dovecot

In -s "/usr/lib/systemd/system/dovecot.service' '/etc/systemd/system/multi-user.target.wants/dovecot.service’

14.2.3 F F AR RS

O MU CGRAFR IR EE) T # % Windows7 % % ML & OutLook2007 W43 T B, R4 M K iF%E R E [P Hidk:

ENA K BEAL IP it

R A A5 11§ RHEL7 #1F £ 4 192.168.10.10
DNS Mt 4% 148 RHEL7 #1k # % 192.168.10.20
A P 3 £ % Windows7 %%

% outlook ¥ & [ boss Al F J& %X % root@linuxprobe.com % % i .
% 1 ¥: F 2 OutLook %7,

F2¥. BEFHEREETHEKF

% 3% wERANMERSELE,
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4% AECIAENMAKSMED,

F5¥. FRERENE

% 6% BHEEMEHEEY R,

FT7H ETE LU, EE HEH.
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%8 ¥ HERMHAGHHNEERE,

B | R R 4525 (192.168.10.10) E & A& root Al 7 By i 44 :
[root@mail~] # mail

Heirloom Mail version 12.5 7/5/10.Type ? for help.
"/var/mail/root": 3 messages 3 unread >

U 1 user@localhost.com Fri Jul 10 09:58 1631/123113 "[abrt] full crash r"
U 2 Anacron Sat Aug 15 13:33 18/624 "Anacron job ‘cron.dai"
U 3 boss Sat Aug 15 19:02 118/3604 "Hello~"

&> 3

Message 3:

From boss@linuxprobe.com Sat Aug 15 19:02:06 2015
Return-Path:

X-Original-To: root@linuxprobe.com

Delivered-To: root@linuxprobe.com

From: "boss"

To:

Subject: Hello~

Date: Sat, 15 Aug 2015 19:02:06 +0800

Content-Type: text/plain; charset="gh2312"

LR B E R A, AR ETE R R RSB A R

> quit

Held 3 messages in /var/mail/root
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143 ZER P74 b4

FATVRIF A 1 root A P &2 T Wi, BERKXRM bin AP (RABRIACRE) 8 P LE —HHAE:

ZRMHE bin A P (RFMIK P BT

[root@mail ~|# su bin

This account is currently not available.

E % root Al FHIERAE

[root@mail ~]# mail

Heirloom Mail version 12.5 7/5/10.

Type ? for help.

"/var/mail/root": 4 messages 4 new >

U 1 user@localhost.com Fri Jul 10 09:58 1630/123103 "[abrt] full crash r"
U 2 Anacron Wed Aug 19 17:47 17/619 "Anacron job ‘cron.dai"

U 3 boss Sat Aug 15 19:02 118/3604 "Hello~" U

4 boss Wed Aug 19 18:49 116/3231 "#f#f, H 7 Bin, "

&> 4

Message 4:

From boss@linuxprobe.com Wed Aug 19 18:49:05 2015

Return-Path: <boss@linuxprobe.com>

X-Original-To: bin@linuxprobe.com

Delivered-To: bin@linuxprobe.com

From: "boss" <boss@linuxprobe.com>

To: <bin@linuxprobe.com>

Subject: #7%#f, H F Bin,

Date: Wed, 19 Aug 2015 18:49:05 +0800

Content-Type: multipart/alternative; boundary="----=_NextPart_000_0006_01DODAAF.B9104E90"
X-Mailer: Microsoft Office Outlook 12.0 Thread-Index: AdDabKrQzUHVBTgRQMaCtUsVtqfL1Q== Content-
Language: zh-cn Status: R Content-Type: text/plain; charset="gb2312"
XA~ K% A P Bin By X fF.

&> exit

AR X H U K4 bin A P SR AT 4 23 root MEIR? X8t Z aliases F 4 AL |
&% aliases A 4 AL B B & M

[root@mail ~]# cat /etc/aliases

#

# Aliases in this file will NOT be expanded in the header from

# Mail, but WILL be visible over networks or from /bin/mail.
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#

# >>>>>>>>>> The program "newaliases" must be run after
# >> NOTE >> this file is updated for any changes to

# >>>>>>>>>> show through to sendmail.

#

# Basic system aliases -- these MUST be present.
mailer-daemon: postmaster

postmaster: root

# General redirections for pseudo accounts.

EHERHRRAZAEGTE, ERXNMXHEEXTRAPLSemil4, By “F4 AP4" .

W R EATH LA K% % xxoo@linuxprobe.com B # £, #1% % 2| root@linuxprobe.com &y 48 #,

# General redirections for pseudo accounts.
XX00: root

NI A 4% 45 /etc/aliases S 5 BEEH T4 newaliases “, X fnth A P 5 4 A kS ETA K,

[root@mail ~]# mail

Heirloom Mail version 12.5 7/5/10. Type ? for help.

"/var/mail/root": 5 messages 1 new 4 unread

U 1 user@localhost.com Fri Jul 10 09:58 1631/123113 "[abrt] full crash report"

U 2 Anacron Wed Aug 19 17:47 18/629 "Anacron job ‘cron.daily’ on mail.linuxprobe.com"
U 3 boss Wed Aug 19 18:44 114/2975 "hello"

4 boss Wed Aug 19 18:49 117/3242 "#f#f, F /7 Bin, "

>N 5 boss Wed Aug 19 19:18 115/3254 "k & —# K # %4 xxoo Fl P 8y, "

T 3 A 36 A

BREE KB R,

i R A 4 B iE, R E g aliases U 8 A F B 4 J& 4T newaliases a4 B 7, AR fi 22 7T~

AFELER, KTUART TEIL:
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% 15% (# Squid HEREE LS.

AR

AEFTARERE RSO THEREFEHAL, LS mEmEnRE (TEEA BUHEL) 5RHREHEM,
B Squid MR AR 7 30 R Z A IR S ¥T DA BRIt 7 191 8 A VOUR B 30, TR ARJE AR 428 oy £ 3K

R, A BEENFRT 46 € [P Wk, WIRRE, PS5 X E 44 ACL 77 [ IR oh i by 5L 50, FLH9AR LR R~

15.1 REZHEMRE

Squid 418 7 & — A% Unix AL FRARTW B ERRERSHE, BESHLERSGNEZFRS, ATHEK

P 1 P 3 P42 0 K TUE B W AT R, BABRVE, Squid MARFLEUR FIIER, K58 3hE TR E HE

(oW ) A RS H A, 3 OUE 0 P 3R IR KA F B i, U B B NI A R A B AR U 8 R P,
BT H P E AR

Squid 412 7B B AR KA %, B EF., X HTTP, FTP. SSL % £ iy B & %, L XFHHET ACL i 174

1 7] &A ARL 37 FIACR 71 % o fe iy W R R 5 AN IR B sh f, 25 0E R P (F] 7 A2 B 20 28 0 B 3 S 0, PRAIE 7 T 22

AWML ERNRE T E PG RE, FHTERNETE, AREGZRENTA. BEHERGRSE L.

MAE R 20 I 1 AR 0 R g R

IE R AL P A E AT Squid ARAR IR I 36 B S 4lE, RAETEBAX s A REER 5 E A REEX,
TR e REE R

KR 3k 8 B R FERSABARN, REBEIRBF KRG F g E, B8P SFELWEERERSHH P
W 53O T, FWNHELFEA Squid R4
FAE R KEHER:
HERSAERERXTLHME, EH P A FERERERS BN PRI E3w0 T, FUXHRERST
PR RZLEWEN,

BRI Z N T B AR 35 B8 SRt oy, R R IR A2 55T B RLR P o R 4e T 3 AR A5 B B S T TE 9
X, WwRRERERSBFETAA P BFANBSHENEERZFONERZLA P, BO T RERS %
B9 2 B FEIRE Ko
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Froiat ¥ EmRE—FATELHHEFAA, LR THET Squid RERFRRE LR, FEET & EHRL
R T T E, TRERENASEREFNSEREY, ATZENSEHEHSHE B, HIML #48F T,
JS. CSS R X #%).

15.2 & Squid R 412 5

AN A R F T T E Squid RA-BIE W RE 5 K KE, §ARNTERF kN FEs (FEl

R):
R THERERE P it
E A F BIER S IP i3k
i€ 4118 RHEL7 #1F % 4 SNW A DHCP A X
WM +:192.168.10.10
F P % Windows7 1k 2 4% 192.168.10.20

WA 77 17 LB

[root@linuxprobe Desktop]# ping www.linuxprobe.com

PING www.linuxprobe.com (162.159.211.33) 56(84) bytes of data.
64 bytes from 162.159.211.33: icmp_seq=1 ttl=45 time=166 ms
64 bytes from 162.159.211.33: icmp_seq=2 ttl=45 time=168 ms
64 bytes from 162.159.211.33: icmp_seq=3 ttl=45 time=167 ms
64 bytes from 162.159.211.33: icmp_seq=4 ttl=45 time=166 ms
~C

--- www.linuxprobe.com ping statistics ---



{Linux FL1ZIX 4 %)  HTTP://www.linuxprobe.com

243 T

4 packets transmitted, 4 received, 0% packet loss, time 3006ms
rtt min/avg/max/mdev = 166.361/167.039/168.109/0.836 ms
%% squid REE 7

[root@linuxprobe ~]# yum install squid

Loaded plugins: langpacks, product-id, subscription-manager

.................. B A B TR e
Installing:
squid x86_64 7:3.3.8-11.el7 rhel7 26 M
.................. B A B TR e
Completel!
EAELRE R BATERT M T squid FF72 7 8y 2 SCHHE:
EREEF /usr/sbin/squid
& X B & /etc/squid
EFE X /etc/squid/squid.conf
i o] B & SO /var/log/squid/access.log
Z7HEXH /var/log/squid/cache log
T squid A48 7 H & BB 5 30
%% i
http_port 3128 A
cache_mem 64M WAHEZ N K KD,
cache_dir ufs /var/spool/squid 2000 16 256 B Z K KN,
cache_effective_user squid REZFWARAF.
cache_effective_group squid "EZHFHHBHA P 4.
dns_nameservers IP #i3t —RAFRE, KRS ERIAE DNS ik,
cache_access_log /var/log/squid/access.log T ] B & SO R AR B4R
cache_log /var/log/squid/cache.log ZF H R X RF AR,
visible_hostname linuxprobe.com W& Squid f% EALM 4 AR,

B 3t squid R 412 7 3 A\ B FF AL 360

[root@linuxprobe ~]# systemct! restart squid
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[root@linuxprobe ~]# systemctl enable squid

In -s "/usr/lib/systemd/system/squid.service’ '/etc/systemd/system/multi-user.target.wants/squid.service’

15.2.1 A7 IE 1 K32

% Squid fk %72 7 AE 30 /5, BROAET AT 6 R ARof IE i R R, & Windows7 2 48 4T 3 Yo 88 B fR ok A .

EWEHTF i “HE — “RENEE"

HE Squid R4 IP Hdk 530 5

IR F] W 3
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Squid fR4-1 /7 BRiA 2 5 A 3128, 3401 5 4827 31, HATHF w0 SHA N Htthk, HBEWEXH (BKRE 591
[root@linuxprobe ~]# vim /etc/squid/squid.conf

http_port 10000

# A setsebool 4K R4 squild R4 R g6 B = X ey 0 5
[root@linuxprobe ~]# setsebool -P squid_connect_any O

2 & Y37 SElinux 4358 R 435 0

[root@linuxprobe ~]# semanage port -1 | grep -w -i squid_port_t
squid_port_t tcp 3128, 3401, 4827
squid_port_t udp 3401, 4827

7w SELinux % 10000 3 1 8y A3 5805

[root@linuxprobe ~]# semanage port -a -t squid_port_t -p tcp 10000
[root@linuxprobe ~]# semanage port -1 | grep -w -i squid_port_t
squid_port_t tep 10000, 3128, 3401, 4827
squid_port_t udp 3401, 4827

E )5 squid A7 E BT A

[root@linuxprobe ~]# systemctl restart squid

1522 %9 IE 1 K3

WREALAZAERNRE, NLFHR PR X P 4@ Squid R4, 06 E T F B G & i EL

B 13 ) 3 2
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AT ping THA
C:\Users\linuxprobe>ping www.linuxprobe.com
Ping i# K& 1 2| £H. www.linuxprobe.com, ###EZ4 R, KEER.
Bk Squid MR %742 7 =1 3 DNS A K28, XA FERE SNAT 4i, wRSIESNATHART, EXA, B
BETHKENENE, o SHEE S S I 08 F K47
[root@linuxprobe ~]# iptables -t nat -A POSTROUTING -p udp --dport 53 -0 eno33554968 -j MASQUERADE
FF B Ipv4 B4k & ek
[root@linuxprobe ~]# echo "net.ipv4.ip_forward=1" >> /etc/sysctl.conf
[root@linuxprobe ~]# sysctl -p
net.ipv4.ip_forward = 1
R #R Ping TR 3584
C:\Users\linuxprobe>ping www.linuxprobe.com
E# Ping www.linuxprobe.com [116.31.127.233] B& 32 F7 #h 3.
116.31.127.233 # Ping %itfs &
HEA: TRIE =4, B8K =0, £% =4 (100% %%),

T4 ~FA DNS EL RS EH T, RMEZNAERREE, HEREXH:

[root@linuxprobe ~]# vim /etc/squid/squid.conf

//%E % 59 A7 Ja & ¥ /% % transparent

http_port 3128 transparent

HWRE X R T HEREHRS i #):

[root@linuxprobe ~]# squid -k parse

EHE 5 squid REEF:

[root@linuxprobe ~]# systemctl restart squid

¥R P b 80 3 H By K R E 3128 3 H

[root@linuxprobe ~] # iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-port 3128
[root@linuxprobe ~] # iptables -t nat -R PREROUTING 1 -i eno33554968 -p tcp --dport 80 -j REDIRECT --to-port 3128
Pz E P ALE R 1E 3k

15.2.2 K K#E

BT R B 1 R A T 3 o B R A VR AR AL, M RE R — A B I% R AR A AL HE B9 R X % Squid & R A ALE
%% Squid AR FHREXH (EmRESRHREFRERER, HLEEHEEKINSE0:

[root@linuxprobe ~]# vim /etc/squid/squid.conf
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//% 5947, ### R A http_port Squid At 4 # Hihk: ¥ 97 3% 2 5 vhost

http_port 192.168.10.10:80 vhost

//% 6047, Wi R A cache_peer & W3 fi4-# Mt parent R4 3% 25 O originserver
cache_peer 106.184.1.125 parent 80 O originserver

SRR & P A2 77 1] I 3

B A (Linux $iZ% 4 5) WRBERER T A%E, FURAEERR2FLHIAN,

15.3 ACL % [4]45 #l

Squid AR 4-#5 ACL 77 [Fl 3 ¥ 2 4 % A A 69 e, ¥ DUARSEAF & A FRIATHBE X F RIRFR P 837 1F, ACL THEE
X FEER

acl aclname acltype string

acl aclname acltype "file"

src R IEMIE (B A P 8y & P AL 1P 3hdh) :

acl aclname src ip-address/netmask

acl aclname src addr1-addr2/netmask

dst & X EARHIE (BFA P36 Koy W 36 1P Hdi)

acl aclname dst ip-address/netmask

port A T4 € 1 7] 3 1 :

acl aclname port 80 1024

acl aclname port 0-1024

url_regex i IR 4| P 4k 5 B9 % 534«

acl aclname url_regex [-i] pattern

proto i T & X ZRZE B #HiX:

acl aclname proto HTTP FTP

method A F 48 & 1% K i 77 7%

acl aclname method GET POST

AR B Rl S AN 4 B AR, RIER WA HRAFRRAGEER, ERAFEEEET, — BRI
B4k, BESAEBHIENRTEES L “denyall” H# “allow all” k# % %4 E,
AV 192.168.10.20 B EAUE A AH Squid R4, ELEAEN:

acl client src 192.168.10.20
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http_access allow client

http_access deny all

HELE P ALE RIS 207 P A R R “linux” B9 3k
acl deny_keyword url_regex -i linux

http_access deny deny_keyword

ELE P ALEARIERS 87 (Linux 3% 4 %) 8 R 3k:
acl deny_url url_regex http://www.linuxprobe.com

http_access deny deny_url
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EEE P AE R KRR S % TR mp3 § rar b 5 RE X1
acl badfile urlpath_regex -i \.mp3$ \.rar$
http_access deny badfile
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% 16 ¥ A iSCSI M 4-#6F M 4 7 fit.

EYHR:

ARFEH AT SCSI & iSCSI A MM FE, T M iSCSIFA B . SAN ik B 4 $K 454 LA K iSCSI HBA k8 18 o
AR HE 1SCSI target A-F2 7 89 7 %L i f2 . 01 RAID F7)(5) 5 H targetcli #4 & A7 8| iSCSI # % B 612 ACL 7%,
B2 & f | iSCSI initiator R4 F & H. HHFHEA iSCSI Fih% &, & JE 44 fstab X F % &% E N FAHE 3.

16.1 W&HFHA

5 SCSI AN 3T ML & 454 1 (Small Computer System Interface) AR £ ik & R EAWARE LN, EREF
B A TARREA I SCSI & sk, HELZE| T WIS RHL

iSCSI AWM A L (B Internet Small Computer System Interface) M2 i 1BM A8 # % & A T L4
IP W % L3247 SCSI X i fkBR, BUgb4sik SCSI #:0 5 UUR M AL A, #H iSCSI HiX 2 F U A f£3%
SCSL 445 4, M T SCSI FEEHHEBF ML A RY, EREANTUERTENRSBEXTFHRE, I+
TUHEFENRS T BF#EE,

SAN 77 % IX 3% M 2 3 K (Storage Area Network) {8 2 3 T iSCSI F6f thiX, R i & 2 o571 38 % 40 77 6 203 o AR 5

7.

A K K SAN %5 #¥m 3

R %2 2T iSCSI ¥ SCSI % & @4 5 BT RATE S TCP/IP B4 5 & T IP MM s| EAAF R E, Wmmae

B AR B B D 5 T E AT iSCSI K TCP/IP & A& &% SCSI % & w45 ##f, X MIB LS EAHE A% CPU IR, H
e AT T DA SCST X By 3¢ 50 1F 35 By 4% 57 B9 iSCST HBA Bk R AL 38, WD T 3 MR 4525 Ak B9 ® v,

A % 4 % iSCSI HBA &
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B3 A KW SCSI AL RFER S FAY, WHEESHELANTEXRR, BRISCSIHRET HEKEFERNFX,
BIRE T BF B L RTHIEME, 1P F 4 bR 2 fuiE R M2 iSCSI i B 19 E K45,

16.2 #% iSCSI # %

iSCSI Wy T4 R M43 (target) 5% /3 (initiator) :
M43 B fF PR AL 2K RAID 1R & oy Fe 6o, B B9 R0 & P omdR 65 A 09 7 oo
B P R RS R A E E AL

ALBEERGENENKRTR, 2572

E A4 K BEZS IP Mk
iscsi Ak 4535 4118 RHEL7 #1E & 4 192.168.10.10
iscsi & P 3% 4148 RHEL7 #1E % % 192.168.10.20

¥ # % 50 LUN(B Logical Unit Number) & # A iSCSI 1 W B ZHEA, B A L& P AR EME A RS 30 7 05 % & B
L T NS BB 4 AR (Target ID), W —AMRS0 ¥ fe 2 Bl W3R 65 5 AN ¥ R W F ik d, TRAEA LUN kiFsmty
R A HIXNK, F A& LUN Device 7 g K& — MR 2K RAID #4, LUN #94 #rd A 7 46 .

16.2.1 ®& iSCSI Mk %3

% 1 FofEH4EH LUN AT A% 4.
T ENFRHEMET P EI T # A mdadm T EA|2 RAID #E# T A7 8 F %, SERBEEF T~
TR B R An 4 A4

Al RAIDS & 1 Sk 4

[root@linuxprobe ~]# mdadm -Cv /dev/md0O -n 3 -15 -x 1 /dev/sdb /dev/sdc /dev/sdd /dev/sde
mdadm: layout defaults to left-symmetric

mdadm: layout defaults to left-symmetric

mdadm: chunk size defaults to 512K
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mdadm: size set to 20954624K
mdadm: Defaulting to version 1.2 metadata
mdadm: array /dev/mdO started.
# & RAID 7|t 487 &, 18k T UUID 1.
[root@linuxprobe ~]# mdadm -D /dev/mdO
/dev/md0:
Version : 1.2
Creation Time : Thu Sep 24 21:59:57 2015
Raid Level : raid5
Array Size : 41909248 (39.97 GiB 42.92 GB)
Used Dev Size : 20954624 (19.98 GiB 21.46 GB)
Raid Devices : 3
Total Devices : 4
Persistence : Superblock is persistent
Update Time : Thu Sep 24 22:02:23 2015
State : clean
Active Devices : 3
Working Devices : 4
Failed Devices : 0
Spare Devices : 1
Layout : left-symmetric
Chunk Size : 512K
Name : linuxprobe.com:0  (local to host linuxprobe.com)
UUID : 3370f643:c10efd6a:44e91f2a:20c71f3e

Events : 26
Number Major Minor RaidDevice State
0 8 16 0 active sync  /dev/sdb
1 8 32 1 active sync  /dev/sdc
4 8 48 2 active sync  /dev/sdd
3 8 64 - spare /dev/sde
A% RAID [ 7| B2 & X 1 :

[root@linuxprobe ~]# vim /etc/mdadm.conf

DEVICE /dev/sdb /dev/sdc /dev/sdd /dev/sde

ARRAY /dev/md0O UUID=3370f643:c10efd6a:44e91f2a:20c71f3e
% 2 %9 3% iSCSI target R4 %2 7 :

[root@linuxprobe ~]# yum -y install targetd targetcli

Loaded plugins: langpacks, product-id, subscription-manager

.................. WL TR B e
Installing:
targetcli noarch 2.1.fb34-1.el7 rhel7
targetd noarch 0.7.1-1el7 rhel7
Complete!

J& 5 iSCSI target fR 412 % :

[root@linuxprobe ~]# systemctl start targetd

55k
48 k
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H iSCSI target F 442 5 ik A 2| FF AL 307

[root@linuxprobe ~] # systemctl enable targetd

In -s "/usr/lib/systemd/system/targetd.service’ '/etc/systemd/system/multi-user.target.wants/targetd.service’
% 3 S AR HEAR.

targetcli 4 Jl T4 # iSCSI target Fffik &, #RAk: “targetcli”

[root@linuxprobe ~]# targetcli

Warning: Could not load preferences file /root/ targetcli/prefs.bin.

targetcli shell version 2.1.fb34

Copyright 2011-2013 by Datera, Inc and others.

For help on commands, type 'help'.

TH YA B A

/>1s

0/ e [..]

0= DACKSTOTES oo [..]

| 0- BIOCK oot [Storage Objects: O]
(IR 1 (51 (o T [Storage Objects: O]

| O PSCSI rrrreereerreemseeeresnssssesennns [Storage Objects: O]

| 0- TamdiSK ..oorvveeeeie, [Storage Objects: O]
O ISCSI e enene [Targets: O]

0- 100PDACK v [Targets: O]

#t N\/backstores/block B 3 ¥ :

/> cd /backstores/block

/backstores/block>

# Al /dev/mdO #] % % diskO:

/backstores/block> create diskO /dev/mdO

Created block storage object diskO using /dev/md0.

R E B R E R
/backstores/block> cd ..
/backstores> cd .
/>
EEUR R A
/>1s
07/ et [..]
0- DACKSTOTES ...oooeeeeeee e [..]
| o- block [Storage Objects: 1]
| | 0- diskO oo, [/dev/mdO (40.0GiB) write-thru deactivated]
| O- fIlEI0 oo [Storage Objects: O]
| 0= PSCSI e [Storage Objects: O]
| o- ramdisk ... ... [Storage Objects: O]
L (Y eLs) [Targets: O]
0- 100PDACK ..o, [Targets: 0]

% 4 ¥:W.HE iSCSI target H 47,
# N iscsi B FH
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/> cd iscsi
/iscsi>
£l 2 iSCSI target B 47
/iscsi> create
Created target iqn.2003-01.org linux-iscsilinuxprobe.x8664:sn.d497c356ad80.
Created TPG 1.
Rk # N Z| target B luns B ¥ :
/iscsi> cd iqn.2003-01.org linux-iscsilinuxprobe x8664:sn.d497¢356ad80/
/iscsi/ign.20...d497c356ad80> Is
o0- iqn.2003-01.org linux-iscsi.linuxprobe x8664:sn.d497c¢356ad80 ..... [TPGs: 1]
0- tPGL e [no-gen-acls, no-auth]
[ACLs: O]
[LUNs: 0]
0- POTLALS woovveeveerieerreieieeeeeessseeeseennens [Portals: O]
/iscsi/ign.20...d497c356ad80> cd tpgl/
/iscsi/ign.20...c356ad80/tpgl> cd luns
/iscsi/ign.20..d80/tpg1/luns>
£ 2 LUN &4
/iscsi/ign.20..d80/tpg1/luns> create /backstores/block/diskO
Created LUN 0.
%5 ¥ REMERFIX.
Y#: 3 acls B FF:
/iscsi/ign.20..d80/tpg1/luns> cd ..
/iscsi/ign.20..c356ad80/tpgl> cd acls
A2 9 17 45 | 5%

/iscsi/iqn.20..d80/tpgl/acls> create iqn.2003-01.org.linux-iscsilinuxprobe x8664:sn.d497c¢356ad80:client

Created Node ACL for iqn.2003-01.org linux-iscsi.linuxprobe.x8664:sn.d497c356ad80:client

Created mapped LUN 0.
Y1#: 3| portals B F #:
/iscsi/ign.20..d80/tpg1/acls> cd ..
/iscsi/ign.20...356ad80/tpgl> cd portals
IR i AV R B TP Mk
/iscsi/ign.20.../tpg1/portals> create 192.168.10.10
Using default IP port 3260
Created network portal 192.168.10.10:3260.
EHEMEMAFRE TH:
/iscsi/ign.20.../tpg1/portals> Is /
(o A [..]
o- backstores................ [...]
| 0- block ...oevrrvveennnn. [Storage Objects: 1]
| | o- diskO ................. [/dev/mdO (40.0GiB) write-thru activated]
[IoR i1 (1 o - [Storage Objects: O]

| o- pscsi [Storage Objects: O]

| o- ramdisk ................. [Storage Objects: O]
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0- ISCSI v, [Targets: 1]

| 0-iqn.2003-01.org.linux-iscsi.linuxprobe.x8664:sn.d497c¢356ad80 .... [TPGs: 1]

| o-tpgl wes [no-gen-acls, no-auth]

| 0- ACIS oo [ACLs: 1]

| | o- iqn.2003-01.org.linux-iscsi.linuxprobe.x8664:sn.d497c356ad80:client [Mapped LUNs: 1]

| | o- mapped_lunO [lunO block/diskO (rw)]
0-lUNS oo [LUNSs: 1]

| | o-unO ... [block/diskO (/dev/md0)]

| o- portals ............ [Portals: 1]

| 0- 192.168.10.20:3260 [OK]

o- loopback ... [Targets: O]

/> exit

Global pref auto_save_on_exit=true

Last 10 configs saved in /etc/target/backup.

Configuration saved to /etc/target/saveconfig json

% 4 BRI KB RFAN

[root@linuxprobe ~]# firewall-cmd --permanent --add-port=3260/tcp
success

[root@linuxprobe ~]# firewall-cmd --reload

success

16.2.2 ®E iSCSI & /3%

YA A S iscsi R EhE

[root@linuxprobe ~]# ping -c 4 192.168.10.10

PING 192.168.10.10 (192.168.10.10) 56(84) bytes of data.

64 bytes from 192.168.10.10: icmp_seq=1 ttl=64 time=0.959 ms
64 bytes from 192.168.10.10: icmp_seq=2 ttl=64 time=0.469 ms
64 bytes from 192.168.10.10: icmp_seq=3 ttl=64 time=0.465 ms
64 bytes from 192.168.10.10: icmp_seq=4 ttl=64 time=0.277 ms

--- 192.168.10.10 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3002ms

rtt min/avg/max/mdev = 0.277/0.542/0.959/0.253 ms

414 RHEL7 AR B L BIAZR T iscsi & P44 7!

[root@linuxprobe ~]# yum install iscsi-initiator-utils

Loaded plugins: langpacks, product-id, subscription-manager

Package iscsi-initiator-utils-6.2.0.873-21.el7.x86_64 already installed and latest version
Nothing to do

S iscsi B P34 AR XA

%4 AR initiator & P 3 B vE — AR, B W AR R R Y 7 R B Bk, A DUA iscsi-iname A A FEAL A R~ #B T DL
[root@linuxprobe ~]# vim /etc/iscsi/initiatorname.iscsi
InitiatorName=iqn.2003-01.org.linux-iscsi.linuxprobe.x8664:sn.d497c356ad80:client
E B iscsi B P M4 F
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[root@linuxprobe ~]# systemctl restart iscsid
¥ iscsi & P 3 AR 5 R B FFALR 30 T
[root@linuxprobe ~] # systemctl enable iscsid
In -s "/usr/lib/systemd/system/iscsid.service’ '/etc/systemd/system/multi-user.target.wants/iscsid.service’
KA iscsi B 43 i 7 R A b A
iscsiadm A A TH#E (A, i), EFHRMB) iSCSI HFAERE XN HATTE, BANTEHT.
[root@linuxprobe ~]# iscsiadm -m discovery -t st -p 192.168.10.10
192.168.10.10:3260,1 iqn.2003-01.org linux-iscsi.linuxprobe.x8664:sn.d497c356ad80
ek iscsi AR 43 By VT A7 i A
[root@linuxprobe ~]# iscsiadm -m node -T iqn.2003-01.org.linux-iscsi.linuxprobe.x8664:sn.d497c¢356ad80 -p
192.168.10.10 --login
Logging in to [iface: default, target: iqn.2003-01.orglinux-iscsilinuxprobe x8664:sn.d497c¢356ad80, portal:
192.168.10.10,3260] (multiple)
Login to [iface: default, target: iqn.2003-01.orglinux-iscsilinuxprobe.x8664:sn.d497c¢356ad80, portal:
192.168.10.10,3260] successful.
WHES T —RE LR A
[root@linuxprobe ~# file /dev/sdb
/dev/sdb: block special
BAML, EREEELEER:
[root@linuxprobe ~]# mkfs.xfs /dev/sdb
log stripe unit (524288 bytes) is too large (maximum is 256KiB)
log stripe unit adjusted to 32KiB
meta-data=/dev/sdb isize=256  agcount=16, agsize=654720 blks
= sectsz=512  attr=2, projid32bit=1

= cre=0

data = bsize=4096  blocks=10475520, imaxpct=25
= sunit=128  swidth=256 blks

naming  =version 2 bsize=4096  ascii-ci=0 ftype=0

log =internal log bsize=4096  blocks=5120, version=2

= sectsz=512  sunit=8 blks, lazy-count=1
realtime =none extsz=4096  blocks=0, rtextents=0
[root@linuxprobe ~]# mkdir /iscsi
[root@linuxprobe ~]# mount /dev/sdb /iscsi
[root@linuxprobe ~]# df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/rhel-root  18G 3.4G  15G 20% /

devtmpfs 734M 0 734M 0% /dev

tmpfs 742M 176K 742M 1% /dev/shm
tmpfs 742M  88M 734M 2% /run

tmpfs 742M 0 742M 0% /sys/fs/cgroup
/dev/sr0 3.5G 3.5G 0 100% /media/cdrom
/dev/sdal 497M  119M 379M  24% /boot
/dev/sdb 40G 33M  40G 1% /iscsi

#F % 4 UUID
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[root@linuxprobe ~]# blkid | grep /dev/sdb

/dev/sdb: UUID="eb9cbf2f-fce8-413a-b770-8b0f243e8ad6" TYPE="xfs"

BB FFALE B shEEH A E O iSCSIAR 412 /7 26T [P W 25t 3 3048, BT DA BAT 44 T4 fstab XU#F 9 ¥ n % #_netdev,
e ALE TSR 2

[root@linuxprobe ~]# vim /etc/fstab

UID=eb9cbf2f-fce8-413a-b770-8b0f243e8ad6 /iscsi xfs defaults,_netdev O O
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% 17 % (£ OpenLDAP # % H % M %

AR
AETHEMEFMA OB, ¥ Openldap MAEF 5 TLS fn & X oy 8 7 ik, B ERA P HR,
WL HE EFMEEAM R Gk &P REHE, M T X500 il BH Bty £ E, B W ERTRER S,

17.1 7B FHh%

EZATE T FWEY, BRNAARLLEZTURERRE— My ER, MR ROEEE, EREEXS N T EFE
BEETRABEE, ERXBEEZEATHERANEE (ks WiE, ZHNA%), B RARFHEER,
EES R ELRE, FUTESHERILEEL 6K,
BSR4 R B B S BN B A — £ B4 U A Ao A0 3R SR B R TN R AT, A TEFWEREAKEE
o, RTAFERE, KKWRATEETERE,
%4 % H 3 15 H#iX LDAP(Lightweight Directory Access Protocol) Z 7 B 33 Fl X X.500 & 3tak L #F % 8y, EZH @R H=:
X.500 B FHhiXsh b4 % MEpy, HAEK BV, Tk i &1 B R X TCP/IP il M 4.
LDAP % Ak Z5 A Fefi 304 CEOLT i@ % 31 89 DNS A4 7)), AT 1P M4 B & LA R B B 377 5 Fn
EIRE, %E%LDAPTMX”}’%%ZM’JE% T DA B B o B S R RO R P I8k, %t LDAP MRS

A2 J7 B9 I A EH. BERARUL BN ERALRA,

dc=mydomain,dc=org

v v v

@

cn=admin ou=marketing ou=network

en=evangeiion

LDAP ##4k 254 7 i B

dn: M4 B B E— AR, £ F linuxprobe # dn &2
cn=linuxprobe,ou=marketing,ou=people,dc=mydomain,dc=org

rdn:—#% H dn {E # % AU ¥4, %t E ¥ linuxprobe # rdn {£ £ : cn=linuxprobe

base DN:#t, 25 26 DN {8, &AW EHMRE, LE+ 8 base DN &: de=mydomaindc=org
MEMNMETUASNMEE (s, 3k, £#%), EMEMRPLREEN R ALK G NE, LDAP B4 HE4
NG E R R ENLT B, HPH:

JB A AR JB A 4 Wi ik B GERD
commonName cn Directory String e sean
surname sn Directory String P K Chow

organizationalUnitName ou Directory String B (I &K IT_SECTION


http://www.linuxprobe.com/chapter-17/

% 259 11
{Linux FL1ZIX 4 %)  HTTP://www.linuxprobe.com

organization 0 Directory String AR (AFE) 4K linuxprobe
telephoneNumber Telephone Number o IE 5 911
objectClass HEE % organizationalPerson

17.2 B M4 L5

OpenLdap & % F LDAP #hil#h FF R /7, C WA 74 B slapd, AR SEHFEA 2| 6 4L

EHAL R BERS IP Mo ik
LDAP i %3 4748 RHEL7 31k £ 5% 192.168.10.10

(instructor.linuxprobe.com)

LDAP % F 3 4148 RHEL7 #1E & 4 192.168.10.20

17.2.1 B8 LDAP M43

%% openldap 548X B3
[root@linuxprobe ~]# yum install -y openldap openldap-clients openldap-servers migrationtools

Loaded plugins: langpacks, product-id, subscription-manager

.................. BT HE AR e
Installing:
migrationtools noarch 47-15.el7 rhel7 26 k
openldap-clients x86_64 2.4.39-3.el7 rhel7 183 k
openldap-servers x86_64 2.4.39-3.el7 rhel7 2.1 M
.................. BT HE AR e
Complete!

EREAXHE GETARENE, FEER):

[root@linuxprobe ~]# slappasswd -s linuxprobe -n > /etc/openldap/passwd

[root@linuxprobe ~]# cat /etc/openldap/passwd

{SSHA}v/GJvGG8SbluCxhfTDVhkmWEuz2afNIR

BEN—4&ENE P Mk oy ATIER

[root@linuxprobe ~]# echo "192.168.10.10 instructor.linuxprobe.com" >> /etc/hosts

W% LDAP B &4 R U XK 7 REW & PR HEn (BFEE), IHANRTZS, FARNKA TLS &
HUH R Mo X A AL, R openssl TA 4 fk X509 #8 A 8y IiEH X (F &M 365 X))

[root@linuxprobe ~]# openssl req -new -x509 -nodes -out /etc/openldap/certs/certpem -keyout
/etc/openldap/certs/priv.pem -days 365

Generating a 2048 bit RSA private key

writing new private key to '/etc/openldap/certs/priv.pem’
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You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ", the field will be left blank.

Country Name (2 letter code) [XX]:#k 7 E %

State or Province Name (full name) []:## E %

Locality Name (eg, city) [Default City]:# & B %

Organization Name (eg, company) [Default Company Ltd]: & i Bl %

Organizational Unit Name (eg, section) []: B %

Common Name (eg, your name or your server hostname) []:instructor.linuxprobe.com
BB B BT B 5 AR -

[root@linuxprobe ~]# cd /etc/openldap/certs/

[root@linuxprobe certs]# chown ldap:ldap *

[root@linuxprobe certs]# chmod 600 priv.pem

[root@linuxprobe certs]# Is -al

total 8

drwxr-xr-x. 2 root root 36 Oct 5 13:41 .

drwxr-xr-x. 5 root root 100 Oct 5 13:39 ..

-rw-r--r--. 1 ldap Idap 1318 Oct 5 13:41 cert.pem

“TW---m . 1 l1dap Idap 1704 Oct 5 13:41 priv.pem

& % —# LDAP BT B AR :

[root@linuxprobe ~]# cp /usr/share/openldap-servers/DB_CONFIG.example /var/lib/ldap/DB_CONFIG
HOREAEE X (TAECHRERE R

[root@linuxprobe ~]# slaptest

5610aaa9 hdb_db_open: database "dc=my-domain,dc=com": db_open(/var/lib/ldap/id2entry.bdb) failed: No such

file or directory (2).

5610aaa9 backend_startup_one (type=hdb, suffix="dc=my-domain,dc=com"): bi_db_open failed! (2)

slap_startup failed (test would succeed using the -u switch)

&% LDAP $4f B i FT B = 5 4.

[root@linuxprobe ~]# chown ldap:ldap /var/lib/ldap/*

JB 3 slapd fR %72 J7 5 B 4 FFALE 3 -

[root@linuxprobe ~] # systemctl restart slapd

[root@linuxprobe ~] # systemctl enable slapd

In -s /usr/lib/systemd/system/slapd.service’ '/etc/systemd/system/multi-user.target.wants/slapd.service’

% LDAP H R4 % £ A LDIF(LDAP Interchange Format)# X k& 715 &, T LDIF & — F A7 8 SCAR SO EL ] DA R R Y
FARH, IUARNTFEH M “BR” FEA LFID XHHF %, xR # “schema” , schema A F#E—E %
A AN FWER, URE-NAEB P A LR M, KO U schema M) 1 i3 F8 FRIT Ry "X Bat R
R B &, Bk 52 LDIF #0468 4 B U 482 # 18 schema #0454 261 7 t R B9 B iRxt &

ldapadd #4 A T3 LDIF Xt $ A2 B XM & B EF, BRAh: “ldapadd [£%] LDIF X#” .
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58 £ A

X BAT 2N,

D AT 495 R4 dn.

-h: B 5 M4 8 it

W 45 dn 8 BH,

£: 8 LDIF U347 4 B W A S

7w cosine F1 nis AL 5k :
[root@linuxprobe ~]# cd /etc/openldap/schema/

[root@linuxprobe schema]# ldapadd -Y EXTERNAL -H 1dapi:/// -D "cn=config" -f cosine.ldif

SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth

SASL SSF: 0

adding new entry "cn=cosine,cn=schema,cn=config"

[root@linuxprobe schema]# ldapadd -Y EXTERNAL -H Idapi:/// -D "cn=config" -f nis.Idif
SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth

SASL SSF: 0

adding new entry "cn=nis,cn=schema,cn=config"

£ # /etc/openldap/changes.Idif XX #, H#¥ THWEREH#HE GEEH L EBHBHT):
[root@linuxprobe ~]# vim /etc/openldap/changes.1dif

dn: olcDatabase={Z2}hdb,cn=config

changetype: modify
replace: olcSuffix

olcSuffix: de=linuxprobe,dc=com

dn: olcDatabase={2}hdb,cn=config
changetype: modify
replace: olcRootDN

olcRootDN: cn=Manager,dc=linuxprobe,dc=com

dn: olcDatabase={2}hdb,cn=config

changetype: modify

replace: olcRootPW

olcRootPW: At SN 2 77 & Kt %% (Ju{SSHA}V/GJvGG8SbluCxhfTDVhkmWEuz2afNIR)

dn: cn=config
changetype: modify
replace: olcTLSCertificateFile
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olcTLSCertificateFile: /etc/openldap/certs/cert.pem

dn: cn=config

changetype: modify

replace: olcTLSCertificateKeyFile
olcTLSCertificateKeyFile: /etc/openldap/certs/priv.pem

dn: cn=config
changetype: modify
replace: olcLogLevel

olcLogLevel: -1

dn: olcDatabase={1}monitor,cn=config

changetype: modify

replace: olcAccess

olcAccess: {Ojto * by dn.base="gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth"
dn.base="cn=Manager,dc=linuxprobe,dc=com" read by * none

W HTH T E X EH 2| slapd A7

[root@linuxprobe ~]# ldapmodify -Y EXTERNAL -H 1dapi:/// -f /etc/openldap/changes.ldif
SASL/EXTERNAL authentication started

SASL username: gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth

SASL SSF: 0

modifying entry "olcDatabase={2}hdb,cn=config"

modifying entry "olcDatabase={2}hdb,cn=config"

modifying entry "olcDatabase={2}hdb,cn=config"

modifying entry "cn=config"

modifying entry "cn=config"

modifying entry "cn=config"

modifying entry "olcDatabase={1}monitor,cn=config"

fl 2 /etc/openldap/base.ldif X #, ¥ T &= & E % #H %!

[root@linuxprobe ~]# vim /etc/openldap/base.ldif

dn: de=linuxprobe,dc=com
dc: linuxprobe
objectClass: top

objectClass: domain

dn: ou=People,dc=linuxprobe,dc=com
ou: People

objectClass: top

objectClass: organizationalUnit

dn: ou=Group,dc=linuxprobe,dc=com
ou: Group

objectClass: top

objectClass: organizationalUnit

read by
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Bl EHFHEMRS

[root@linuxprobe ~]# Idapadd -x -w linuxprobe -D cn=Manager,dc=linuxprobe,dc=com -f /etc/openldap/base.Idif
adding new entry "dc=linuxprobe,dc=com’

adding new entry "ou=People,dc=linuxprobe,dc=com"

adding new entry "ou=Group,dc=linuxprobe,dc=com"

MR PR B E D

[root@linuxprobe ~]# useradd -d /home/ldap ldapuser

[root@linuxprobe ~]# passwd ldapuser

Changing password for user ldapuser.

New password: WAL #INE % A P& BB E

Retype new password: X $ \ & #

passwd: all authentication tokens updated successfully.

BEKFNEY (BRETL S 7417

[root@linuxprobe ~]# vim /usr/share/migrationtools/migrate_common.ph
$DEFAULT_MAIL_DOMAIN = "linuxprobe.com”;

$DEFAULT_BASE = "dc=linuxprobe,dc=com";

KWLM ALFWRFEIBEERRS:

[root@linuxprobe ~]# cd /usr/share/migrationtools/

[root@linuxprobe migrationtools]# grep ":10[0-9][0-9]" /etc/passwd &gt; passwd
[root@linuxprobe migrationtools]# ./migrate_passwd.pl passwd users.ldif
[root@linuxprobe migrationtools]# Idapadd -x -w linuxprobe -D cn=Manager,dc=linuxprobe,dc=com -f users.Idif
adding new entry "uid=linuxprobe,ou=People,dc=linuxprobe,dc=com"

adding new entry "uid=ldapuser,ou=People,dc=linuxprobe,dc=com"

KL ALFHA P AEHE BERRS:

[root@linuxprobe migrationtools]# grep ":10[0-9][0-9]" /etc/group &gt; group
[root@linuxprobe migrationtools] # ./migrate_group.pl group groups.ldif
[root@linuxprobe migrationtools]# Idapadd -x -w linuxprobe -D cn=Manager,dc=linuxprobe,dc=com -f groups.Idif
adding new entry "cn=linuxprobe,ou=Group,dc=linuxprobe,dc=com"

adding new entry "cn=ldapuser,ou=Group,dc=linuxprobe,dc=com"

MK linuxprobe Al 7 B & SC#:

[root@linuxprobe ~]# ldapsearch -x cn=Idapuser -b dc=linuxprobe,dc=com
# extended LDIF

#

# LDAPv3

# base <dc=linuxprobe,dc=com> with scope subtree

# filter: cn=ldapuser

# requesting: ALL

#

# ldapuser, People, linuxprobe.com

dn: uid=ldapuser,ou=People,dc=linuxprobe,dc=com

uid: Idapuser

cn: ldapuser

objectClass: account

objectClass: posixAccount
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objectClass: top

objectClass: shadowAccount

userPassword:: e2NyeXBOfSQ2JFdtcXFveHFIJFFNaU1pZDAuLO1KLnBrR1ZKLkdVSVIWalguTXh
xLIB5Uk11eGJseGdkVTBwOUxwcTBJT2huYnkwNFkzdXh 1 Zi9QaWFpUUtILkOWUHdQNFpxRXJQVOcv

shadowLastChange: 16713

shadowMin: O

shadowMax: 99999

shadowWarning: 7

loginShell: /bin/bash

uidNumber: 1001

gidNumber: 1001

homeDirectory: /home/ldapuser

# ldapuser, Group, linuxprobe.com

dn: cn=ldapuser,ou=Group,dc=linuxprobe,dc=com

objectClass: posixGroup

objectClass: top

cn: ldapuser

userPassword:: e2ZNyeXBOfXg=

gidNumber: 1001

# search result
search: 2

result: O Success

# numResponses: 3

# numEntries: 2

%% httpd JRH5H2 )7 :

[root@linuxprobe ~]# yum install httpd

Loaded plugins: langpacks, product-id, subscription-manager

.................. BT HE AR e
Installing:
httpd x86_64 2.4.6-17.el7 rhel7 1.2M
Installing for dependencies:
apr x86_64 1.4.8-3.el7 rhel7 103 k
apr-util x86_64 1.5.2-6.el7 rhel7 92 k
httpd-tools x86_64 2.4.6-17.el7 rhel7 77k
mailcap noarch 2.1.41-2el7 rhel7 31k
.................. BREE AN BRI AL e
Complete!
KEA X EEER B

[root@linuxprobe ~|# cp /etc/openldap/certs/cert.pem /var/www/html
¥ httpd R4 FE B, FHFmEFHE 3T

[root@linuxprobe ~]# systemctl restart httpd

[root@linuxprobe ~]# systemctl enable httpd
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In -s "/usr/lib/systemd/system/httpd.service’ '/etc/systemd/system/multi-user.target.wants/httpd.service’
R KEHANFREFRS:

[root@linuxprobe ~]# iptables -F

success

[root@linuxprobe ~]# service iptables save

success

AHFLXRSWREXCHF RN TEIEN, HFERHERS:

[root@linuxprobe ~]# vim /etc/rsyslog.conf

local4.* /var/log/ldap.log

[root@linuxprobe ~]# systemctl restart rsyslog

17.2.2 B % LDAP & 3%

¥ LDAP MR 43w 414 & IP I ATIER B

[root@linuxprobe ~]# echo "192.168.10.10 instructor.linuxprobe.com" >> /etc/hosts
ZREARGRHD:

[root@linuxprobe Desktop]# yum install openldap-clients nss-pam-ldapd authconfig-gtk pam_krb5

Loaded plugins: langpacks, product-id, subscription-manager

.................. B E A B e
Installing:
authconfig-gtk x86_64 6.2.8-8.el7 rhel 105k
nss-pam-ldapd x86_64 0.8.13-8.el7 rhel 159 k
openldap-clients x86_64 2.4.39-3.el7 rhel 183k
pam_krb5 x86_64 2.4.8-4.el7 rhel 158 k
Installing for dependencies:
nscd x86_64 2.17-55.l7 rhel 250 k
.................. B E A B e
Complete!

EATRAIGELE, 335 LDAP M4 ..

[root@linuxprobe ~]# system-config-authentication
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B GE A Mk

ME R %G, RIEAMZEELEHT Idapuser A/ :

[root@linuxprobe ~]# id ldapuser

uid=1001 (Idapuser) gid=1001(Idapuser) groups=1001 (Idapuser)

Mo BB B2 7 DA T LDAP MR43% 3E T, 3F H ldapuser B P Bk 5 15 B4 F &R 78 A MY /etc/passwd XA 5 ~

173 BshEEA A EX -
BRAEE PR C A4 LDAP BBiEwk # 7, {E£ %47¥% 2| ldapuser Al P B &R R EHZH PR B

[root@linuxprobe ~]# su - ldapuser

su: warning: cannot change directory to /home/ldapuser: No such file or directory
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mkdir: cannot create directory '/home/ldapuser’: Permission denied
REZANFEAZAFHEEFE, RNFERENFS REEHA FHEEF B srEHIk:
% LDAP Fi g3 A fmst 45 & (NFS AR F L2 BA L%, RN WFILILH/T? ):
[root@linuxprobe ~]# vim /etc/exports

/home/ldap 192.168.10.20 (rw,sync,root_squash)

# & nfs-server [RH5F2/F:

[root@linuxprobe ~]# systemctl restart nfs-server

7 LDAP Z P& H R F R &

[root@linuxprobe ldap]# showmount -e 192.168.10.10

Export list for 192.168.10.10:

/home/ldap 192.168.10.20

Ktz BRI

[root@linuxprobe ~]# mkdir /home/ldap

[root@linuxprobe ldap]# mount -t nfs 192.168.10.10:/home/ldap /home/ldap
ok &R #: 2| ldapuser A P, XAFIE# A

[root@linuxprobe ldap]# su - ldapuser

Last login: Tue Oct 6 11:51:25 CST 2015 on pts/3

[ldapuser@linuxprobe ~|$

BEH TG SR

[root@linuxprobe ~]# vim /etc/fstab

192.168.10.10:/home/ldap /home/ldap nfs defaults O O
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% 18 % {5 MariaDB #1184 3 Z %,

AR

MYSQL #k# & & # & 4 t% Oracle A 8 K W J5 N TF R4 21 T 1, R BEHFLWEANBIFS Linux KATHR&EHF T MariaDB,

AEFTHHEHA mariaDB #4E EEHE T EREEYGEE, FITHERLOHRE, "R EH FA HBRFFEHEE

FERFEFENBEENR P RO R, HEENERGRET %, FTRHERT RHCE FREK, LaH B EH 2% THE,

18.1 #iEEZE R4

BATHAEE R T B2 A M E B, MHEEERBRIH WAL EMEXHEFENCE, FHME LKA
FEEBARG KR, HEECCENTWR EHEERELRET FGE RN AR A AER,

EREMALS, TOAMMEERAAELLEERR, RATHFARFREEEGTRE S, BEEBRAZEHEE
BRAG. BMAEHNURR. REIFREFELCRERARHBOHY, RAAHFAR A KEENEERATFH,

¥ ¥ g 3 7 4 (0 Database Management System) & —#f g6 45 2t $1 i E#AT & L. FRAMEFNRBET, BREY
BEAGRAEITEN T BN B R RESR PR ZEBERE, FEA P EPREEN LT A K,

MYSQL B —HARXMEF R B HEETHERAR, HAKR. REF L AR FH LA RFHY RYE, 27 MYSQL
M Oracle A8 WG B # G AFFIRER A T HA, REHEIHRILAS Linux KATH (4% RHEL7. Fedora,
Centos. OpenSUSE. Slackware % %) NE# % E4RERFHEA XM REAANHEETE RS, 4w 2
7 MariaDB,

MariaDB 2 MYSQL ##5 E&E Z A8 —MNa A FRERXEFEH L L= 5, TLHEET MYSQL, 3 &# EH Google
5 Wikipedia X HHATYLE K E LKA T MariaDB, B F&E%&F 2k MYSQL A BBy MR A, WRMEAZ
W A R B P

18.2 #4441t mariaDB 41 F

MariaDB A8t T MYSQL R ##8 S E oh ok E AR S ¥ BN, thinfib i 8 4880, TEHh . 48X #ERES.
2% mariaDB R %42 )7 :

[root@linuxprobe ~]# yum install mariadb mariadb-server

Loaded plugins: langpacks, product-id, subscription-manager

Installing:
mariadb x86_64 1:5.5.35-3.el7 rhel7 8.9 M
mariadb-server x86_64 1:5.5.35-3.el7 rhel7 11 M

Complete!
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J& 3 mariadb R4 5 A hn 2| FAHLE 3 T p
[root@linuxprobe ~] # systemctl start mariadb
[root@linuxprobe ~] # systemctl enable mariadb

In -s "/usr/lib/systemd/system/mariadb.service’ '/etc/systemd/system/multi-user.target.wants/mariadb.service’

A TS EN 22, —REHTWHELTE:

% 1% %E root Al P EH,
F2F: HREAKS.
% 3% 21 root Al P NZAEE I,
% 4% I test 2HE B I BUH XA 8 37 AR,
% 5% RIFRREK, LAHEIE 8% e L A3,
e Bl R AR T
[root@linuxprobe ~]# mysql_secure_installation
/usr/bin/mysql_secure_installation: line 379: find_mysql_client: command not found
NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!
In order to log into MariaDB to secure it, we'll need the current
password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.
Enter current password for root (enter for none): % 7] $¥ K %8 % %=, HEBEHEE,
OK, successfully used password, moving on...
Setting the root password ensures that nobody can log into the MariaDB
root user without the proper authorisation.
Set root password? [Y/n] y
New password: A% % root M /% & i % 3 & %,
Re-enter new password: # & F#A — K X8,
Password updated successfully!
Reloading privilege tables..
... Success!
By default, a MariaDB installation has an anonymous user, allowing anyone
to log into MariaDB without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a
production environment.
Remove anonymous users? [Y/n] y (Ml % 4 % )
... Success!
Normally, root should only be allowed to connect from 'localhost’.  This
ensures that someone cannot guess at the root password from the network.
Disallow root login remotely? [Y/n] y(2£ it root H /* A% A2 % i)
... Success!
By default, MariaDB comes with a database named 'test’ that anyone can
access. This is also intended only for testing, and should be removed

before moving into a production environment.
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Remove test database and access to it? [Y/n] y(#] B test B3 % I BUH xt 2 8 37 FIAX )
- Dropping test database...
... Success!
- Removing privileges on test database...
... Success!
Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.
Reload privilege tables now? [Y/n] y(Rl# ¥R &, ibauth e oy ¥ e 5r B 4 3)
... Success!
Cleaning up...
All done! If you've completed all of the above steps, your MariaDB
installation should now be secure.
Thanks for using MariaDB!
BB 17 K R Xt Bt B IR 55 09 A0 g
[root@linuxprobe ~]# firewall-cmd --permanent --add-service=mysql
success
[root@linuxprobe ~]# firewall-cmd --reload
success
A root A P& I B BU4E B o
[root@linuxprobe ~]# mysql -u root -p
Enter password: M4 %\ root Al 7 78 $4E B o By %4,
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 5
Server version: 5.5.35-MariaDB MariaDB Server
Copyright (c) 2000, 2013, Oracle, Monty Program Ab and others.
Type "help;” or \h' for help. Type "\c to clear the current input statement.
MariaDB [(none)]>
TE LA CA W

MariaDB [(none)]> show databases;

| information_schema |

| mysql |
| performance_schema |

3 rows in set (0.01 sec)

BHR YRR P AEREE PO TS CRpl ¥l ES A redhat) :
MariaDB [(none)]> set password = password(redhat);
Query OK, O rows affected (0.00 sec)

MariaDB [(none)]> exit

Bye

6 R\ By 55 R O R R I B O

[root@linuxprobe ~]# mysql -u root -p
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Enter password:
ERROR 1045 (28000): Access denied for user 'root'@’localhost’ (using password: YES)

18.3 HR Y 5 & 254

x % B 3148 & (DataBase) =& B — /M2 & A $4E & # (Table) 41 & 11, $4E R 2N — k2R 7 H % M HEILFE (Record).

183.1 #l# A P A

BlE—ANFR B ER P

|7 4% & | 7 i % 4-CREATE USER H F* 4 @E 44 IDENTIFIED BY ‘##° ;
MariaDB [(none)]> create user luke@localhost IDENTIFIED BY ‘linuxprobe’;

Query OK, O rows affected (0.00 sec)

#HNE| mysql 34 E

MariaDB [(none)]> use mysql;

Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A
EEFUEHAL, TN L SEHER:

MariaDB [mysql]> select host,user,password from user where user="luke";

+ 4+ 4 4
t 1 t t

| host | user | password |

4 + 4 4
t 1 t t

| localhost | luke | *55D9962586BE75F4B7D421E6655973DB07D6869F |

4 + 4 4
t 1 t t

1 row in set (0.00 sec)

B BYE B R R HTR P B

MariaDB [mysqgl]> exit

Bye

[root@linuxprobe ~]# mysql -u luke -p

Enter password: M4 # A luke A B B4 & 5 4

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 6

Server version: 5.5.35-MariaDB MariaDB Server

Copyright (c) 2000, 2013, Oracle, Monty Program Ab and others.
Type 'help;” or \h'’ for help. Type "\c" to clear the current input statement.
sk B R e B — AN E

MariaDB [(none)]> show databases:

| Database |

| information_schema |

1 row in set (0.03 sec)

%A% & GRANT &4 By AR IEF 7 %
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PN f A

GRANT IR ON #4E & k&A% TO AP 4@t Xt HAHE B AR R TR

GRANT # IR ON #4E&*TO A F4@EAL4% Xt HAE R B BT R R TR

GRANT # IR ON**TO Al F4@EN4 Xt B A #AE B B R R T RA

GRANT R IR 14K 2 ON #4&%.*TO A F4@EM4 X EAN B P WA RES T SR

GRANT ALL PRIVILEGES ON ** TO Al 4 @£ 4 XtER B BT R T AREAR, GEERE.

Y E root Al PR 88 B A HE 2] mysql e E
[root@linuxprobe ~]# mysql -u root -p

MariaDB [(none)]> use mysq];

Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A
Database changed

T luke Al P xf user REWEH., EH. ME. HAKK:
MariaDB [mysql]> GRANT SELECT,UPDATE,DELETE,INSERT on mysqgl.user to luke@localhost;
Query OK, O rows affected (0.00 sec)

#% luke A P S AT B AT

MariaDB [(none)]&gt; show grants for luke@localhost;

+ +
t t

| Grants for luke@localhost |

| GRANT USAGE ON ** TO 'luke’@’localhost’ IDENTIFIED BY
PASSWORD *55D9962586BE75F4B7D421E6655973DB07D6869F |
| GRANT SELECT, INSERT, UPDATE, DELETE ON ‘mysql‘.‘user’ TO 'luke’@’localhost’ |

+ +
t t

2 rows in set (0.00 sec)
R 2| luke A P J5 & & R0 HIEE:
[root@linuxprobe ~]# mysql -u luke -p

MariaDB [(none)|> show databases;

| information_schema |

| mysql \

2 rows in set (0.01 sec)

#ENEF] mysql #3E E P E 2 user KL T :

MariaDB [(none)]> use mysql

Reading table information for completion of table and column names

You can turn off this feature to get a quicker startup with -A
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Database changed
MariaDB [mysql]> show tables;

1 row in set (0.01 sec)

14 Bl root Al P Ja BUH R -4 # B AR

MariaDB [(none)]> revoke SELECT ,UPDATE,DELETE,INSERT on mysql.user from luke@localhost;
Query OK, O rows affected (0.00 sec)

FREFE luke A P AL

MariaDB [(none)]&gt; show grants for luke@localhost;

+ +
t t

| Grants for luke@localhost |
| GRANT USAGE ON ** TO 'luke’@localhost’ IDENTIFIED BY
PASSWORD "*55D9962586BE75F4B7D421E6655973DB07D6869F |

+ +
t t

1 row in set (0.00 sec)

1832 RIEHEE S k%

WRWHEEREEE DA
F % & H
CREATE database #4& & 4 #. llE= 20 6P
DESCRIBE #*# 4 #; #HRRHE,
UPDATE #%# 4 # SET attribute=#7{8 WHERE attribute > F#18; E AR HA,
USE ¥ & 4 #; 6 €4 R B B
SHOW databases; BRSO B AR
SHOW tables; AN IR G E &
SELECT * FROM % # 4 #; M B o 3 o ME R
DELETE FROM #%# 4 WHERE attribute={g; M B o ] R e AME R

A7 — AN A

MariaDB [(none)]> create database linuxprobe;
Query OK, 1 row affected (0.00 sec)

TH YA B
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MariaDB [(none)|> show databases;

| information_schema |
| linuxprobe |

| mysql |

| performance_schema |

4 rows in set (0.04 sec)
VI B 45 € 0 B4 B
MariaDB [(none)]> use linuxprobe;

Database changed
A 2 7 Bl R

MariaDB [linuxprobe]> create table mybook (name char(15),price int,pages int);

Query OK, O rows affected (0.16 sec)

TERBWENER:

MariaDB [linuxprobe]> describe mybook;

+ 4 4 4 4 4+
t t t t t t

| Field | Type | Null | Key | Default | Extra |
| name | char(15) | YES | | NULL
| price | int(11) | YES | | NULL

| pages | int(11) | YES | | NULL

4 4 4 + + +
t t t 1 1 1

3 rows in set (0.02 sec)

18.3.3 &3 kB HE

18] 3 B P 4\ A S

MariaDB [linuxprobe]> INSERT INTO mybook(name,price,pages) VALUES(linuxprobe’,60’,518);

Query OK, 1 row affected (0.00 sec)
EHEREFHHIEME:

MariaDB [linuxprobe]> select * from mybook;

4 4 4 +
t t t T

| name | price | pages |

4 4 4 +
t t t T

| linuxprobe | 60| 518

4 4 4 +
t t t T

1 rows in set (0.01 sec)

W mistek A 55 T

MariaDB [linuxprobe]|> update mybook set price=55 ;

Query OK, 1 row affected (0.00 sec)
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Rows matched: 1 Changed: I Warnings: O
REFHN L TRNAE

MariaDB [linuxprobe]> select name,price  from mybook;

—— T +
| name | price |
—— T +

| linuxprobe | 55|

 — ST +

1 row in set (0.00 sec)

M A R B P

MariaDB [linuxprobe]> delete from mybook;
Query OK, 1 row affected (0.01 sec)
MariaDB [linuxprobe]> select * from mybook;
Empty set (0.00 sec)

HEIMN 4 F B HITTME:

MariaDB [linuxprobe]> INSERT INTO mybook(name,price,pages) VALUES(linuxprobel’,’30°,518);
Query OK, 1 row affected (0.05 sec)

MariaDB [linuxprobe]> INSERT INTO mybook(name,price,pages) VALUES(linuxprobe2’,’50’,518);
Query OK, 1 row affected (0.05 sec)

MariaDB [linuxprobe]> INSERT INTO mybook(name,price,pages) VALUES(linuxprobe3’,’80°,518);
Query OK, 1 row affected (0.01 sec)

MariaDB [linuxprobe]> INSERT INTO mybook(name,price,pages) VALUES(linuxprobe4’,100°,518);
Query OK, 1 row affected (0.00 sec)

where 4 F T 8048 FE TR E W H &4, TRERER:

% % !

- R

<Hl= TH%,

> AFo

< AT,

>= K FRET,

<= NFRET
BETWEEN EENTEEN,
LIKE BE—MAT

IN 7 PR S M.

EEHEMHAT 75 T4
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MariaDB [linuxprobe]> select * from mybook where price>75;

+ 4 + +
t 1 t t

| name | price | pages |

+ 4 + +
t 1 t t

| linuxprobe3 | 80| 518]
| linuxprobe4 | 100 | 518

+ 4 + +
t 1 t t

2 rows in set (0.06 sec)

BERMETET 80 THy +45:

MariaDB [linuxprobe]> select * from mybook where price!=80;
| name | price | pages |

| linuxprobel | 30 | 518 |

| linuxprobe2 | 50 | 518 |

| linuxprobe4 | 100 | 518 |

3 rows in set (0.01 sec)

1834 #HiEENLZ N ERE

mysqldump & f T &t 248 E $4E, R b “mysqldump [Z%] [ E 4] .

%% A

-u Bodl e W1 R P A AR

P BRI

~-no-data EANBEENHREN, TTEHE,
~lock-all-tables B R ER T BRI R SR

¥4 45 4048 B X (B linuxprobe) M 2| K B 5 :
[root@linuxprobe ~]# mysqldump -u root -p linuxprobe > /root/linuxprobeDB.dump

Enter password:

Ml Bk 45 08 2

MariaDB [linuxprobe]> drop database linuxprobe;
Query OK, 1 row affected (0.04 sec)

MariaDB [(none)]> show databases:

| information_schema |

| mysql |
| performance_schema |
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3 rows in set (0.02 sec)

B — AN o B8

MariaDB [(none)]> create database linuxprobe;

Query OK, 1 row affected (0.00 sec)

NI At oy Bt B

[root@linuxprobe ~]# mysql -u root -p linuxprobe < /root/linuxprobeDB.dump
Enter password:

RAEE T RIRAZ S mybook F&#:

[root@linuxprobe ~]# mysql -u root -p

MariaDB [(none)]> use linuxprobe;

Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A
Database changed

MariaDB [linuxprobe]> show tables;

| Tables_in_linuxprobe |

| mybook |

1 row in set (0.05 sec)



% 278 11
{Linux FL1ZIX 4 %)  HTTP://www.linuxprobe.com

% 19 % {5 PXE+Kickstart ¥F T A F %%,

AR
AF A # £ G ® 1T PXE+DHCP+TFTP+VSftpd+Kickstart R4 F# & H EABF LR AL, AT EHEFE P IR L,
EMAGRE LN B, BETERUT S, FHRATERE, XTEEARANERAHHT.

19.1 EAEF A%

HAkM, EARERUEXHEEDE T RLEREBEANRMKE, AR LFERENERALHERNE,
—RENFRAEDEHETEUL, FEUT THERAGLH, NECLFAEeREMBNRRAR, £ 7T 2
HEH S, B S HRELFILREERT TE.

HEK AT LUF PXE+DHCP+TFTP+VSftpd+Kickstart #F % T A F %35 # 4, XA 2 404 2 B sh iz 4.
WETELAMT S, WHREATHERE, T DHCP EE&R2MMNFIANT, FIUXERTH SN, MAEITER
SRTAUBENEETEZI T,

PXE(Preboot execute environment) & — ¢ i Lt EH AT WL B 5189 5] 5 7 R, REW KX F PXE HIE A,
Kickstart £—# EAEFHZEFT R, THERERETAALEATEZE ARFTHE NS HEGF KA kscfg X
B, YRERE T HAFERE S KN 3 ICE Kickstart & &8 X, B AR E Kickstart X A4 T #E 8+
FIAREATHENS Y, BLEZEARBRELTFETH, SHELETENT,

8] 8 SURAE 3 X TFTP(Trivial File Transfer Protocol) £ —# 2 F UDP thiX By 24 X, H 5 w1 @ % 3 ¥ vsftpd K
AT FTP CERA TR, TFTP il F A% FTP i £ otk (FlwF| i B, BAIAEE%), 1€ TFTP HiX
BEREEE, WHREBREMR FHEERTERE X,

19.2 #EFA K RAHE T

P11 % B4Rk #5F DHCP. TFTP. SYSLinux. VSFtpd 5 Kickstart ft %, X Z WL EAT & EMAF R BT W K540

E LA BERAL IP M3t
EANEF RS 41 RHEL7 #1F # 4 192.168.10.10
F P REFRRERR

TR E WAL B DHCP IR&sh b B4 X
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19.2.1 B % DHCP %42 F

%% dhepd AT :
[root@linuxprobe ~]# yum install dhcp

Loaded plugins: langpacks, product-id, subscription-manager

.................. B E A T HE AR e
Installing:
dhcp x86_64 12:4.2.5-27 el7 rhel7 506 k
.................. B E A T HE AR e
Complete!

B % dhepd A F WTEHNEZFHEHT, BESHE4 0EE M dhepd REHEH):
[root@linuxprobe ~]# vim /etc/dhcp/dhcpd.conf
allow booting;
allow bootp;
ddns-update-style interim;
ignore client-updates;
subnet 192.168.10.0 netmask 255.255.255.0 {
option subnet-mask 255.255.255.0;
option domain-name-servers 192.168.10.10;
range dynamic-bootp 192.168.10.100 192.168.10.200;

default-lease-time 21600;
max-lease-time 43200;
next-server 192.168.10.10;
filename "pxelinux.0";

}

¥ 8 dhepd 455 7 o 2 FFALE 365

[root@linuxprobe ~] # systemctl restart dhcpd

[root@linuxprobe ~] # systemctl enable dhcpd

In -s /usr/lib/systemd/system/dhcpd.service’ '/etc/systemd/system/multi-user.target.wants/dhcpd.service’
A Ay k3t dhepd R4 A ¥R AL -

[root@linuxprobe ~]# firewall-cmd --permanent --add-service=dhcp

success

[root@linuxprobe ~]# firewall-cmd --reload
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sSuccess
19.2.2 ®E TFTP 427
L tftp AT

[root@linuxprobe ~]# yum install tftp-server

Loaded plugins: langpacks, product-id, subscription-manager

.................. B E A T HE AR e
Installing:

tftp-server x86_64 52-11el7
.................. B E A T HE AR e
Complete!

rhel7 44 k

AT vsftpd M AAEF A3, FTP A A T A 4 E B Z P o iE RO FEA MR BELAR L PR FFH
B, EXHOERESH —ENTRERE, WETFPHRRSEF xinetd FRA T MA RIS F AT Litw, B
H xinetd %18 7 & BB HEOT A2 G O, R P om il R#om 0 Bk K 838 2 RS 7, T tftp {852 & xinetd

R4 R,

%% xinetd BL B XX, B 3h TFTP 4 /7 :
[root@linuxprobe ~.d]# vim /etc/xinetd.d/tftp
//¥ disable By 15 % ¥ no.

service tftp

{
socket_type = dgram
protocol =udp
wait =yes
user = root
server = /usr/sbin/in.tftpd
server_args = -s /var/lib/tftpboot
disable =no
per_source =11
cps =1002
flags =[Pv4

E 8 xinetd 4 An B FF LB B0 T F
[root@linuxprobe xinetd.d]# systemctl restart xinetd

[root@linuxprobe xinetd.d]# systemctl enable xinetd

WAy K Hat tftp % A VPSRN

[root@linuxprobe ~]# firewall-cmd --permanent --add-port=69/udp

success
[root@linuxprobe ~]# firewall-cmd --reload

success
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19.2.3 & SYSLinux M %127

syslinux £ A T#R B 5| 2w R A2 /7, BZE AL Linux RER B, %35 syslinux K458 )7
[root@linuxprobe ~]# yum install syslinux

Loaded plugins: langpacks, product-id, subscription-manager

.................. B E A T HE AR e
Installing:
syslinux x86_64 4.05-8.el7 rhel7 1.0M
.................. B E A T HE AR e
Completel!

K5l PR AR 2 thep BHFUGEE P TR GEARLAFHE D E R E/media/cdrom) :
[root@linuxprobe ~]# cd /var/lib/tftpboot

[root@linuxprobe tftpboot]# cp /usr/share/syslinux/pxelinux.0 .

[root@linuxprobe tftpboot]# cp /media/cdrom/images/pxeboot/{vmlinuz,initrd.img} .
[root@linuxprobe tftpboot]# cp /media/cdrom/isolinux/{vesamenu.c32,*.msg} .

5] AR R tftp B

[root@linuxprobe tftpboot]# mkdir pxelinux.cfg

[root@linuxprobe tftpboot]# c¢p /media/cdrom/isolinux/isolinux.cfg pxelinux.cfg/default

%48 5| AR UM

[root@linuxprobe tftpboot] # vim pxelinux.cfg/default

/1 E LATBR R

default linux

/1% 6AATHBR N

append initrd=initrd.img inst.stage2=ftp://192.168.10.10 ks=ftp://192.168.10.10/pub/ks.cfg quiet
/I E TOATHBHE R

append initrd=initrd.img inst.stage2=ftp://192.168.10.10 rd.live.check ks=ftp://192.168.10.10/pub/ks.cfg quiet

19.2.4 & VSFtpd MR %12 5
%% vsftpd A&7 :

[root@linuxprobe ~]# yum install vsftpd

Loaded plugins: langpacks, product-id, subscription-manager

.................. BREE AN BRI AL e

Installing:

vsftpd x86_64 3.0.2-9.el7 rhel7 166
k

.................. BREE AN BRI AL e

Complete!

E 8 vsftpd fRA-1E 7 5 A Am B FF AL 30 T
[root@linuxprobe ~]# systemctl restart vsftpd
[root@linuxprobe ~] # systemctl enable vsftpd

In -s /usr/lib/systemd/system/vsftpd.service’ '/etc/systemd/system/multi-user.target.wants/vsftpd.service’
A fm b K 3 xd vsfepd AR 4 A By A0
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[root@linuxprobe ~]# firewall-cmd --permanent --add-service=ftp
success
[root@linuxprobe ~]# firewall-cmd --reload
success
B ERE R A B ZH 2 FIP B % GEAHRE M L E E 24 R 5|/media/cdrom B )
[root@linuxprobe ~]# cp -r /media/cdrom/* /var/ftp
¥ & SELinux Xt T FTP B i .34 ek :
[root@linuxprobe ~]# setsebool -P ftpd_connect_all_unreserved=on
19.2.4 4l KickStart b % X #
B — o B A SCH RO 4 TAUR
[root@linuxprobe ~]# cp ~/anaconda-ks.cfg /var/ftp/pub/ks.cfg
[root@linuxprobe ~]# chmod +r /var/ftp/pub/ks.cfg
S EAEAR SO
[root@linuxprobe ~]# vim /var/ftp/pub/ks.cfg
//¥% 6 4TH cdrom BB %
url --url=ftp://192.168.10.10
/I E 21 TR RBBR A
timezone Asia/Shanghai --isUtc
/I % 28 T N

clearpart --all - initlabel

193 HZHEEF

BHMNHBEG T RAEFRALSE, BT UHHE— & E UV RB I
%1 ¥ BATHRAE DAL T, F2¥: AE-NFEES.
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#3¥: BEEWUIR L. % 4% REREAKRE EUAKAF KL,

%5 ¥ QRAEHERE (RAKAH),

#F6¥: wEHINEN, HRFHXBEENEGE
AMEF ARG — % T RE™),



% 284 1
{Linux FL1ZIX 4 %)  HTTP://www.linuxprobe.com

LI BE P EPNEIRE, & HHNBTHERS:

Tif o By A TR K% 20 24 G AR T LA 25

L

Jally
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% 20 & f#F LNMP 22430 & 55 A W 36 3135

AR

AZF N Linux REWN R L EF RHR, FHEH 2% RPM a5 R 25 XA, a2 w08 Hh 8 K,

Nginx £ —#HH Lt F A THEH AR LN RSEF, Ngink LA FEHRE . FF Wy LR E R D0 R GRS A,
it #F Linux+Nginx+MYSQL+PHP X W # FF IR &K, EHA T — Mok, G ¥ ERME. TREAMKE LNMP s SR 38 T .

20.1 B ZERT

EHENETPRAGEAERFLEESE RPM) MW EHE Linux REFZERERERR “FDE” W
FREFRSRTF, ERRGZEBFAR-HEFEE, BREMONER, ITRFREZEAREEESH DR, &
RBB R, EERRAROS ZEF MR, FEELR, AR FEHLEL R MRF, EHRIK AR,

Bt A ATAE 7 8 B RAR o KT YUM & % 3 RPM R Z R R A1 7, (Ec b d — S i,

REBM R NRBEE T ALA, WRARLH RPM 4R A £ BB A EFTEET
REmE = FTARIEENETH RPM KB BT 2R BFT, S HFRGRFHTHAMN
A, TS AE B R LR EH#EAT, {2 RPM 3@ I 46 F 7 48 45 & IR (L 89 F
&AM JE A BRI 23, P DAFE BB AE T AR o T LUREF AR B9 Yum & B R &R AR 7,
TR 2 ety AR A — R TR

1%, BEXH:

TR S R tar TR VAR B H gunzip 3 bzip2 #ATE%E, 54 X245 4 targz § tarbz2 |, MET !

[root@linuxprobe ~]# tar czvf FileName.tar.gz

[root@linuxprobe ~]# tar jxvf FileName.tar.bz2

F2%, MHAMERHEX:

[root@linuxprobe ~]# cd FileDirectory

F3Y: EEELTH:

EF T EBE R ZH, TFEWAT configure BIA, 2 830 8y xf LT R AT — R P 03T6, 00R XX, AR

MEE, fiFdh. Lhé, EEERESSE, WRAFK, TTUEA -prefix ZHRTBERFHLREBE (RE

), WEMARERRIEFEERE, MWokLaH KT &K Makefile X#.

[root@linuxprobe ~]# ./configure - prefix=/usr/local/program

KAV ERZFER)T:

R R £ B Makefile X &R FH R RISKHA R L EAN, BT RFEHMEA make a4 KR4 MakeFile X ¥

PR GLB9 A A &35 8 SHELL sk 458 BT A R BB R4, 44 )5 make A& £ R — MRATHATH R KETF.

[root@linuxprobe ~]# make

#F5¥: RRRESEF:

R configure MA M B & H A — prefix 5%, 487 — K ELM BRI % % 2|/usr/local/bin HFE W,

[root@linuxprobe ~]# make install

Fo6¥: WHERXH (TH):

[root@linuxprobe ~]# make clean

HEM SRR GELEMESTID:

[root@linuxprobe ~]# make uninstall

H O H T R NN 2B KW configure 5 make # B, RPM &4 AT WA A A RENLLE, WA FERN
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RGHHR?

HAZFEHERMEE, RPM R ARREFEALMTEMEEN, 2¥ —HEFLRERS RPM @8 HX (I
i386/x86_64 %), AP FERIAELLMECALN RPM @4 A %R, MRGEWEFELEERE
HOWRU RS UL LIRS ALY, WESHAPFEA, FrUstdFEA configure BAXLE R P L7 R KM
o, JAH RN —RITATH LR F.

20.2 #Z LNMP £ #

LNMP (B Linux+Nginx+MYSQL+PHP) 2 B # A ITH s A M 353 F 84, —HR2d:

Linux:# RHEL, Centos, Debian, Fedora. Ubuntu % % 4.

Nginx: & ¥ k. KB AN HTTP 5 R B RERHE 7.

MYSQL:# 71 # i B9 #0482 3 5 1,

PHP:—# f 46 7 Jj 45 2 3 AT By N HTML XE B M AE =

B X IR TFRREHEFA R, ERYT —AMRE. B ¥ RER, FRHBRGSISAEITIRT .
BB B KRRV S B 5 P 3k RS g

[root@linuxprobe ~]# iptables -F

[root@linuxprobe ~]# firewall-cmd --permanent --add-service=mysql

success

[root@linuxprobe ~]# firewall-cmd --permanent --add-service=http

success

[root@linuxprobe ~]# firewall-cmd --reload

success

THIH FEER %A E/usr/local/src B (17 MXH):

[root@linuxprobe ~]# cd /usr/local/src

[root@linuxprobe src]# wget http://www.linuxprobe.com/Tools/cmake-2.8.11.2.tar.gz
[root@linuxprobe src]# wget http://www.linuxprobe.com/Tools/Discuz_X3.2_SC_GBK.zip
[root@linuxprobe src]# wget http://www.linuxprobe.com/Tools/freetype-2.5.3.tar.gz
[root@linuxprobe src]# wget http://www.linuxprobe.com/Tools/jpegsrc.v9a.tar.gz
[root@linuxprobe src]# wget http://www.linuxprobe.com/Tools/libgd-2.1.0.tar.gz
[root@linuxprobe src]# wget http://www.linuxprobe.com/Tools/libmcrypt-2.5.8 tar.gz
[root@linuxprobe src]# wget http://www.linuxprobe.com/Tools/libpng-1.6.12.tar.gz
[root@linuxprobe src]# wget http://www.linuxprobe.com/Tools/libvpx-v1.3.0.tar.bz2
[root@linuxprobe src]# wget http://www.linuxprobe.com/Tools/mysql-5.6.19.tar.gz
[root@linuxprobe src]# wget http://www.linuxprobe.com/Tools/nginx-1.6.0.tar.gz
[root@linuxprobe src]# wget http://www.linuxprobe.com/Tools/openssl-1.0.1h.tar.gz
[root@linuxprobe src]# wget http://www.linuxprobe.com/Tools/php-5.5.14 tar.gz

[root@linuxprobe src]# wget http://www.linuxprobe.com/Tools/pcre-8.35.tar.gz
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[root@linuxprobe src]# wget http://www.linuxprobe.com/Tools/t1lib-5.1.2.tar.gz
[root@linuxprobe src]# wget http://www.linuxprobe.com/Tools/tiff-4.0.3.tar.gz
[root@linuxprobe src]# wget http://www.linuxprobe.com/Tools/yasm-1.2.0.tar.gz

[root@linuxprobe src]# wget http://www.linuxprobe.com/Tools/zlib-1.2.8.tar.gz

RREFTEREXMN (FEZENBRFILES, HAHLD:

[root@linuxprobe ~]# yum install -y apr* autoconf automake bison bzip2 bzip2* compat* cpp curl curl-devel
fontconfig fontconfig-devel freetype freetype* freetype-devel gcc gec-c++ gd gettext gettext-devel glibc
kernel kernel-headers keyutils keyutils-libs-devel krb5-devel libcom_err-devel libpng libpng-devel libjpeg*
libsepol-devel libselinux-devel libstdc++-devel libtool* libgomp libxml2 libxml2-devel libXpm* libtiff libtiff*
make mpfr ncurses* ntp openssl openssl-devel patch pcre-devel perl php-common php-gd policycoreutils
telnet t1lib t1lib* nasm nasm* wget zlib-devel

Loaded plugins: langpacks, product-id, subscription-manager

This system is not registered to Red Hat Subscription Management. You can use subscription-manager to register.

.................. B E A T HE AR e
Installing:
.................. B E A T HE AR e
Complete!

%% cmake %3 TE (MES4iF R E4m):

[root@linuxprobe ~]# cd /usr/local/src

[root@linuxprobe src]# Is

zlib-1.2.8 tar.gz libmerypt-2.5.8.tar.gz  pcre-8.35.tar.gz
cmake-2.8.11.2.tar.gz  libpng-1.6.12.tar.gz ~ php-5.5.14tar.gz
Discuz_X3.2_SC_GBK.zip libvpx-v1.3.0.tar.bz2  t1lib-5.1.2.tar.gz
freetype-2.5.3.tar.gz  mysql-5.6.19.tar.gz tiff-4.0.3.tar.gz
jpegsrc.v9a.tar.gz nginx-1.6.0.tar.gz yasm-1.2.0.tar.gz
libgd-2.1.0.tar.gz openssl-1.0.1h.tar.gz

[root@linuxprobe src]# tar xzvf cmake-2.8.11.2.tar.gz
[root@linuxprobe src]# cd cmake-2.8.11.2/

[root@linuxprobe cmake-2.8.11.2]# ./configure

[root@linuxprobe cmake-2.8.11.2]# make

[root@linuxprobe cmake-2.8.11.2]# make install

20.2.1 ®& Mysql %

EWNHWEY FRAN¥ T MariaDB H 45 EEHE A4, LXK ERHSFE D T Mysql 4838 545 &L,
B A T3HAT mysql RS2 7 ek 5 :

[root@linuxprobe cmake-2.8.11.2]# cd /usr/local/src

[root@linuxprobe src]# useradd mysql -s /sbin/nologin

RIS ER T ER, HRBEXNIIBS T4

[root@linuxprobe src]# mkdir -p /usr/local/mysql/var

[root@linuxprobe src]# chown -Rf mysql:mysql /usr/local/mysql/var
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T3 Mysql R&542F (MEL fpiFde4m):
[root@linuxprobe src]# tar xzvf mysql-5.6.19.tar.gz
[root@linuxprobe src]# cd mysql-5.6.19/

[root@linuxprobe mysql-5.6.19]# cmake . -DCMAKE_INSTALL_PREFIX=/usr/local/mysql
DMYSQL_DATADIR=/var/local/mysql/var -DSYSCONFDIR=/etc
T % 7 40 BRA B L B SO

[root@linuxprobe mysql-5.6.19]# rm -rf /etc/my.cnf

ERAGHEE (EREETE):

[root@linuxprobe mysql-5.6.19]# cd /usr/local/mysql/

[root@linuxprobe  mysqll#  ./scripts/mysql_install_db  --user=mysql  --basedir=/usr/local/mysql -

datadir=/usr/local/mysql/var

[root@linuxprobe mysql] # make

[root@linuxprobe mysql] # make install

RUZE TR B U 89 Bk B U0

[root@linuxprobe mysql]# In -s /usr/local/mysql/my.cnf /etc/my.cnf

H mysqld FR 442 5 4 m 2| FFALE 30 T

[root@linuxprobe mysql]# cp ./support-files/mysql.server /etc/rc.d/init.d/mysqld

[root@linuxprobe mysql]# chmod 755 /etc/init.d/mysqld

[root@linuxprobe mysql]# chkconfig mysqld on

% )8 o U e B U

[root@linuxprobe mysql]# vim /etc/rc.d/init.d/mysqld

/IR E % 46 5 47 47, basedir H B F % KR, datadir X $4E E 7k H .

basedir=/usr/local/mysql

datadir=/usr/local/mysql/var

# B mysqld R4 7

[root@linuxprobe mysql]# systemctl restart mysqld

# mysql REHEFH4AERRMEFRELTEY KAL)

[root@linuxprobe mysql]# vim /etc/profile

/AT SO B R T 28

export PATH=$PATH:/usr/local/mysql/bin

[root@linuxprobe mysql]# source /etc/profile

W mysqld AR 412 7 B9 SO B | BRI (L

[root@linuxprobe mysql]# mkdir /var/lib/mysql

[root@linuxprobe mysql]# In -s /usr/local/mysql/lib/mysql /usr/lib/mysql

[root@linuxprobe mysql]# In -s /usr/local/mysql/include/mysql /usr/include/mysql

[root@linuxprobe mysql]# In -s /tmp/mysqgl.sock /var/lib/mysql/mysql.sock

W mysqld 47

[root@linuxprobe mysql]# mysql_secure_installation

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MySQL
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MySQL to secure it, we'll need the current

password for the root user. If you've just installed MySQL, and
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you haven't set the root password yet, the password will be blank,
so you should just press enter here.
Enter current password for root (enter for none):
OK, successfully used password, moving on...
Setting the root password ensures that nobody can log into the MySQL
root user without the proper authorisation.
Set root password? [Y/n] y
New password: # A% root M /% & W % 5 &,
Re-enter new password: & A — K EH,
Password updated successfully!
Reloading privilege tables..

... Success!
By default, a MySQL installation has an anonymous user, allowing anyone
to log into MySQL without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a
production environment.
Remove anonymous users? [Y/n] y (& E 4 ¥k 5)

... Success!
Normally, root should only be allowed to connect from 'localhost’. This
ensures that someone cannot guess at the root password from the network.
Disallow root login remotely? [Y/n] y(2£ 1t root i /* Mz #2 % )

... Success!
By default, MySQL comes with a database named 'test’ that anyone can
access. This is also intended only for testing, and should be removed

before moving into a production environment.

Remove test database and access to it? [Y/n] y(# B test 3 % I BUH 2t H 8 37 FIAX R)

- Dropping test database...
.. Success!
- Removing privileges on test database...

... Success!

Reloading the privilege tables will ensure that all changes made so far

will take effect immediately.

Reload privilege tables now? [Y/n] y(Rl ## 4 %k, iL40h G W% e 5 B 4 %)
... Success!

All done! If you've completed all of the above steps, your MySQL

installation should now be secure.

Thanks for using MySQL!

Cleaning up...
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20.2.2 W& Nginx R %

Nginx £ — 248 4 46 7 b9 T 3 5 50 & W 35 69 R 5

7, Nginx ®A724 K E &1 736 & &

35 A, MR N — R B R 3 IR 42k

f, BHBERMEFNRTRZEHR, E&K

RPCATHRBMARKIE. SARNEDEHKES

W, BWENEHR. MG, BREDFEHEFER, THEARH— ERFE 15-16%E 4.

Nginx #/F R EM K E TERA T2 MEKFRELBRIEA, £/ CPUSAFEAELEFMK, FUERA Nginx &
FHEDAWBHEIRToWHE, B, WEHEELHRLVOR, FEHHERE0LFS Apache /7%

BHE, AECLETALH LFFT proxy. rewrite, mod_fegi. ssl. vhosts %% FMk, T HiEX#H T ABEFHA,

B ek el LA 7724 T BT RBER S, WESAHALTAES, THETUETEERS N ELTEEX Nginx &
SRFHATH L.

HEkP, BA Nginx BFWRBREEEE, RERAE, AR, ¥R BEARES, 18 Nginx KEFET
A 5] B, et Nginx £ B4R Z A AR, TRV X BEHF TE, PXEMNREE RS £RZ, € Nginx
WK K HLME, TN KRN Z e BAEREEL HTTP RE-& 7 578 T4 8 K%,

%% PCRE (Perl ®EAWENRARE, MELSRmFILCHHE):

[root@linuxprobe ~]# cd /usr/local/src

[root@linuxprobe src]# mkdir /usr/local/pcre

[root@linuxprobe src]# tar xzvf pcre-8.35.tar.gz

[root@linuxprobe pcre-8.35]4# ./configure --prefix=/usr/local/pcre
[root@linuxprobe src]# make

[root@linuxprobe src]# make install

Z¥ openssl REEF (MESHFIRCHH):
[root@linuxprobe pcre-8.35]# cd /usr/local/src

[root@linuxprobe src]# mkdir /usr/local/openssl
[root@linuxprobe src]# tar xzvf openssl-1.0.1h.tar.gz
[root@linuxprobe src]# cd pcre-8.35/

[root@linuxprobe pcre-8.35]4# ./configure --prefix=/usr/local/openssl
[root@linuxprobe pcre-8.35]# make

[root@linuxprobe pcre-8.35]# make install

{2 openssl R4 F a4 HRXARME R EEF GRAER):
[root@linuxprobe pcre-8.35]4# vim /etc/profile

/TR E X MR TENSHE SRR

export PATH=$PATH:/usr/local/mysql/bin:/usr/local/openssl/bin
[root@linuxprobe pcre-8.35]# source /etc/profile

ZHR b BEEHEHE (MESmFLRCHR):
[root@linuxprobe pcre-8.35]# cd /usr/local/src

[root@linuxprobe src]# mkdir /usr/local/zlib

[root@linuxprobe src]# tar xzvf zlib-1.2.8.tar.gz

[root@linuxprobe zlib-1.2.8]# ./configure --prefix=/usr/local/zlib
[root@linuxprobe zlib-1.2.8]# make

[root@linuxprobe zlib-1.2.8]# make install
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B 2 T HAT nginx REH A F

[root@linuxprobe zlib-1.2.8]# cd /usr/local/src

[root@linuxprobe src]# useradd www -s /sbin/nologin

%% nginx k%12 F (openssl,zlib,pcre B 5 i R f E B 2D :

[root@linuxprobe src]# tar xzvf nginx-1.6.0.tar.gz

[root@linuxprobe src]# cd nginx-1.6.0/

[root@linuxprobe nginx-1.6.0]4# ./configure --prefix=/usr/local/nginx --without-http_memcached_module --user=www --
group=www  --with-http_stub_status_module = --with-http_ssl_module  --with-http_gzip_static_module  --with-
openssl=/usr/local/src/openssl-1.0.1h --with-zlib=/usr/local/src/zlib-1.2.8 --with-pcre=/usr/local/src/pcre-8.35
[root@linuxprobe nginx-1.6.0]# make

[root@linuxprobe nginx-1.6.0]# make install

A3 nginx & F A (B THEGSHAELHHELH ).
[root@linuxprobe nginx-1.6.0]# vim /etc/rc.d/init.d/nginx
#1/bin/bash
# nginx - this script starts and stops the nginx daemon
# chkconfig: - 85 15
# description: Nginx is an HTTP(S) server, HTTP(S) reverse \
# proxy and IMAP/POP3 proxy server
# processname: nginx
# config: /etc/nginx/nginx.conf
# config: /usr/local/nginx/conf/nginx.conf
# pidfile: /usr/local/nginx/logs/nginx.pid
# Source function library.
. /ete/rc.d/init.d/functions
# Source networking configuration.
. /etc/sysconfig/network
# Check that networking is up.
[ "$NETWORKING" = "no" | && exit O
nginx="/usr/local/nginx/sbin/nginx"
prog=$(basename $nginx)
NGINX_CONF_FILE="/usr/local/nginx/conf/nginx.conf"
[ -f /etc/sysconfig/nginx | && . /etc/sysconfig/nginx
lockfile=/var/lock/subsys/nginx
make_dirs() {
# make required directories
user="$nginx -V 2>&1 | grep "configure arguments:" | sed 's/[**]*--user=\([" ]*\).*/\1/g" -
if [ -z “grep $user /etc/passwd™ |; then
useradd -M -s /bin/nologin $user
fi
options="$nginx -V 2>&1 | grep ‘configure arguments:”

for opt in $options; do
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if [ ‘echo $opt | grep "*-temp-path™ |; then
value="echo $opt | cut -d "=" -f 2°

if [1-d "$value" ]; then
# echo "creating” $value

mkdir -p $value && chown -R $user $value

fi

fi
done
}
start() {
[x $nginx | || exit 5
[ -f $NGINX_CONF_FILE ] || exit 6
make_dirs

echo -n $"Starting $prog: "

daemon $nginx -c $SNGINX_CONEF_FILE

retval=$?

echo

[ $retval -eq O ] && touch $lockfile
return $retval

}

stop() {

echo -n $"Stopping $prog: "
killproc $prog -QUIT
retval=$?

echo

[ $retval -eq O] && rm -f $lockfile
return $retval

1

restart() {

#configtest || return $?
stop

sleep 1

start

}

reload() {

#configtest || return $?
echo -n $"Reloading $prog: "
killproc $nginx -HUP
RETVAL=$?

echo

}

force_reload() {

restart

}
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configtest() {

$nginx -t -c $NGINX_CONF_FILE
}

rh_status() {

status $prog

}

rh_status_q() {

rh_status >/dev/null 2>&1

}

case "$1" in

start)
rh_status_q && exit O
$1

stop)

rh_status_q || exit O
$1

restart|configtest)

$1

reload)
rh_status_q || exit 7
$1

force-reload)

force_reload

status)

rh_status

condrestart |try-restart)

rh_status_q || exit O

%)

echo $"Usage: $0 {start|stop|status|restart|condrestart|try-restart|reload|force-reload|configtest}"
exit 2

esac

[root@linuxprobe nginx-1.6.0]# chmod 755 /etc/rc.d/init.d/nginx

E B nginx MAAE A 2| FF LB 35

[root@linuxprobe nginx-1.6.0]# /etc/rc.d/init.d/nginx restart

Restarting nginx (via systemctl): [ OK ]

[root@linuxprobe nginx-1.6.0]# chkconfig nginx on

b BT DA L 977 ] 1P SR A BT nginx MR 4= WAIEAT
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20.2.3 ®.& php M4

L yasm Lt (HESHFIRCEE):

[root@linuxprobe nginx-1.6.0]# cd /usr/local/src
[root@linuxprobe src# tar zxvf yasm-1.2.0.tar.gz
[root@linuxprobe src]# cd yasm-1.2.0

[root@linuxprobe yasm-1.2.0]# ./configure

[root@linuxprobe yasm-1.2.0]# make

[root@linuxprobe yasm-1.2.0]# make install

24 libmerypt IR EEXY EE (MESHFTRDAHE):
[root@linuxprobe yasm-1.2.0]# cd /usr/local/src
[root@linuxprobe src]# tar zxvf libmerypt-2.5.8.tar.gz
[root@linuxprobe src]# cd libmerypt-2.5.8

[root@linuxprobe libmcrypt-2.5.8]4# ./configure
[root@linuxprobe libmcrypt-2.5.8]# make

[root@linuxprobe libmcrypt-2.5.8]# make install

%k libvpx WA & (MEGHBFIECTHE):
[root@linuxprobe libmcrypt-2.5.8]# cd /usr/local/src
[root@linuxprobe src]# tar xjvf libvpx-v1.3.0.tar.bz2
[root@linuxprobe src]# cd libvpx-v1.3.0

[root@linuxprobe libvpx-v1.3.0]# ./configure --prefix=/usr/local/libvpx --enable-shared --enable-vp9
[root@linuxprobe libvpx-v1.3.0]# make

[root@linuxprobe libvpx-v1.3.0]# make install

ZH Tff RAEEGXHEER (BESHFLRCHH):
[root@linuxprobe libvpx-v1.3.0]# cd /usr/local/src
[root@linuxprobe src]# tar zxvf tiff-4.0.3.tar.gz
[root@linuxprobe src]# cd tiff-4.0.3

[root@linuxprobe tiff-4.0.3]# ./configure --prefix=/usr/local/tiff --enable-shared
[root@linuxprobe tiff-4.0.3]# make

[root@linuxprobe tiff-4.0.3]# make install

%4 libpng B i (png #X) B#E (MESHFFIECEE):
[root@linuxprobe tiff-4.0.3]# cd /usr/local/src
[root@linuxprobe src]# tar zxvf libpng-1.6.12.tar.gz
[root@linuxprobe src]# cd libpng-1.6.12

[root@linuxprobe libpng-1.6.12]4# ./configure --prefix=/usr/local/libpng --enable-shared
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[root@linuxprobe libpng-1.6.12]# make

[root@linuxprobe libpng-1.6.12]# make install

Z % freetype FH51 % (BMESHHFLRCEH):

[root@linuxprobe libpng-1.6.12]4# cd /usr/local/src

[root@linuxprobe src]# tar zxvf freetype-2.5.3.tar.gz

[root@linuxprobe src]# cd freetype-2.5.3

[root@linuxprobe freetype-2.5.3]# ./configure --prefix=/usr/local/freetype --enable-shared

[root@linuxprobe freetype-2.5.3]# make

[root@linuxprobe freetype-2.5.3]# make install

%% libpng A (Gpeg BR) BHE (MESHFLRCEH):

[root@linuxprobe freetype-2.5.3]# cd /usr/local/src

[root@linuxprobe src]# tar zxvf jpegsrc.v9a.tar.gz

[root@linuxprobe src]# cd jpeg-9a

[root@linuxprobe jpeg-9al# ./configure --prefix=/usr/local/jpeg --enable-shared

[root@linuxprobe jpeg-9al# make

[root@linuxprobe jpeg-9a]# make install

%% libgd BIRAEEF (MESHFIRCAHR):

[root@linuxprobe jpeg-9al# cd /usr/local/src

[root@linuxprobe src]# tar zxvf libgd-2.1.0.tar.gz

[root@linuxprobe src]# cd libgd-2.1.0

[root@linuxprobe libgd-2.1.0]# ./configure --prefix=/usr/local/libgd --enable-shared --with-jpeg=/usr/local/jpeg --
with-png=/usr/local/libpng --with-freetype=/usr/local/freetype --with-fontconfig=/usr/local/freetype --with-
xpms=/usr/ --with-tiff=/usr/local/tiff --with-vpx=/usr/local/libvpx

[root@linuxprobe libgd-2.1.0]# make

[root@linuxprobe libgd-2.1.0]# make install

ZHRtIb A £ RBHE (BMESHFLIBCAEHR):

[root@linuxprobe cd libgd-2.1.0]# cd /usr/local/src

[root@linuxprobe src]# tar zxvf t1lib-5.1.2.tar.gz

[root@linuxprobe src]# cd t11ib-5.1.2

[root@linuxprobe t11ib-5.1.2]# ./configure --prefix=/usr/local/t1lib --enable-shared

[root@linuxprobe t11ib-5.1.2]# make

[root@linuxprobe t11ib-5.1.2]# make install

KRB EXEBREGENLE:

[root@linuxprobe t11ib-5.1.2]# cd /usr/local/src

[root@linuxprobe src]# In -s /usr/lib64/libltdl.so /usr/lib/libltdl.so

[root@linuxprobe src]# cp -frp /usr/lib64/libXpm.so* /usr/lib/

%k php REBRF (A hBK, H—EELH TEID:

[root@linuxprobe src]# tar -zvxf php-5.5.14 tar.gz

[root@linuxprobe src]# cd php-5.5.14

[root@linuxprobe php-5.5.14]# export LD_LIBRARY_PATH=/usr/local/libgd/lib

[root@linuxprobe php-5.5.14]# ./configure --prefix=/usr/local/php --with-config-file-path=/usr/local/php/etc --with-
mysql=/usr/local/mysql --with-mysqli=/usr/local/mysql/bin/mysql_config --with-mysql-sock=/tmp/mysql.sock --
with-pdo-mysql=/usr/local/mysql --with-gd --with-png-dir=/usr/local/libpng --with-jpeg-dir=/usr/local/jpeg --with-
freetype-dir=/usr/local/freetype --with-xpm-dir=/usr/ --with-vpx-dir=/usr/local/libvpx/ --with-zlib-dir=/usr/local/zlib
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--with-t1lib=/usr/local/t1lib --with-iconv --enable-libxml --enable-xml --enable-bcmath --enable-shmop --enable-
sysvsem --enable-inline-optimization --enable-opcache --enable-mbregex --enable-fpm --enable-mbstring --enable-ftp --
enable-gd-native-ttf --with-openssl --enable-pcntl --enable-sockets --with-xmlrpc --enable-zip --enable-soap --without-
pear --with-gettext --enable-session --with-mcrypt --with-curl --enable-ctype
[root@linuxprobe php-5.5.14]# make
[root@linuxprobe php-5.5.14]# make install
A # php 4B P E X HE %R E X!
[root@linuxprobe php-5.5.14]# cp php.ini-production /usr/local/php/etc/php.ini
Ml % BRIA 8 php B & X1
[root@linuxprobe php-5.5.14]# rm -rf /etc/php.ini
A% php B & B B2 ete/ B R F:
[root@linuxprobe php-5.5.14]# cp /usr/local/php/etc/php-fpm.conf.default /usr/local/php/etc/php-fpm.conf
[root@linuxprobe php-5.5.14]# In -s /usr/local/php/etc/php-fpm.conf /etc/php-fpm.conf
[root@linuxprobe php-5.5.14]# In -s /usr/local/php/etc/php.ini /etc/php.ini
Y% php A2 /7 B X1
[root@linuxprobe php-5.5.14]# vim /usr/local/php/etc/php-fpm.conf
/1% 25 (TS E AT £,
pid = run/php-fpm.pid
/BB % 148 %1149 41T, ¥ user 5 group 55K N www.
user = Www
group = www
7w php-fpm 442 7 2| FFALE 30 3
[root@linuxprobe php-5.5.14]# cp sapi/fpm/init.d.php-fpm /etc/rc.d/init.d/php-fpm
[root@linuxprobe php-5.5.14]# chmod +x /etc/rc.d/init.d/php-fpm
[root@linuxprobe php-5.5.14]# chkconfig php-fpm on
AT RER S22, ERELTL2WE:
[root@linuxprobe php-5.5.14]# vim /usr/local/php/etc/php.ini
//6 8 % 305 4T# disable_functions %, %% %k
disable_functions =
passthru,exec,system,chroot,scandir,chgrp,chown,shell_exec,proc_open,proc_get_status,ini_alter,ini_alter,ini_resto
re,dl,openlog,syslog,readlink,symlink,popepassthru,stream_socket_server,escapeshellemd,dll,popen,disk_free_spa
ce,checkdnsrr,checkdnsrr,getservbyname,getservbyport,disk_total_space,posix_ctermid,posix_get_last_error,posix
_getcwd,posix_getegid,posix_geteuid,posix_getgid,posix_getgrgid,posix_getgrnam,posix_getgroups,posix_getlogin
,posix_getpgid,posix_getpgrp,posix_getpid,posix_getppid,posix_getpwnam,posix_getpwuid,posix_getrlimit,posix_g
etsid,posix_getuid,posix_isatty,posix_kill,posix_mkfifo,posix_setegid,posix_seteuid,posix_setgid,posix_setpgid,posi
x_setsid,posix_setuid,posix_strerror,posix_times,posix_ttyname,posix_uname
it & nginx Mk 472 7 3 % php:
[root@linuxprobe php-5.5.14]# vim /usr/local/nginx/conf/nginx.conf
/I E 2 AT E B #5 X IF BB user www www ;
/14 % A4 175 ¥ 45 #% H index index html index.htm index.php;
/I E 64T AT E N #5 £4, BRN:
location ~ \.php$ {
root html;
fastcgi_pass  127.0.0.1:9000;



{Linux FL1ZIX 4 %)  HTTP://www.linuxprobe.com

297 T

fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
include fastcgi_params;
}
# & nginx 5§ php-fpm R4 7 :
[root@linuxprobe php-5.5.14]# systemctl restart nginx
[root@linuxprobe php-5.5.14]# systemctl restart php-fpm

20.3 7 discuz w15

¥ discuz B HFE R EM S EF(MERBEECA):

[root@linuxprobe ~ |# cd /usr/local/src/

[root@linuxprobe src]# unzip Discuz_X3.2_SC_GBK.zip

[root@linuxprobe src]# rm -rf /usr/local/nginx/html/{index.html,50x.htmi}
[root@linuxprobe src]# mv upload/* /usr/local/nginx/html/
[root@linuxprobe src]# chown -Rf www:www /usr/local/nginx/html

[root@linuxprobe src]# chmod -Rf 755 /usr/local/nginx/html

%1%, 2 THR:

2%, BEBFILAE:

%3, HELHLE discuzX BIz:
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4%, AERUFEGREERRRE:

Fo5F, FREETE:

% 6%, discuz IEMAI L gH:

FTF, GFREERE:
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ATER, KTUANRE FEIL:





